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ABSTRACT

It has been 10 years since the concept of cloud system has emerged. Despite the fact that the cost-effectiveness and
security of cloud systems has been proven, financial companies are reluctant to adopt cloud systems. Financial institutions
are reluctant to adopt the cloud system because of the strong regulation of financial authorities in relation to the leakage of
customer information However, more important reason why financial institutions hesitate to introduce cloud systems is the
lack of direction and standards for the introduction of cloud systems by financial institutions. This study examines the legal
and institutional constraints on the introduction of cloud systems in financial institutions and suggests decision models for
determining whether cloud systems can be applied and how cloud systems are configured when financial institutions
construct IT systems. We hope that this research will be helpful for establishing direction of cloud system introduction of
many financial institutions.
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Table 1. Introduction of Domestic Financial
Cloud
Division ey Contents
Name
Create virtual storage
Shinhan space for‘ employge PC
and use it as an in-house
Bank . }
document and information
Bank sharing platform
Transform your customer
Industrial | center’s work environment
Bank into a cloud computing
environment
Use virtualization
technology to enable
Samsung . )
L mobile trading regardless
Securities .
of smartphone operating
system (OS) and terminal

Securi- Applying virtualization

ties technology to mobile

Mirae trading system to connect
Asset to other smartphone or
Securities | tablet PC and use it in the

same user environment
without resetting

Card Kookmin | Establish a big data-based

Card financial platform with kt




A8 1533 =%x] (2018. 6) 745

FullAe WA A8le] Fehes wbd Al
(2015,9) ¥ 2021 Fehf= Ax=7) Eoks 9
3 AL Z=x15lo] BAA} Oid T gA 49
FeheE Aula Al Folrh s F§3AES
2T ZEE A|2ES AWA o R Toistar g ur,
fEeA el S 719 Azt S Fehe
Au 2 29l o] uhe ol

20184 1¥9 75949 FE3Ake] FEe=
ol-4- &y ek whx zpgol wpEw R T
Ae], B7AR| 2 A A AE i7H, T2 AR
A 5wl ARRsel = ¢l
ggo] Folvkar gl FAlov, l ﬁ AH ﬂal
Alzgle] 79 Fehe Al2E A go] rbsshd, 1
%ﬂuﬂ;ﬂi uJ 7H ]A].S_Zéji ;q‘j,] 5}‘— /\] ‘431%
HlF8 Azslewe] 22)7) ool AR F43
Ab el o] &g Fizh ol AReth(3).
(Table 2 #=x)

10

@

Table 2. Current status of domestic financial
companies’ cloud adoption
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Table 3. Major Countries’” Cloud Policy
Implementation Status

Division Major policies
Usage Num R(?,/tl)o Spemfllc Establish policies to drive cloud
2 EXAMPIES adoption first, and enable public
Internal Email, 'I\E/:ectronic sectl(f)lr clpud gtilization usinlg 'securitv
. orm anage certification via security policies
P?;‘j;';gfjg 221423 | ent, US| (FedrAMP, 2012)
Messenger, etc #US Department of State, Ministry of
. Finance, etc. 7 departments 101 (48
,z(rj%\'/tl'dmgl " 6.9 iﬁ;ommend private clouds) Cloud use
itiona . um
. ' Build Public Procurement Service
Services Save Images, etc Governance to Enable Cloud (March,
Company - Company and UK 2011), Open "Cloud Store’ to Drive
Product 9 17.3 | Brand, Book, Public Sector Cloud Use
Introduction Record, Exhibit- >:<Abgut 2,000 companieg (8Q %)
jon, etc registered 19,5633 services in stores
OTC derivatives Announcement of the six key
valuation, strategies for realizing the world’s
Investment Information highest level of cloud * (January
Information 4 7.7 | Analysis such as 2016), announcing the Internet
Analysis Exchange Rate, Safety Act, which places the cloud
Index, Oil Price China data center within the country
etc. (2015).
*Enhancing cloud supply capability
Insurance (private cloud development),
Account enhancing enterprise innovation
; capacity, e-government development,
Azsg;i:fneg 2 3.9 éa:lﬂygs;s, building cloud infrastructure,
. strengthenlng security, etc
Warranty Option — -
Analysis, etc. Driving the creation of a cloud data
center to secure sovereignty over the
Storing data held by U.S. cloud enterprises
Authorization 1 1.9 Authentication-rel France and to nurture the enterprise (2011)
ated Information # Private and government jointly invest
€150 million (about 180 billion won) in
Sum 52 100.0 two cloud infrastructure projects
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Table 4. Cloud Service business model comparison F5ddAE vz Awyg A BEus FEs
. Yo AFYS Ba Belsbit v e 24, w0
Biz model Key contents owner HEHEE Aushe A%e A Foln, vEAoz
Service computer A el AAA BHsle =gt el ARE A
resources that provide 93 UmA] Are] sl Zeker 7uke] Am|A
virtualized computing , N o - N
o A ] =
Slenri/riace resources (virtual AQ:S::neS A A dHE, 2zEL] AL A 5
(laas) | servers. virtual storage, ServiSe 7 "¥2E mrld Hol BA xuj2zhx] Auke)
virtual networks, etc.) AR maAAZ kot AloA] AlTEls e &
are charged according to wT s Fehvs Al Algshe - -
usage. zZEgele] A E44S 42T 5 9ol 487
Platform A service that provides Google o A S &= B JJr7]' =
Service | 1® foundation (platform) | ABp 29 FEAlAE A AA AL 2 8 $A
. L Y5 = 3| o
(Paas) developments Services = A & £xE HOV"' =T (tool) 2A S
App SW | Serv y Selestores | £ 71 4FALYE £ 2834w et 2o
pp ervice to provide a ) .
HAlE = ZzZw O3
Service variety of applications in .CCORT/IS mtEREe AR SEW 29l BBVA
(SaaS) |the form of On Demand service (Banco Bilbao Vizcaya Argentaria)+ 2¥al
wash 267 SAelA Fg1(F 113 ) 7ol Yl
7l Edleg qlsle] L8 FAlow Zelorc A = A7) s Al A0 FEes Alad
Hl2E 24 38 Folrt (Google Apps) H&3t%itt. BBVA 232 4
n|2S zgE ohvelzld Wk olal ~sjal 7 TEe S A v wEa 4R oA
Ydete & g87 5% QR Zo] oo} A, 2% W A rklE B, AE st
sAbER Fekem Auls T 18 Folut ol 712 S Sl s 71
Table 5. Major Foreign Financial Firms * Cloud Services Status
Finance Co. Service Content o?\/leg?jté?n Service Purpose
Citi Bank Introducing a cloud system for non-sensitive . Increase customer
(Us) information areas Hybrid Cloud satisfaction
Introduction of integrated cloud-based . P
U(SUAS'? authentication services(Verisign) to Corglrgﬁgltv ggr\t/lifégztlon
each subsidiary (Insurance, Banking and Card)
Introducing a cloud-based business system Community Internal business

BBVA (Spain) | (Google Apps) for collaboration between Cloud

. collaboration
employees worldwide

Data Storage

DNB Introduced AWS cloud system support mobile Public Cloud Management Risk
(Netherlands) | banking and retail banking Management
Analysis
Barclavs | |ntroduced AWS cloud for risk analysi Public Cloud | Big Data Analysi
(UK) ntroduce cloud system for risk analysis ublic Clou ig Data Analysis
Deé";i?(he Introducing Cloud systems for Big Data analytics Hvbrid Cloud Financial fraud,
(Germany) for intranet and intelligence Y Data Analysis
Common ) .
Introduction of Hadoop-based data analysis . .
V(\/:SISt?raBl?an)k cloud system for big data utilization Hybrid Cloud DB Integration
Tokyo Prevent information

Mitsubishi ((:Zlc())r&sdolsld:ttsr:gler 300 Distributed DBs into private Private Cloud leakage, maintain
Bank (Japan) Y business continuity
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vgdzgte 923 (De Nederlandsche Bank: A, SFEUAE S8 3 60,0009 WY #HFEHE
o]3} DNB)= olwtE 1 AMu]x(Amazon Web 3%t FElgeg FEE o Helr}(5) . (Table 5
Service of 7HkS & 93lde] £ 534 HE Z=x)
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Table 6. Cloud service security threats

Security Threats Threat content

- Malicious code infections and spread threats

Inherit virtualization - Malicious code infection between host OS and guest OS
vulnerability - Proliferation to guest OS in the event of hypervisor infection

- Service Availability Infringement

- Information leakage by insiders
- User information access due to admin’s abuse of authority
- Delete and modify guest OS data without user recognition
- Accessing information from unauthorized users

The threat of information
leakage as a result of
consigned information

Information leakage based ] ] ] ]
on diversity and loss of user | - Loss of terminal, Information leakage by weak security terminal
terminal

- Serwce interruption for all customers in case of system failure
- Difficult to quickly identify the cause of service interruption
User can not recover and patch

- It is vulnerable to attack such as DDoS when the central system

location is exposed

Service interruption due to
resource sharing and focus

- Increased authentication and access control complexity with resource
shares and virtual machine dynamic rebalancing

- Difficult to apply collective authentication and access control to
distributed computing systems

Difficulty enforcing security
as a result of distributed
handling

- Responsibility for information leakage unknown

Issues of law and regulation | _ Difficult to detect audit trail as a result of sharing resources.
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Table 7. Cloud service security incident case

Year Cause Type Company Key contents
KT Service failures due to uCloud server switch
Service malfunction
System error fail — -
aiiure NA2 service interruption due to storage storage
SalesForce .
failure
Management . 5,698 data losses due to errors during system
Mistake Data loss First Server upgrade
. Interruption of service, such as Netflix, Pin test and
2012 B:g;iiaelr ?girl\afee Amazon Instagram, due to a power failure caused by a
storm
Hacking Dropbox user accounts, leaking lists of
Spam Drop box emails from employee accounts and sending spam
to those users
Hacking Dream Host | Log into DB to leak personal information
Data
Leakage Apple Hackers take advantage of ‘Find My Mac Book’
vulnerability to delete personal information
. An administrator mistakenly deleted the load
Ma’\r)l?sq[zrkréent ?girl\tljlrcs Amazon balancing script, so it can not work properly with
ELB and Netflix suffered connection failure.
User name, mail address, encrypted password has
Enernote been leaked from the cloud system providing memo
2013 and information policy
Hacki Data Adobe server hacked, leaking 2.9 million personal
acking Leakage Adobe information and part of SW source code such as
Acrobat
Hacked into the ZenDesk system to leak personal
ZenDesk information
. Data Hack into the accounts of the iPhone cloud to leak
2014 Hacking Leakage Apple and distribute the photos of the Hollywood actor
2015 Management Service Amazon Access to content such as Netflix, Airbnb, and IMDb
Mistake failure is not available for 6 to 8 hours
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Fig. 1. Procedures for specifying non-critical
information processing systems
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Table 8. Criteria for the importance of processing information

Division Evaluation standard Points Remarks
. Resident registration number, Passport number, . . T
Idelr{t?%ﬂ:l;‘?ion Alien registration number, Driver’s license number 20 i%?é?%%tifnenits'f'(égts'gg
Information 1.No information aval_labl_e - 0 on non-ldentification
inf o, 2.Perform non-ldentification :20
nformation’s
Property Address, e-mail, IP, Anniversary Information,
Other account number medical record,Copyright
Identification | information and other information 10
Information .No non-ldentification : 10
2.With non-ldentification : 0
How to 1.Delete Data : 1
Nonp—(lac?;onrtri?icat Perform 2.Statistics and Categories : 3 10
—ion non-ldentifica| 3.Data Encryption: 5
-tion 4 .Data Masking:10
1.More than 100,000 :10
pocale of | Amount of | 2 Nore than 10,000 & Less than 100,000 : 5 10
3.Less than 10,000 :1
. External
Spillover Reliability and 1.Business service interruption : 10
InEffgrer%taﬁgn Business 2.Partial suspension of business services : 5 10
Leakage SIService 3.Less impact on business services :1
mpact
Sum 60
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The Importance of Processing Information
0 | 5 (10 |15 (20 |25 |30 | 35 | 40 | 45 | 50 | 55 | 60
0 | 0[5 10| 15|20 |25 [30 |35 |40 |45 |50 35| 60
5 | 5 [10 [ 15|20 |25 | 30 |35 [40 | 45 |50 | 55 |60 | 65
10 | 10 | 15 | 20 | 25 | 30 | 35 [ 40 | 45 | 50 | 55 [ 60 [ 65 | 70

The
Efficiency
of
System
Operations

15 | 15 | 20 | 25 | 30 [ 35 | 40 [ 45 | 50 | 55 |60 |65 |70 | 75
20 | 20 | 25 (30 | 35 (40 |45 (50 |55 [ 60 |63 |70 [75 | 80

25 | 25 | 30 |35 | 40 (45 |50 [ 55 | 60 |65 |70 | 75 [ 80 | B85
30 |30 | 35 |40 | 45 [ 50 | 55 [ 60 |63 |70 |73 |80 |83 | Q0
35 |35 | 40 |45 |50 (55 |60 [65 | 7O | 75 |80 | 85 [90 | 95
40 | 40 | 45 |50 | 55 (60 |65 (70 | 75 | 80 |85 | 90 [ 95 | 100

Fig. 3. Cloud Systems Scoring Matrix
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Table 9. Criteria for Evaluating the Efficiency of System Operations

Division Evaluation item

Evaluation standard Points | Remarks

Internal User Count

1.More than 100 People : 2
2.More than 10 People : 1 2

User count

3.Less than 10 People : 0 The same

N “rge f

1.More than 1000 People : 3 o 2

Client User Count 2.More than 100 People : 2 3 accessors

3.Less than 100 People : 1

Failure-In Connection
System Ripple Effect

Connection with

1.Interruption of the Linked System : 5
2.System Performance Degradation @ 3 5
3.Less Influenced:1

other systems

Linked System
Important

1.Client Service : 3
2.Internal Analysis System : 2 3
3.Internal Support System : 1

Configuring System

1.Real-time Redundancy : 3
2.Redundant System : 2 3

Redundancy 3.Single-System : 1
System 1.Within 3 hours : 3
Availability Recovery from Failures | 2.Within 6 hours : 2 3
3.Within 24 hours : 1
Manual Work 1.Non-Substitutability : 2 2
Alternative Possible 2.Substitutability : 1
System Configuration 1.Client Service : 2
System purpose Purpose 2.Internal Service System : 1 2

System Specific System
Configuration Dependencies

1.Dedicated Architecture : 2 2
2.Standard Architecture :1

Resource usage | A Change in the Use of %'Mgﬁg mgﬂ gg% g 5

Data Transfer Cost

rate Resources 3Less than 50% :1
1.More than 1 billion won : 5
Sunk Cost 2.More than 500 million won : 3 5
3.Less than 500 million won : 1
Cost

1.More than 500 million won : 5
2.More than 300 million won : 3 5
3.Less than 300 million won : 1
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Table 10. Types of cloud services

S’\%\lee How to apply the service Remarks
_ ; _ Cloud not
Remain Applicable
Retire Archiving Data Storage
laaS Follow the
. . urrent
Rehost Lift &Shift Operating
Environment
Optimize
Refactor | Lift&Reshape Specific
Service Clouds
PaasS Revise |Reshape & Lift RReek]lggo‘%
; . Apply Cloud
Rebuild Cloud Native Architecture
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SaaS Replace Drop & Shop New Service
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Table 12 779 Zehee Aze) 24 oz Feher Axd A4 e 24T 5 e
< AAs) A3 715e ALl seleh, wEg RHE Folr),

7h Ak Aol gk g5k A3 (Y or N) 7
WA Zeles Al AL wale] ddx xS Table 11. Rate of scoring of questions
1 ~ T4 ols] mopch Zehor AsE AL} associated with each service type
ol sidAte] Af=rt A glom 002 % Association| ©® | @ | ® | ® | ® | ® | @ | -
Asgie, g Sol sbg A Awel Qlzet g
Soddzko g ‘g AlaEle] "uizlrl A]aEl S0 Scoring rate|40%|20%|15%|10%| 7% | 5% | 3% | O
W ks 338w ) o Aee) 2
7L Y ol o] AL Retire Wyt 744 A%t ZeheE Ay Auls A4 A4S 98 o
%7} %3 Replace W3 7P d%=st gl A B5 A we AR WA wlg, el A
Folr}, o] Ayl N o]%d o] 4#-& Rehost FARE WY g 30 FEe) Fo ASE A%
Wt 7Pt A%l =3 Remain W 71 th ArAdRE w2 7 Aol o' A3 (Y or
Ad=rt gle Aiolrh. dxteAel s A4 N) o gt A= 55 A=t
< 9@ 7= Table 113 #Feo] Aot o 2E Al Aguy AL A w3 779
H=rb Ald 58 19 Ave 40%, AR=rt Al A8 i 7 2 Al oz Hrbas) A
HE Ta A= 3%, A He A %= A9 HEol Ad =2 Anlx AL S A 2"
stk whebd O o 7 el @ A 5 el o] ZEhv= Az 48 i ow Asieict
A @ Aol it A wiHe Fog 7 A
HAE 3t AeE A=l A AsAey A (1) Maior 0
o] go] M Z Az Ag o] s 2Rl Classification DeF‘f*‘O';ge’" Relevance
= Alag Aga o s Aosgl Points g s

A= Table 12+ ARAPE &l Adk Atel . . .
o e N 5 70 1o 1o Fig. 4. Determine how to apply final cloud
Y =& N = —&%U\l‘ o T 7] 10‘4&11 75:‘!‘*] system services
Table 12. How to Apply Cloud Service Diagnose Table
®. . .
@® Main Category CDaetteagllo ® Dclgrg];tnec;]sttms Result|Remain| Retire | Rehost Ref?cto Revise |Rebuild|Replace
ry
Does the v 2 1 3 4 5 6 7
organization
Operational | ;4 | have the 1.00 2.00 0.75 0.50 0.35 0.25 0.15
Capability ? | capability to 7 6 1 2 3 4 5
operate the N
system? 0.15 0.25 2.00 1.00 0.75 0.50 0.35
5 v 6 7 1 3 2 4 5
) o oes your
Infra \Ellnr\t/LiJr?)lhzr?nté%T 20% software support 0.50 0.30 4.00 1.50 2.00 1.00 0.70
(50%) |34 Suboort ? | your virtualized 2 1 7 5 6 4 3
PP environment? N
2.00 4.00 0.30 0.70 0.50 1.00 1.50
Can the system Y 6 / 5 8 ! 2 4
Infra infrastructure be 1.75 | 1.05 | 2.45 | 5.25 | 14.00 | 7.00 | 3.50
Reconstruct | 70% | reconfigured to
-able be cloud , N 3 4 1 2 0 0 0
-optimized? 5.25 | 3.50 | 14.00 | 7.00 | 0.00 | 0.00 | 0.00
v 6 7 4 1 2 3 5
Applic . Recompile 0.15 0.09 0.30 1.20 0.60 0.45 0.21
-ation Recomplie | 10% | source code is it
(30%) applicable? N 5 6 1 0 4 2 3
0.21 0.15 1.20 0.00 0.30 0.60 0.45
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Does it require 6 7 2 3 1 5
Requiremen- 9% frequent 0.14 0.08 0.54 0.41 1.08 0.19
ts Changed ° | business 0 0 4 3 0 2
changes? 0.00 0.00 0.27 0.41 0.00 | 0.54
Should the 6 7 2 3 1 5
gggengé 9%% gggﬂgg ?aester 0.14 | 0.08 054 | 0.41 | 1.08 | 0.19
()
Application than other 0 0 4 3 0 2
systems? 0.00 0.00 0.27 0.41 0.00 | 0.54
; Is tg?re a - 5 6 2 3 1 4
Dependenci- problem with the
s for a g9 | current system 0.19 0.14 0.54 | 0.41 1.08 | 0.27
particular ° being dependent 0 0 2 3 4 5
product on a pa;tlcular N
product? 0.00 | 0.00 | 1.08 | 0.54 | 0.41 | 0.27 | 0.19
Applic o Can you invest % 6 7 4 3 2 1 5
-ation | Application | | time and money 0.14 | 0.08 | 027 | 0.41 | 054 | 1.08 | 0.19
(30%) Redesign 9% to redesign and
Status optimize your N 6 0 1 2 4 5 3
application? 0.14 | 0.00 | 1.08 | 054 | 027 | 0.19 | 0.41
Possibility to Will vou aopl 6 7 4 2 3 1 5
Aiig'tvegpe gos | the most Y Y [014 [ 008 | 027 | 054 | 0.41 | 1.08 | 0.19
Methodo-log| | technology N 6 0 1 4 2 5 3
v methodology? 0.14 | 0.00 | 1.08 | 0.27 | 0.54 | 0.19 | 0.41
Web v 5 6 4 1 3 2 7
e .
P o 3 tier structure 0.19 0.14 0.27 1.08 0.41 0.54 0.08
Aéjt‘?ugf&'r%n 9% | \web application? N 5 0 1 3 2 6 4
0.19 0.00 1.08 0.41 0.54 0.14 0.27
A . 5 6 1 3 2 4 7
re you using a v
variety of 0.19 0.14 1.08 0.41 0.54 | 0.27 0.08
Use Open 9% products such as
Source ° | open source and 6 0 4 1 2 3 5
commercial N
products? 0.14 | 0.00 0.27 1.08 0.54 | 0.41 0.19
. Is it used in a v 5 6 2 4 3 1 7
Progaming |~ | variety of 019 [ 0.14 | 054 | 0.27 | 0.41 | 1.08 | 0.08
La?guage 9% |programmm%}h 6 0 2 1 3 2 5
ype anguages other
than Java,C #7 N 0.14 0.00 0.27 1.08 0.41 0.54 0.19
Need to be able v 6 7 5 1 4 2 3
Applic | Clli%l;?ion 9% | vlvi%raliig\gtshon 0.14 [ 0.08 | 0.19 | 1.08 | 0.27 | 0.54 | 0.41
—(a3t(|)c3/;1) Ipnpterlink ’ thpep cloud N 0 0 1 4 2 3 5
system? 0.00 0.00 1.08 0.27 0.54 0.41 0.19
v 6 7 5 2 3 4 1
Client Access from 0.14 0.08 0.19 0.54 0.41 0.27 1.08
Terminal 9% | various users
Access and terminals N 0 0 1 0 2 0 0
0.00 0.00 1.08 0.00 0.54 0.00 0.00
6 7 5 2 3 4 1
Possible Can the Y
Change of o 0.20 | 0.12 | 0.28 | 0.80 | 0.60 | 0.40 | 1.60
Business 40% | processes be
Process changed? N ° 0 ! 3 2 4 0
0.28 0.00 1.60 0.60 0.80 | 0.40 | 0.00
. Is it possible to 5 6 4 2 1 3 7
P bl ;
ootk | avatem _ | integrate and Y 014 [ 0.10 | 0.20 | 0.40 | 0.80 | 0.30 | 0.06
o 20% | modify the 2
(10%) Process system processes| N 0 0 5 3 4 1
Changes to a higher level 0.00 | 0.00 | 0.14 | 0.30 | 0.20 | 0.40 | 0.80
. Do we need to v 5 6 1 2 3 4 7
Possible maintain the 0.28 | 020 | 1.60 | 0.80 | 0.60 | 0.40 | 0.12
Daéi Model | 40% c#rrgnt systedm| in 0 0 5 2 3 5 1
ange the data model,
location, etc? N 0.00 0.00 0.28 0.40 0.60 0.80 1.60
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Neod 1o got 1 v 6 7 1 2 3 5 4
ee O get to
TraC:%Lth?on 409 | the cloud faster 0.20 | 0.12 | 1.60 | 0.80 | 0.60 | 0.28 | 0.40
Speed than other 4 5 7 6 3 1 2
p systems? N
0.40 | 0.28 | 0.12 | 0.20 | 0.60 | 1.60 | 0.80
Should the 6 7 3 4 5 1 2
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Table 13. Q&A table for Cloud Detailed Service Release by Cloud Application Method
Cloud , . , Cloud Detail
application Cloud Component Extraction Diagnostics Result Service Remarks
method (Component)
Compute Services
For common applications
Virtualization of Servers and Memory Y, N General
|s it necessary to provide?
Simple, repetitive parallel numeric operations or
high performance graphics Computation for the Y, N GPU
environment Do you need resources?
Do you need a virtualized environment that is .
independent from a converged OS environment? Y. N Container
Is it possible to automatically set up the
environment (OS, runtime, application, etc.) Y, N Bare Metal
when providing the virtualization environment?
Storage Services
Accessible from a single server or multiple
servers need high-performance storage? Y. N Block Storage
Do | need a typical performance storage space
accessible through the network IP address in the Y, N Object Storage
| form of a file system?
a . . -
Common Pe_rlodllcalllv, the.backup services for a particular Y. N Back Up
a point in time is it necessary? Storage
S Is it necessary to store the behavior and data of Y N Archiving
users in real time? ’ Storage
Network Services
Need to encrypt network communications Y N VPN
between company and cloud provider? ’
Do you need a switch port that can be networked .
to an existing system? Y. N L2 Swich
Do network connections to existing systems .
require gateways and routing? Y. N L3 Swich
Do you need load balancing across multiple
virtual servers that have configured cloud Y, N L4 Swich
systems?
Do you need a URL to access the services you
are offering? Y. N DNS
Should cloud services allow or deny specific .
network communications? Y. N Firewall
Should cloud services be protected from outside Y N IPS
network attacks? ’
DBMS Services
Refacter Is i intai
P s it necessary to store and maintain large
a amounts of data in a table format ? Y. N DataBase
Revice a Does DataBase require a management system? Y, N DBMS
Rebuild S Need regular backups in case of DataBase loss? Y, N DBMS BackUp
Do | need a highly available environment for Y, N Clustering
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DBMS service continuity?
Do you need a high availability data environment . .
with real-time database replication? Y, Mirroring
Middleware services
Do you need a web application server that can Web
generally operate and manage applications Y, Application
between clients and servers? Server
Does it require a mobile analytics platform, such Mobile
as mobile-based application development tools, Y, Develop
management screens, and service links? Platform
Is it necessary to distribute and manage the
configuration change management of application Y, Develop
source code to dev/test servers?
Is there a need to answer natural language Chatbot
queries, such as an immediate response to a Y, Platform
customer’s question, and to implement them?
Analysis Platform Services
Is it necessary to provide standard development Al Develop
tools and algorithms to create machine running Y, Platform
and deep learning models?
Do we need an analytics platform for our
database based analytics, statistics, and Y, Bé,lg,?f\é?lrgp
visualization services?
Does it require a platform to analyze massive Big Data
amounts of unstructured data, such as SNS data, Y, Platform
other than internal data?
System-linked services
Is it necessary to create an APl for other system ’
access and to provide interface features? Y, APl Service
Does the cloud require integration of channels Y Interation
and interfaces, such as MCI/EAI? ’ Service
Application Services

Does the organization need standardized human
resource management with national and external Y HCM Solution
enterprise-wide human resources management ’ Service
systems?

S

a Is it necessary to have a enterprise-wide .

Replace ”
P a standardized system for customer management, Y, CR'\élei(/jiLu;'on

S customer analysis, and marketing delivery?
Does it require a unified management system for
each business area, such as asset management, v ERP Solution
accounting management, and other management ’ Service
functions?
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