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ABSTRACT

In May 2014, AppCard(Which is a smartphone application designed to register and use a credit card in a mobile phone
by credit card company.) was attacked by smshing and a vulnerability which could not obtainable phone number. After that,
credit card companies have supplemented and operated by introducing additional authentication methods to supplement the
vulnerability. However, The analysis of the authentication environments, purposes and methods is not enough to lower the
level of vulnerability and risk from existing accidents.

This study analyzes the authentication process of the AppCard in the electronic financial service by applying the NIST’s
authentication guidelines, identifies the problems and suggests improvement directions. The method analyzed in this study can
be applied to the analysis of the authentication method in addition to the application card, so that it will be highly utilized.
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Table 1. Authentication Processing Steps

Steps Contens
Enrollments | - Resolution
and Identity | - Validation and Verificaion
Proofing - Enrollments & Issue Credential
Authenticaion - Auth. qu. vx{ith- Credential
& Lifecyle ~Credentla}l B.lndlng Check
Mt - Credentail Lifecyle Mgt.

- Record-keeping

Table 2. Types of Authenticators

Types Authenticators & Auth. Methods
What you Know.
ex)password, Q&A etc.
What you Have.
Have ex)phone/app./email/SMS, OTP,
certificate, credit card etc.
What you Are.
Charactor | ex)finger print, iris, face,
(Bio.) signature, pattern of pressing
keyboard etc.

Know

Table 3. Identity Proofing & Authentication

Contents
An applicant who is to receive a

service provides identity proofing to
the person providing the service by
providing an identifier for confirming

his identity in order to apply for a
Iden-

tity
Proof
-ing

service.

# Afterwards, the service provider
enrolls the person who wants to
receive the service after the
validation & verification of the
information and Issuing credentials
which is the proof for the person’s
identity.

The process of using a credential to

Auth

. authenticate that a claimant is a
entic

. legitimate user to the person
ation

providing the service.
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Table 4. Identity Proofing vs. Authentication with Act.

Act. Sign. Act.(24) RealNm Act.(13] Reporting Act.(15]) E-Fin. Act.(17)
hen Issuing * Open Account * Open Account Granting
W Certificate * Fin. Transaction * Anti Money Laundry Access Media
ID| Aticle Act.§15.0.® Act.§3.0,@ Act.§5-2.0,® Act.§6.@
Pr Rules.§13-2 Decree.§4°]2 Decree.§10-4 Recul.§34.3
oof| Subject Certification Authority Financial Co.
Object Applicant Cert. ‘ Financial Consumer ‘Applicant Acc. Media
Methods Identification with ID Cards
Remarks |Face2Face IDProof| Out Source IDProof Money Laundry [ -
Act. Specialized Fin. Biz. Act.(19) Credit Info. Act.(22)
. X i PIV Privision & | History Check Request
when Pay with Card Open Card Acc. Utilizaion Use & Provide| self check
Act.§14.2,8,@,§14-2.Q
Article | Act:§19.2,810-2.524 Dechfféi(’gg_'S)g' Act.§32.0,@ Act.§35.D Act.§38.D
Recul.§24-6.® o : Decree.§28.@.® | Decree.§30.@ | Decree.§33.0
Credit Info. Act.
Decree.§30.0Q
. Financial Co. Credit Info. . .
13}111 Subject Store Card Salesmen Provider/User Credit information company
en Object Card Holder Card Applicant Owner for Credit information
i Signature -
ca - Certificate -
ti Passwords - Passwords -
on Methods | E-Authentication - - -
Biometrics - - _
The methods by which safety and reliability can be secured in
- consideration of the types, characteristics, and risks of commercial
transactions(Decree.§30.0Q)
* Personal ID Info.
Remarks | - Signature +Signature etc. B B B
(Card=Receipt) ¥Issuer of 1D,
Issue date
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Enrollmentsand Identity Proofing
(AppCard Enroll. Process)
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)2—7. Payment Validation & Verification rim

2-4. Launch and validate AppCard app
(Validation App and Cell Phone)

e

2-2. AppCard Valid. OTP
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Enrollment (Sign Up)

‘ Authentication ‘

{Using)
| Credential |
| Identity Proofing | ‘ Authenticator |
USIM -~ | Device| [T
‘ Cell Phone ‘ [IMSI +iph Credential | "hone Call
B o one. Binding ! Services
| ST e s Card Validafion | Payment
arg Flate, : : ' & Verification— ;
‘ Credit Card ‘ ED:II v, chip) | PW | = erification;
_ 7 / (DCredential |
] : Ir== ---------------------------._/ : validate
| validate | | validate || === e | @Binding
. i Card Cellphone | | USIM P verify !
AppCard Sign |[Subscriber| + [Subscriber| | Ha, AppCard H i
sovies | oo "l Sl —
ervices nfo.| "1+ + i L IMSI n ﬂ H PW Services
i| Verify Phone s e [Info |
! Ownership 777777777777777777777777777777777777777777777777

Fig. 2. Enrollment and Authentication Scheme for Cell Phone, Credit Card and AppCard
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Table 5. Identifing Authenticator and Credentials on AppCard

Co Ste Android i0S
) P Phone Number Dev./App./USIM Phone Number Dev./App./USIM
Resol. | PN PS.AS.PU PN AS.PU’
Valid. PN =T(PN) PPN =T(PN)
A [Verifi. OBV’ (P(PN) OBV’ (P(PN") N/A
=C(PN’) =T(PN) =C(PN’) =T(PN)
Cred. | (PN(P,C,T) +PU+AS+AP)+(CI])+ (PN(P".C,T) +PU' + AS+AP) + (CI) + (UT)
Resol. | PN | PN’
Val}d.. P—(P—N—),—?I(—E—N)— ————— Same as A F-—- P(PN,):T(P,N) Same as A
B | Verifi. OBV’ (P(PN) OBV’ (P(PN")
=T(PN)) =T(PN))
Cred. | (PN(P.T)+PU+AS+AP]+(CI)+ (PN(P",T) +PU'+AS+AP) + (CI) + (U}
C Same as B
D Same as B
Resol. | PN | PN’ AS
Valid. (PN) =T(PN) P(PN’)=T(PN)
,,,,,,,,,,,,,,,,,,, S A l___
E [ Verifi. N/A ame as OBV (H(PN") N/A
=T(PN))
Cred. Same as B (PN(P'.T)+AS+AP)+(CI)+(UD)
F Same as E
Resol. PN
Vahd'. EBN;ziTSRN) 77777 Same as A Same as Android Same as E
G | Verifi. OBV"(H(PN")
=T(PN))
Cred. | (PN(P',T) +AS+AP])+(CI) +(UI) Same as Android

PN : Cell Phone No.
PS : Cell Phone S/N(PS’

(PN":User input, PN":SMS CallerID),

AP : AppCard Password, AS : AppCard S/N

OBV : Out of Band Verification(OBV’
CI(Card Info.)
Ul(User Info.)

MEE AHA7E A4 (PN 4+ 9lE 1089
“eraAe] Aol
o gl 7=

olelg A%

H) 2 ﬂzwww el
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3 A git
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Ay Adspdz e A (A2 ARSIS) 3=

Moz AspsE AFete] dlo] A" FdE
d5AdsE AT FHES] FdoE GAT

Sl oA geld o st

= AskE

¢ Card No.,

R A

AR L g g

= 7L Sl

+

PU : USIM Check(PU":2ndary Check with Out of Band)

: Alternative Serial by Random Creation)

© Send Encrypted SMS, OBV” : Receive ARS by PSTN)
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