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ABSTRACT

Windows Event Log is a format that records system log in Windows operating system and methodically manages
information about system operation. An event can be caused by system itself or by user’s specific actions, and some event
logs can be used for corporate security audits, malware detection and so on. In this paper, we choose actions related to
corporate security audit and malware detection (External storage connection, Application install, Shared folder usage, Printer
usage, Remote connection/disconnection, File/Registry manipulation, Process creation, DNS query, Windows service, PC
startup/shutdown, Log on/off, Power saving mode, Network connection/disconnection, Event log deletion and System time
change), which can be detected through event log analysis and classify event IDs that occur in each situation. Also, the
existing event log tools only include functions related to the EVTX file parse and it is difficult to track user’s behavior
when used in a forensic investigation. So we implemented new analysis tool in this study which parses EVTX files and
user behaviors.
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LM 2

Ax$ ojWleE ZI(Windows Event Log)+
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Table 1. Event IDs for External Storage Conne-
ction

Event
D Contents
System.evtx
(Connecting New Devices)
Install driver package
10000 - Registry key for the device
End the driver installation process
20001 L
- Device instance 1D
20003 End the service addition process

- Device instance 1D

DriverFrameworks-UserMode/Operational.evtx
(Connecting Devices)

UMDF host process is requested to lo
2003 ad the driver for the device
- GUID, Registry key for the device

Complete Pnp or Power operation
2101 on the device
- Registry key for the device

DriverFrameworks-UserMode/Operational.evtx
(Disconnecting Devices)

Pass the completed Pnp or Power
2102 operation to the driver
- Registry key for the device

2901 UDMF host shuts down the system
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USB, 9% 3= tj~=z9} FiEs 22 o343
2 47 BH AHBE Microsoft-Windows-Drive
rFrameworks-UserMode/Operational.evtx
gtdel 7|Z= 3, oJWlE 1D 2003, 21014 #=]
of i3t HRA2E 7] ARE 5 &+ ik A%
A7 PColl Ag22 7% 74, System.evtx
of Zfol] Mdxe} FelEl 2av} SRR 7=
Hrh(Table 1.).
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zeads AREslE S Microsoft Office
Alerts.evtx ¥+ OAlerts.evtx el <3 o

A Aol thak 7)Bo] WA Ha, AL e¥x x=
oo EFHe 4 g 55 F3HIg £ 9lg

(Table 3.).

Table 2. Event IDs for Applications

Event

D Contents

Application-Experience/Program-Inventory.evtx
(Windows 7)

903 The program is installed on the
system
904 - Name, Version, Publisher

Application-Experience/Program-Compatibility
-Assistant.evtx
(Windows 10)

Program installation path, Verifier
name

17

Table 3. Event IDs for Microsoft Office Pro-
grams

Event
D Contents

Microsoft Office Alerts.evtx

Office program type, Notification
300

contents
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719 WellA 87kEA] e 3 Erfel W3 A
]

o] o]FoiHrhH et ArAe] Y §EL A
3 wololgitl, T4 Er] ¥ oMlE 2k 3w}
o5 A4 PCet A2 PCell ®F 7]E4r}

Security.evtx el PC ]34 ’*—EM] A
gk E3o] 7]ZHt}, oWlE ID 46564, 46634
7zt ool AEE A=g AA olF 9 tEE
/3 AR 71255 514092 % AR vE
=2 F47F 71EZ¥Y. Microsoft-Windows-SM
BClient/Connectivity.evtx® 54 PC7} A%
I Y Al g o]gF FA4E 715 (Ta
ble 4.).

Table 4. Event IDs for Shared Folder

Event

D Task Contents

Security.evtx

Request a handle to an
object

4656 - Subject,

Process information,
Access request information
File

System
Attempt to access an object
- Subject,
Process information,
Access request information

4663

A network share object
File was accessed
5140 , - Subject, Network/Share
Share . .
information, Access
request information
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Event

D Task Contents

SMBClient/Connectivity.evtx

A network connection was
disconnected
- Server name/address

30804

The client lost its session
to the server
- Server name

30805

The client re-established
its session to the server
- Server name/address

30806 -

The connection to the share
was lost
- Share name

30807 -

The connection to the share

30808 was re-established

- Share name/address

2.4 ZEIH A

719 Wel 71 AFE+ de|elr)t ofd E¥€E
HE® §52 F itk AR 54 24 dg
olaf zkl-e- @Ak, Microsoft-Windows-Prin
tService/Operational.evtx ¥}deo] Fa 2a%E
712gkc}t, o1 5 oWlE D 307Hell= g A
9 7] ¥ FelA] & 7|&E3H(Table 5.). 9%
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:
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Table 5. Event IDs for Printer Usage

Event

D Contents

PrintService/Operational.evtx

Complete document printing
307 - Owner, Location, Size in bytes,
Pages printed

801 Printing job

802 Deleting job

The print job was sent through the

842 . .
print processor on printer

4ol ALgsle dlele] 4% 7
g 5 oleh =g, A 715 AAE e
EAS7) Wl 27 Aol olFeix

251 Host PC — Guest PC

A4 14 2= Microsoft-Windows-RDPCl
ient/Operational.evtxel 7]5=v, oWlE D 1
02437 1102914 QA4S A =3 Guest PCe
F4E Bl 9l 1027THE AHAFE o585 &
old &= gl 17 A4 sfAl Aol Security.ev
txell 974 d2=2F T2 (mstsc.exe)] ZZA|
2 85 2t da, A2 A% Guest PC IP
T8 AH= o4 5 §itk(Table 6.).

Table 6. Event IDs for Remote Connection/
Disconnection from Host to Guest PC

Event

D Task Contents

TerminalServics-RDPClient/Operaional.evtx
(Connection)

Connection RDP ClientActiveX is trying
1024 to connect to the server
Sequence

- Server address

The client has initiated a
Connection | multi-transport connection

1102 Sequence | to the server
- Server address
Connection | Connected to domain
1027 .
Sequence | - Domain Name
Security.evtx
(Disconnection)
Process A process has exited
4689 . - C:\Windows\System32
Termination

\mstsc.exe
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Event

D Task Contents

TerminalServics-RDPClient/Operaional.evtx
(Disconnection)

The multi-transport connec-

1105 tion has been disconnected

Connection

Sequence
RDP ClientActiveX has

1026 been disconnected

25.2 Guest PC — Host PC

Windows-TerminalServices-RemoteConne
ctionManager/Operational.evtx I}dol= L4
QA7AS A& PCY IP 47} 7155} 3.5.19
A4 s)A 792} 2], Microsoft-Windows-Ter
minalServices-LocalSessionManager/Operat
ional.evtx® o|WlE ID 24, 25 Zelx A7
o] #|AEl Host PCY IP F4F & 4 9lvt

Table 7. Event IDs for Remote Connection
/Disconnectionfrom Guest to Host PC

Event

D Contents

TerminalServices-RemoteConnectionManager/
Operational.evtx
(Connection)

Listener RDP-Tcp received a

261 .
connection

Remote Desktop Services
1149 © User authentication succeeded
- User, Souce Network Address

41 Start session arbitration

TerminalServices-LocalSeesionManager/Opera
tional.evtx
(Disconnection)

Remote Desktop Services : Session
24 has been disconnected
- User, Source Network Address

Remote Desktop Services : Session
25 reconnection succeeded
- User, Source Network Address

42 End session arbitration

(Table 7.).
2.6 PC AlZl/BE

PC A&t/Es 4 EIL% System.evtxell A
Helg 4 giek. oJdlE D 12, 138 247 ¢4
AA A/ ER A7 dela, ol UTC+0%
2}t 6013HS A2 2HZ A7le|| i3l A Ho|
W Azd B F SR S 2 99 e
(Table 8.). 9%% 79 Z-$ Microsoft-Window
s—Diagnost1cs—Performance/Operatlonal.evt
xoll % AZH(e[HE ID 100¥)/FR(HE |
D 2004) WAA7} FpHoR A|FHY, 2 A
7k 9o oo} 72 EAo] wolgiriml, 11 Afo]ef| o
W A7k oA 244 B8t ol wR, P
C AH/FE Ate] 71 WA AeiA sle =/H
A7 A7 Fol7} ol Shelafo gt

Table 8. Event IDs for PC Start

Event
D Contents
System.evtx
(PC Startup)
12 The operating system started

- System time

6013 The system uptime

System.evtx
(PC Shutdown)

The operating system is shutting
13 down
- System time

The process has initiated the power
1074 off / restart of the computer
- Computer name, Shutdown Type

2.7 2O2/2%

Microsoft-Windows-User Profile Service.evtx
9} Security.evtx FFdox] 2ae(e|WME D 1, 2,
4648M)3} 2oz (olWlE [D 3, 4, 70024)
A WAAE Bl Aseha, A 237} 7159 A
zrel & AHgAZE 238/923% Azteleh(Table
9.).
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Table 9. Event IDs for Log On/Off

LSty Task Contents
1D
User Profile Service/Operational.evtx
Received user logon
1 - o .
notific-ation
Finished processing user
2 - o
logon notification
Received user logoff
3 - o .
notifi-cation
4 B Finished processing user
logoff notification
Security.evtx
A logon was attempted
4648 Log using explicit credentials
On - Subject, Account whose
credentials were used
User Logoff Notification
7002 (1002) | for Customer Experience
Improvement Program
2.8 Ed
TE A2 Bk AMEER AF AE 157}
B ol = Ieh

o] ¥ 71A A$-E System.evtx I
ID 4299] ‘AA nr A3t o] 5 E3f

Table 10. Event IDs for Power Saving Mode

Bieni Provider Contents
1D
System.evtx (Entered)
Kernel- The system is entering
42 sleep
Power
- Sleep reason
System.evtx (Resumed)
Power- | The system has resumed
1 Troblesh | from sleep
ooter - Sleep/Wake time

sltH(Table 10.). AR&ARe] oJA]el] whe} dAd we=
= Agg Afdle S4zeas APIR 7]5¥ 3,
AR AZRME PCE AHS8HA] o Abgo® A
e Az fif A eR 71EEe A mE
A Al A= TS A BEofA] o] AR, E
102 AL AefalA H9= 7] 55}

2.9 HESZ A/l

HEYT d4/34 ##H I+ Microsoft-Wi
ndows-NetworkProfile.evtx Z}del 7]Z%cH(T
able 11.). d4/8Al WA=} A WMEHZ o]&
o] Y3, Wi-FiE AH3l= A9 SSID AR} ¢
=t} ‘ﬂra}/ﬂ A2 REES AMSRE A9 o=
AgzellA Arid A7he BylEA] ﬂ?ﬂr%’?s}% B
AHEE 4 9l

Table 11. Event IDs for Network Connection

Event

D Contents

NetworkProfile/Operational.evtx

Network connected
10000 - Name, Description, Type, State,
Category

Network disconnected
10001 - Name, Description, Type, State,
Category

2.10 OHIE 21 AH|

fu

E Zo oWlE HelE o83l hdsiA
AAE 4 9l bk AR 2aE ARG )
SAe] gt} wepA] AR} dlolElE R A
s oty A 9w fAlE o glom, 54 9
9o} A=H 2o dede] AAEIEA 1 da
7k Qlek. A 27k AR A sl 9 (Secur
ity.evtx)o] A A= AA 27} derh 2
o]9]e] s}alo] AtA|=Elw System.evtxe] o[WE |
D 11029 WA} =hade] o]Fe] 7]EXH(Table
12.).
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Table 12. Event IDs for Event Log Deletion

Event

D Contents
System.evtx
104 The System log file was cleared

- Deleted log file name

Security.evtx

The audit log was cleared
1102 - Security ID, Account name, Domain
name, Logon ID

2.11 AIAR AjZH 9

ohﬂ].;(—] o)

X
20 = ©
= 9 Er*V% 237] 17 7lselAIRE, ol
=z
-

1317 -°r]§} 391 21A| i—.L‘{]%H‘)]E gl

Alzdl dml g A7 WAL Microsoft-Windo
ws—DateTimeControlPanel.evtxoﬂ 7155w
dej= A7ke WA AR ( L:‘/T;L/—zr/"é//‘]/""'?*/—%/‘j‘
2%, o= ID 20000%)9} W79 BEAZ 4
B(eME ID 20001%)7} d=rh. System.evtx
ddel= WA ZH/F Azle] 7|5EH, FrpHoR
As o2 Azwlo)] o7t A|7F 2Ao] o]FoiF S A
Foll = 2727} 7]5dcH(Table 13.).

Table 13. Event IDs for System Time Manipulation

tFEE dub A FHed t2A AR A
e gH3ta g 2Ae 54 o A9E
e B R s A= I L i S = 2 B
2Eg] 23 ZRA~ QA DNS A9 2 H=9
ARl F7t o Bld £ 9 oMlE 2aF
A gt
3.1 oY =z o ol

PCE fridele= -] Mz JElelA
x o MFE R EI Y, A4 FAC
23 9l o A FdES =53 59 d9E
Fa5l7] Wil g 21E Felslof g

god /24 B 23E Security.evtx I
do] oWl E ID 46609, 46632 7|==} 3}
o] AtAI=H & /WA WE ID7F 4660H ) 7]
=5, 22 AE D7} 71E5H 4663‘{1 2a%5 &
3l ]% e o]F& Feld 4 i

o]

A:_l,
e
dx
o_\_,

o
rlrlﬂeﬂm
X

HE 1k *]01]1_ 466397 7=
]*]7(1 Abe] A~ 24 AR "WriteData'
‘AddFilee|cH(Table 14.).

I

Table 14. Event IDs for File Handling

Event

D Task Contents

Security.evtx

An object was deleted
4660 - Account name, Object handle
ID, Process information

File An attempt was made to
“System | access an object
4663 - Object name,
Process ID/Name,

Access request information

Loy Provider Contents
1D
System.evtx
The system time has
Kernel-Ge | changed
1 .
neral - New time zone,
Change reason
DateTimeControlPanel.evtx
Changed time
20000 DateTime | informa-tion
ControlPa -
20001 nel Qhanged .tnne zone
inf-ormation
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[\S)
o
>

)
Im
o
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I
Joi

otz duidow Ex HaRjAEZ] 7|Dd
A7) AAE 2] AN A o] AdEA sl

[}
%, ofe] dAsENE 2AGORA PYAAS T

1) HKEY_LOCAL_MACHINE\software\microsoft
\windows\currentversion\run
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t3kalit}. Security.evtx Fele $£AE HA |~ 3.4 DNS #9| &ol

E2]9 7](o]ME ID 4656), 3N 7 FAHIT =

2A2 2 MR Ak Fo] gh(eME 1D 4657) g FEst AREAL PCellA A o] F fEA],
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T ek S A sE oa guE gl P4 A2 @ welgleRe] DNS Al A%

< eltH(Table 15.).

Table 15. Event IDs for Registry Handling

B Task Contents
1D
Security.evtx
Request a handle to an object
4656 - Subject, Process information,
Regis Access request information
“try A registry value was modified
4657 - Object,
Process/Change information

al
=

3.3 ZZMA MM
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obzmesl AgEony o Hgir} o]l
o W ZA2h AAF o} g} wal,
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626} A4S 9}
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Table 16. Event IDs for Process Creation

7} FAsH S71eeb(3). el 2% Microsoft-
Windows-DNS Client Events/Operational.e
vtxell 7155w Ao o] &, , A7 2 DNS A
W F4 55 o 5 9lek(Table 17.).

o =
3

=

Table 17. Event IDs for DNS Query

Event
D Contents
DNS Client Events/Operational.evtx
Interface, Total DNS server count,
1001 )
Address
3006 DNS query is called
- Query name
3008 DNS query is completed
- Query name, Results
3010 DNS query sent to DNS Server
- Query name/type, Server address
3019 Query wire called
- Query name/type
Query response
3020 ) Query name/type
3.5 AZR MH|A FI}

AEg Aplat $QAAZL FEG FyE W
herw AgEe meagoeld SyREE olid

ES Aulze] A7) A4S Foksted, 1 Al

Event
D Task Contents
Security.evtx
A new process has been
1688 Process | created
Creation | - New process ID/Name,
Creator process ID/Name
Process A process has exited
4689 '_I‘t?(l):nna - Process ID/Name

Table 18. Event IDs for Windows Service
Ly Provider Contents
1D
System.evtx
The start type of the
Background Intelligent
7040 .
Transfer Service was
Service- | changed
Control | A gservice was installed
Manager | in the system
7045 - Service name/type/
account,
Service file name/type




AR R 53|82 (2018, 6) 599

AEo 2 AYEA g} Mu)2r) Z7kEd System.
evtx?] 704596 A" An~s 8 2 Afus
9] o] & Zo] 7]ZFcH(Table 18.).

V. 3= O|HIE 21 M= I

71% oMlE 21 BAET= 24 PCAY A
S Felspy] el 22 AAE gle], A
A FAtel|A] Bgalr]ef ofe]Fe] girt. ofel| &
¢ )5S B4 ARE BAETE AL
ou 7|9 Beol 7L 2 oI E 39 B A A}

£39 4 3iek

4.1 7|1& OHIE 21 BMETF

411 O|HE Fof

oMl E Holi= =S FAAL FA Sae|H
(4), 24 =+ 94 FAFElY oHE ZaF 34
& 4 olch Ay A v|EHez 2 FFE9
EVTX ¥ £4 Axs £33} 9% PCE
FEAE ASole oMlE HoE o]fsle] Fw PC
o IP F&E QAsAY, oME ZafE 7|2 4
2oA &3 F gdukeg FeoE AR 2
T EA TleE o8 ol w3 Sleke 24
(eWE 1D, &F, 2y WF, 719= 5o 2=
oWl ERt 28 5= gl ‘HEE 750 itk D

¢

NEE 28 EVTX Fd=z Ax 7158}

2dAAL] 7B Zragory B EEr) w
b, A patellA ARg-shaat &
b2

ofgfgol slrh. A wWAR, Ads 2o

W 2 7hx
of Wi Er] Wl 2] Brhsslrh ofdlE 2o
B olg EA 4} A, o2 HAe] 21 wde
BgAow saldopt. Teht Y mre U
o] BE shlg Frhslokel, FRH o2 A%E &
QA 4 gl F AR, mE 2asidd He 2
HYe 483 4 vk @4 HeIsa gl 2ol
@qsto] B AT 4 o] Uake e Al
9g F 27 HE A galof we

2) %SYSTEMROOT%\System32\winevt\Logs

412 Event Log Explorer

FSProcllA 7W3gt Event Log Explorer+
Business(&4$)9 Home(F8) ooz A%
Heh(5). EVTX 8418 ARSsle BE =g HA
(Vista, 7, 8, 10)elA oWlE 21 FAlo] 7|53}
w, £ A= 4.6 WA, Home otjdS AR
stdch. sk o9 B4, ARE 2o 24 JEF
oWl E o8] 757 t]Eo| FrFAQl 755 Al
to} 7|2 o2 A7k 3 AR AlzE A7
o] FAERY, AR} Y3le BF AR =
% 9\)\1;} Ez% o] Eoﬂ __.‘_u]_i_e_ /H;Hg}oq 2]
]%EE]— :‘I\_ 0137_ 27 ,L],ol =E] %Eﬂ
Algsteh, w3k 483 I
*elo) 2 ARt ohAl AMUsslke, A
WE [DE dxdE PCH F)o wE o
HEE B3] BuxE Alggel a3y
frole] s Hekelr] Ed Rk ohug}
W dedjo]e] e} w ARl AREAF} Ao e
o9 qlejr} AR WdEA] ete

ok

fo o2l N2 ofd of
i

>
=
=
=3
ol
)

d

=
2
N
olf
o

N ok
g £
>~m[mm
oX, &
2 e

(m
=
o

o
—=
=

W=
(A m

I
X
2

<

Y

Aze] $AETE 24 PC BVTX 9 ¥4
& FEH0E fa Qo) Az 49 LRE AE
SiaL sdellel golalh b 7 2 sjelw
AR o MIES sk YL AT 5 otk
aE EAA AR SOl PCRIE FE4
PME 238 ¥Re] bl DL B4 oME
58 B0z PAaof ) old] 7|E BHET
B Abgehs AL W A7l H3e 24 A%
37] of gk,

® AFAAE A1E BT W A1 Akt

= s3] 2o BEHOR AT S olE
T2 pgellel. AEA TRE 9 o
2 AR 2, 3490 s 2
L AeAe] Aol Slukslel Ashe Eeg

. %HDP 78 ol gale] HAT 4 Ut AL F
o

_\_4 O}L
fl

St fm r—im 12
_Bi EIJ

] v=E T m~T £
1671A101n, Pz I Zge] ARE 3Rle
ol Al 2A At

[¢]
dlofele} AAE 2, WA A3 gof

o
Az AR 209 T8 AHRE Fst A &
A2 83} Fig. 1.2 =79 GUI ¥ &4



600 Q=g olE 23 71 71 Bek A 2 A FE 9] 5A] AT

W1 MYS2 EVTX Analyzer
% wE
AL EVIX OS2 NN

sH A= EAOIWE 20!

#A =8

ECEE
D ABHY YR A
> 882219 €4
D> PC AE/ER
pEagyes

b BHEE
b HEW AR
D AAH A2
b Dl Alg

> S#8C A8

I

ES AT

o

o
I

o
e

o
[

By o
'

ASE MHIA: MS CA 9@ 83

2

SERIM-PCWSERIM

mzw

wx> ®
(1]

Ef3 74:21012384

23018  Microsoft-Windows-erminalServices-LocalSessionManager

Fig. 1. The GUI of Newly Implemented Tool and Analysis Results of EVTX Files
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Table 19. The Analysis Results with Newly

Developed Tool

Action Results
o Host—Guest / Guest—Host
Connecting
- Guest/Host IP : {IP address}
0o Host—Guest/Guest—Host
Remote
. Successfully Connected
Connection .
- Domain :
{Guest/Host PC domain name}
o Connection Terminated
(Windows 10)
Application | o Name :
Install {Application installation path}
o Device Disconnected
External .
o Device Connected
Storage .
Usage - Storage Information :
& {Registry key}
Shared o Access IP/Path:
Folder {IP address accessed to shared
Usage folder/Accessed file path}
Printer o Printing Document
Usage

File o File Deleted or Modified
Manipulat | o Name/Handle :

-ion {Targe file name/handle ID}
Registry o Registry Manipulated
Manipulat | o Object Name :

-ion {Manipulated registry key}
Process o Process Created/Exited
Creation | o Name : {Process name}

DNS o DNS Query

Query o IP : {DNS server IP address}
o Service Installed
Windows o Service Name :
Service {Installed Windows service
name}

PC 0 0S8 started at {Timestamp}
Startup/ 0 OS is shutting down at
Shutdown {Timestamp}

Log o Log On

On/Off o Log Off

Action Results
Power o Switch to Power Saving Mode
Saving o Resume from Power Saving
Mode Mode
Network o Network Connected
Connection - Name : {Network name}
Event Log | o Log File Deleted
Deletion - Name : {Event log file name}
System o System Time Setting
Ve o Standard Timezone is Changed
Time .
Change - Information :
& {Timezone information}
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Table 20. List of EVTX Files for Actions

Action File Name
o Security
o TerminalServics-RDPClient/O
peraional
Ccl)%ner?;((:)ttii)n o TerminalServices-RemoteCon
nectionManager/Operational
o TerminalServices-LocalSeesio
nManager/Operational
o Application-Experience/Progr
am-Inventory (Windows 7)
Application | o Application-Experience/Progr
Install am-Compatibility-Assistant
(Windows 10)
o Microsoft Office Alerts
External o System
Storage o DriverFrameworks-UserMode
Usage /Operational
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Action File Name
2‘};?52? o Security
o SMBClient/Connectivity
Usage
Printer o PrintService/Operational
Usage
File
Manipulat | o Security
-ion
Registry
Manipulat | o Security
-ion
Process .
Creation | ° Security
DNS o DNS Client Events/Operational
Query
Windows
Service o System
PC
Startup/ | o System
Shutdown
Log o User Profile Service/Operational
On/Off o Security
Power
Saving o System
Mode
Networ'k o NetworkProfile/Operational
Connection
Event Log | o System
Deletion 0 Security
S}I:isrts;n o System
o DateTimeControlPanel
Change
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