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ABSTRACT

This study focuses on detection of malicious code through AndroidManifest permissoion feature extracted based on
Android static analysis. Features are built on the permissions of AndroidManifest, which can save resources and time for
analysis. Malicious app detection model consisted of SVM (support vector machine), NB (Naive Bayes), Gradient Boosting
Classifier (GBC) and Logistic Regression model which learned 1,500 normal apps and 500 malicious apps and 98%
detection rate. In addition, malicious app family identification is implemented by multi-classifiers model using algorithm
SVM, GPC (Gaussian Process Classifier) and GBC (Gradient Boosting Classifier). The learned family identification machine
learning model identified 92% of malicious app families.
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Fig. 1. internal Files in the APK
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Table 1. Dex file structure

name Description
string ids Li.st . of strings used

- within the app
type_ids type identifiers list.
proto_ids method prototype list
field_ids class field list
method_ids method identifiers list
class_defs class definitions list.

call site identifiers list.
method handles list

The actual data area

call_site_ids
method_handles

dat
ata of the list areas

Data area of a statically

link_data linked file
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Table 2. List of permissions used in Feature

Permission name

Description

CALL_PHONE

Call Permissions

INSTALL_PACKAGES

Application install
permission

INTERNET

Internet access
permissions

READ_CONTACTS

contact read permission

READ_EXTERNAL_

SD card read

STORAGE permission
READ_SMS SMS Read permission
RECEIVE_BOOT_ Boot complete event
COMPLETED permission
3.2 API DH&
o]u: go}c o]—/ﬂ-’?E °] HFEo 3 ‘:"_7‘31-2"71—

AndroidManifest.xmlel
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Table 3. API Classification by Permission

Permission API
android.location.Address
android.location.Criteria

ACCESS android.location.Geocoder
COARSE android.location.GnssClock
LOCATION | android.location.GnssMeasurem
ent
android.app.admin. ConnectEvent
android.app.admin. DeviceAdminInfo
DEVICE android.app.admin.
ADMIN DeviceAdminReceiver
ENABLED android.app.admin.
DeviceAdminService
ACCESS LockSettingsService.setLockPassword

KEYGUAR LockSettingsService.checkPassword

DSECURE LockSettingsService.checkPattern

STORAGE

BatteryStatsService.
getAwakeTimeBattery

BATTERY BatteryStat.sS.erVice.

STATS getStatistics .
BatteryStatsService.
getStatisticsStream
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Table 4. measure_accuracy function

measure_accuracy

fit_the_4models validate_models

This function provides
the agreed detection
result of the models

generated from
fit_the_4models

This function generates
four models with
training sets.
(SVM, NB, GBC, LG)

Table 5. classify_family function

classify_family

fit_the_4models_2 classify_malware_family

This function generates| This function provides
four multi- classifiers [the agreed identification|
models with training result of the model
sets. (SVM, GBC, GPC generated from the
1vsl, GPC 1vsRest) fit_the 4models_2

B A4 Aloksls mEle ol me elx]i Ry} o}
A g i PR A M IE ']
2 SVM, NB, GBC, Logistic Regression® 4
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Fig. 2. Analysis process
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