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ABSTRACT

Realm is an open source database developed to replace SQLite, which is commonly used in mobile devices. The data
stored in the database must be checked during the digital forensic analysis process for mobile devices because it can help to
understand the behavior of the user and whether the mobile device is operating or not. In addition, since the user can
intentionally use anti-forensic techniques such as deleting data stored in the database, research on how to recover deleted
records is needed. In this paper, we propose a method to recover records that have not been overwritten after deletion based
on the analysis of the structure and record and deletion process of the Realm database file.
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Table 1. List of mobile database
Name Android/iOS Type of data stored Ranking(2)

SQLite Android/iOS | Relational 11
Couchbase Lite Android/iOS | JSON Documents / NoSQL db 24
Interbase Android/iOS | Relational 44
Realm Android/iOS Object Database 50
SQL Anywhere Android/iOS Relational 59
Oracle Berkeley DB Android/iOS | Relational and Key-value store 82
LevelDB Android/iOS | Key-value pairs / NoSQL db 83
Snappy DB Android Key-value pairs / NoSQL db 241
ForestDB Android/iOS | Key-value pairs / NoSQL db -
UnQLite Android/iOS | Key-value paris / document store / NoSQL db -
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Table 2. Applications that use the Realm database

Contents in the database file
Application Name Platform
Realm SQLite
Android .. . Search History, Bookmark,
Naver 03 Application Usage History App Environment Setting
Android Translation History App Environment Setting
Naver Papago - : B
ION] Translation History -
11st i0S Shopping History App Environment Setting
Android Search History App Environment Setting
Kakao Map - -
iOS Search History -
Android Search History App Environment Setting
JikBang 08 Search History, ~
Location Information
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Table 3. Structure of Realm Database file o Hel R 2717 ARl el AR sl

Offset Size Field Table 4. Structure of Object

0x00 8 Tree Root Offset #1 Offset Size Field

0x08 8 Tree Root Offset #2 0x00 4 Object Signature ‘AAAA’

0x10 4 File Signature T-DB’' 0x04 2 Object Type

0x14 4 File Attribute 0x06 2 Count or Length of Data

0x18 VLaerrllzl‘[c)}lle Object Container 0x08 \fgz%e Object Data
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Table 5. Result of Recovery Test

Operation (Step 1) (Step 2) (Step 3) (Step 4) (Step 5)

PO Initial State |[Delete 25 Records | Insert 50 Records |Delete 25 Records | Insert 50 Records
Normal 100 75 125 100 150
Deleted - 25 25 50 50
Recovered - 25 25 25 25
Recovery Rate - 100% 100% 50% 50%
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