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ABSTRACT

ThlS paper describes a design of cryptographic processor that implements the Rijndael cipher algorithm, the Advanced Encryptlon
Standard algorithm. It can execute both encryption and decryptlon and supports only 128-bit blocks and 128-bit keys. As ithe
processor is 1mp1emented only one round, it must iterate 11 times to petform an encryptxon/decryptlon We nnplemented the
ByteSub:and ‘InvByteSub transformation using the algorithm for minimizing the increase of area which is' caused by dlffereqt
encryption and decryption. It could reduce the memory size by half than implementing, with only ROM. We estimate that the
cryptographic processor consists of about 15,000 gates, 32K-bit ROM and 1408-bit RAM, and has a throughput of 1.28 Gbps at
110 MHz clock, based on Samsung 0.5um CMOS standard cell library. To our knowledge, this offers more reduced memory
size chmpared to previously reported implementations with the same performance.
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