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ABSTRACT

Due to the rapid growth of the Internet of Things market, the use of the C/C++ language, which is the most widely
used language in embedded systems, is also increasing. To improve the quality of code in the C/C++ language and reduce
development costs, it is better to use static analysis, a software verification technique that can be performed in the first half
of the software development life cycle. Many programs use static analysis to verify software safety and many static analysis
tools are being used and studied.

In this paper, we use Clang static analysis tool to check security weakness detection performance of verified test code. In
addition, we compared the static analysis results of the test codes applied with the source obfuscation techniques, layout
obfuscation, data obfuscation, and control flow obfuscation techniques, and the static analysis results of the original test
codes, Analyze the detection ability impact of the Clang static analysis tool.
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Fig. 2. Using Clang Static Analysis Tool to
Detect Security Weakness.
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Table 1. Detection results of Clang static analysis tool for original Juliet test code.

CWE °]& AR 2 5 [ A 5 Az HE
CWE-121 Stack Based Buffer Overflow 4,944 761 15.39 %
CWE-122 Heap Based Buffer Overflow 5,892 1,011 17.16 %
CWE-124 Buffer Underwrite 2,048 554 27.05 %
CWE-126 Buffer Overread 1,452 27 1.86 %
CWE-127 Buffer Underread 2,048 564 27.54 %
CWE-188 Reliance on Data Memory Layout 36 18 50.00 %
CWE-194 Unexpected Sign Extension 1,152 284 24.65 %
CWE-195 Signed to Unsigned Conersion Error 1,152 366 31.77T %
CWE-196 Unsigned to Signed Conversion Error 18 0 0%
CWE-197 Numeric Truncation Error 864 0 0 %
CWE-242 Use of Inherently Dangerous Function 18 0 0 %
CWE-369 Divide by Zero 864 54 6.25 %
CWE-377 Insecure Temporary File 144 18 125 %
CWE-400 Resource Exhaustion 720 240 33.33 %
CWE-401 Memory Leak 1,658 848 51.15 %
CWE-404 Improper Resource Shutdown 384 22 5.73 %
CWE-415 Double Free 962 462 48.02 %
CWE-416 Use After Free 459 210 45.75 %
CWE-457 Use of Uninitialized Variable 948 415 43.718 %
CWE-467 Use of sizeof on Pointer Type 54 54 100 %
CWE-468 Incorrect Pointer Scaling 37 0 0%
CWE-469 Use of Pointer Subtraction to Determine Size 36 0 0 %
CWE-476 NULL Pointer Dereference 348 204 58.62 %
CWE-561 Dead Code 2 1 50.00 %
CWE-562 Return of Stack Variable Address 3 3 100 %
CWE-563 Unused Variable 512 230 44.92 %
CWE-570 Expression is Always False 16 0 0 %
CWE-571 Expression Always True 16 1 6.25 %
CWE-587 Assignment of a Fixed Address to a Pointer 18 0 0%
CWE-588 Attempt to Access Child of a Non-structure Pointer 80 0 0%
CWE-590 Free of Memory not on the Heap 2,680 96 3.58 %
CWE-665 Improper Initialization 193 0 0%
CWE-675 Duplicate Operations on Resource 192 27 14.06 %
CWE-680 Integer Overflow to Buffer Overflow 576 144 25.00 %
CWE-681 Incorrect Conversion between Numeric Types 54 0 0%
CWE-761 Free of Pointer not at Start of Buffer 576 210 36.46 %
CWE-762 Mismatched Memory Management Routines 3,564 2,010 56.40 %
CWE-773 Missing Reference to Active File Descriptor or 144 m 30.56 %
Handle
CWE*.775 Missing Release of File Descriptor or Handle after 144 44 20,56 %
Effective Lifetime
3 A 35,008 8,922 25.49 %
5.1 &2 2| AlF 2= 3 24 A wpAl o] oJekg- wkgit}. Clang AA 4 =&
Aoz BAET) U Aol 58% WA 319]
Qe zelol AP m=o] Wt A7 24S 4 Wz A eI ~228) el daAE 5
#3t As}= Table 1.9014 & = gloy A% 2 woch shx|ul 319 Wse AF I
35,0087 2= F 25.49%91 892270 Al§ FZEof B} Badesl B3 doly 32L wadl Ao Wl
dalel mal obge AESh A4 B4 A% 5o A9 2=(31~84m)e) HElE wek obg
B =19 3.2404 Adud Eeld AE Z=9 F = & A& Xk ol AlY 2= Exst
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Table 2. Detection results of Clang static analysis tool for Juliet test code with layout obfuscation and
data obfuscation.

cwem | J4 | az+ [azwe | 2ee | T | a2 | azwe| aes
=3 JI=3
CWE-121 4,944 761 15.39 % - 4,944 761 15.39 % -
CWE-122 5,892 1,011 17.16 % - 5,892 1,011 17.16 % -
CWE-124 2,048 554 27.05 % - 2,048 554 27.05 % -
CWE-126 1,452 27 1.86 % - 1,452 27 1.86 % -
CWE-127 2,048 564 27.54 % - 2,048 564 27.54 % -
CWE-188 36 18 50.00 % - 36 18 50.00 % -
CWE-194 1,152 284 24.65 % - 1,152 284 24.65 % -
CWE-195 1,152 366 31.77T % - 1,152 366 31.77T % -
CWE-196 18 0 0% - 18 0 0% -
CWE-197 864 0 0% - 864 0 0% -
CWE-242 18 0 0% - 18 0 0% -
CWE-369 864 54 6.25 % - 864 54 6.25 % -
CWE-377 144 18 12.5 % - 144 18 12.5 % -
CWE-400 720 240 33.33 % - 720 240 33.33 % -
CWE-401 1,658 848 51.15 % - 1,658 848 51.15 % -
CWE-404 384 22 5.73 % - 384 22 5.713 % -
CWE-415 962 462 48.02 % - 962 462 48.02 % -
CWE-416 459 210 45.75 % - 459 210 45.75 % -
CWE-457 948 415 43.718 % - 948 415 43.78 % -
CWE-467 54 54 100 % - 54 54 100 % -
CWE-468 37 0 0% - 37 0 0% -
CWE-469 36 0 0% - 36 0 0% -
CWE-476 348 204 58.62 % - 348 204 58.62 % -
CWE-561 2 1 50.00 % - 2 1 50.00 % -
CWE-562 3 3 100 % - 3 3 100 % -
CWE-563 512 230 4492 % - 512 230 44.92 % -
CWE-570 16 0 0% - 16 0 0% -
CWE-571 16 1 6.25 % - 16 0 0% 100 %
CWE-587 18 0 0% - 18 0 0% -
CWE-588 80 0 0% - 80 0 0% -
CWE-590 2,680 96 3.58 % - 2,680 96 3.58 % -
CWE-665 193 0 0% - 193 0 0% -
CWE-675 192 27 14.06 % - 192 27 14.06 % -
CWE-680 576 17 2.95 % 88.19 % 576 144 25.00 % -
CWE-681 54 0 0% - 54 0 0% -
CWE-T61 576 210 36.46 % - 576 210 36.46 % -
CWE-762 3,564 2,010 56.40 % - 3,564 2,010 56.40 % -
CWE-773 144 44 30.56 % - 144 44 30.56 % -
CWE-775 144 44 30.56 % - 144 44 30.56 % -

d A 35,008 8,795 2512 % 1.42 % 35,008 8,921 25.49 % 0.01 %
=442 Ale] EERE doly BFo] Wyd FHe T FHOR A4S ddsls API] AR
% Clang AA #4 =77 ®ot 48 &8} I AR 3 28] Al gk e} 23]
Tale S HolE) oo wlme] et e el wme] v aA

Clang A4 #4 =7 w3 eHI=2 3#a w3 g4 S Felabe 7 Wo R wn
ok PNt use-after-free oA 22 vl 2] 7t EAEeA] #eld S gl Hek oFd
F(memory leak) ¥& Hol oF gEA FE et S gl
e HAE A veplch, wlze] w4 3 B



612 4 3= W58 Aol &% Clang 374 ¥4 £70) A% 3% ¥4

5.2 78 U= M= A8 [E HFY M Table 3. Detection results of Clang static
analysis tool for Juliet test code with

T3 J=3) s)le] 2LE AF FZ= control-flow obfuscation.
gk A B4 Ai= Table 2.9 2~5Ql4] &l Ao : :
F 4 ek 79 WEsb} 44w 35,0087 A CWEID | R% |d®F|AenE) ask
FE F 8795708 Aj Zeeld Rk ofle Ale OWE-121 | 4.944 | 583 | 11.79 % | 23.39 7
sl B AY Iz vl 1.42% A= A CWE-122 | 5,892 | 754 [12.80 % | 25.42 %
%9 uUehpell. 3970 el okl % Integer CWE-124 | 2,048 | 381 |18.60 % | 31.23 %
— 0, 0,
Overflow to Buffer Overflowell 3t A4 &4 CWE-126 | 1,452 13 1090 7% 15185 %
CWE-127 | 2,048 | 400 |19.53 % | 29.08 %
Adpt 73 dE5sle] oS Higitl o] Kol o CWE-188 36 0 0 % 100 %
o dgsle Alg Z=o] A% 3 vime AE-E ¢ CWE-194 | 1,152 | 144 | 12.5 % | 49.30 %
3 =4 g Zalsls APl Agas Qlxjd) CWE-195 | 1,152 | 210 |18.23 % | 42.62 %
e ws eMERs mse] Ao Mgt cweigel 18 L 0 L 0% -
e o . CWE-197 | 864 0 0 % B
O:]Ei E]-O]Hﬂﬂ_/] s A}‘o?"]’ozl dlo ]Ei "O] CWE-242 18 0 0% _
A A 3, 73] PFEsle] Age] FrlEe HE A CWE-369 | 864 0 0% 100 %
o] Wolxl 702 melr), CWE-377 | 144 0 0 % 100 %
CWE-400 | 720 0 0 % 100 %
CWE-401 | 1,658 | 168 |10.13 % | 80.19 %
5.3 HIOIE| =2t HEE AR 2= B 24 CWE-404 | 384 s T 2.087% | 6363 %
CWE-415 | 962 20 | 2.08 % | 95.67 %
dlole] W3}t 7ol o4 dEskE AlY 7o CWE-416 | 459 23 | 5.01 % | 89.05 %
g5k 4" A Az Table 2.9 6~9o]4] 3 g\\xg—igg 95448 139 17(.)8:2/ % 5?6%8;4
olgd &= 9lr}. dHlele] 537k A4% 35,0087 Al cwia6s |37 0 0 / —
3 F= F 892170 Al¥ ZEoA Hol FHE A CWE-469 36 0 0% —
Z3slgla, 97 A3 Zzo v|3 0.01%9) 7‘}_&% CWE-476 | 348 0 0% 100 %
& vhefal 397) 2ak ofd § Bepression e e
Always Trueell e 44 Hﬁ Ak elete] cwEses | 512 | 18 352 7 [ 9217 %
L3}lo] o3kS wkgltl Fig, 2.+& 3w ®ol ek CWE-570 16 0 .0 % —
HE Z2]d A3 Zeo} cﬂ 18] d=37F AL A CWE-571 16 0 0 % 100 %
g Ze ypolrh zAwe] 24 gk 27} I53 CWEDST ] 18 | 0 | 0% =
CWE-588 | 80 0 0 % -
o] H3l= o) o A o o] Bxly
Sl A% sk gint. Fdabdet dabite] 54 CWE590 | 2.680 | 0 0% | 100%
7} F74stell wig} Clang A4 ¥4 =971 Q4ks CWE-665 193 0 0% —
ohalA Feeba] et AR AL 28Er] o CWE-675 | 192 0 0 % 100 %
Fol| aek mel ke AZex] Eaich CWE-680 576 102 | 17.71 % | 29.17 %
CWE-681 54 0 0 % B
) ) i CWE-761 | 576 0 0 % 100 %
5.4 N0l 58 455} HEE AIE ZE Y 2N CWE-762 | 3.564 0 0% 100 %
CWE-773 | 144 20 | 13.89 % | 54.55 %
Ao 2 =3} 7|Wo] & WHEsE AE T CWE-775 | 144 20 | 13.89 % | 54.55 %
o W&k A 2A A= Taple 3.9 2~5e| g A | 35008 |3034| 867 % | 6599 %
A geldt = 9} Alle] 58 WE3b} 35,0087 e e _
A = 2 3034709 A 5;_:_0”/11 wol okxe off oo Mol ke dgk AE Aol dgke]
A% 92 A8 AF Fo B3 65.99% HEY A °U% Clang A4 ¥4 =97} &3 2% A
At vehglch Ao 55 453 7o) A4 2] v #3024k SR 2
¥ AY ZEE AR AY FZod v)E) AR B 79? H]g-o] arﬂ Zraslde), o] A Fro o
A2, AR Hol|7} A AoAHc. ¥ u& g BA S s w ZE AR diste] 14
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void CWERTI _Expression_always_True__two_equals_two_01 _bad()

/= FL&W: This expression is always true =/

if (2==2)
{
printLine("&lyays prints");

}

void CWESTI _Expression _&lways_True__two_eguals_two_D1_bad()
L1 f((Oxed3+4357-0x1 f 46)==(0x22+881-0x391 ] MprintLine(
" 1 BT THXG i TOHT I 200K TOMKT2 iEIUE et T4l T3 )5 3}

Fig. 4. Original Juliet test code and test code
with data obfuscation(Expression Always True
weakness).

B =RME AZH A3

Clang AA 24 &3] Hal okd A% A%5S 3
dapsdet. A8 Zeldl A Zzef g Bk oby
A& AAE 53 Clang A4 4 =77} oJd F
o] Hel ofds A& AEIA] xsheA] Hetdd &+
sich olE & Clang A4 ¥4 =79 A% 3
AL S8 oW AAS AR e 2 Bekslol
sheAl Zast 4 Qlek, =gk 4 3= s 7Y
ol 78 w53, dold] W53}, Ale] 3F W3t
71We]l 8% ZHzke] Alf = Al A7 AE
ANE gelspedet. A B4 A g 2AS
3 Clang B4 +4 =77} G535tz e &4

AE Aol o9

5ol 2 :
A2 FE 353 7o) wE Clang A4 54
w7 e A%E MY AHE Clangd AA

Nt A= G8d A er s}
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