635
Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.28, NO.3, Jun. 2018 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2018.28.3.635

7|AI3ks LE]ES o] L3 AZEgo]
F ek AR A& A&

oz dxrs erd
HEThE T

Software Vulnerability Prediction System
Using Machine Learning Algorithm*

Minjun Choi,* Juhwan Kim, Joobeom Yun
Sejong University

fo
12

471 A8 Aol 32 SzEge | b gieh, de, ZxEslele] F7h GdHo s muEg
of Fopg 7k oloiA glol xEsle] Aobge BA U AsH: Ale] FhabAl Holeh WA sxE
Sof Aok o2 sk Ao AR, BA Aol 2o e, A% HehEsl B4 sk ek
E9lois] Aok o0 HEHoR s e e, o)
Fa 7 A daelEs o147 A A%E wsdth A% A3 k-Nearest Neighbors o3 o] 714 %
& o2 ulth

O-

ABSTRACT

In the Era of the Fourth Industrial Revolution, we live in huge amounts of software. However, as software increases,
software vulnerabilities are also increasing. Therefore, it is important to detect and remove software vulnerabilities. Currently,
many researches have been studied to predict and detect software security problems, but it takes a long time to detect and
does not have high prediction accuracy. Therefore, in this paper, we describe a method for efficiently predicting software
vulnerabilities using machine learning algorithms. In addition, various machine learning algorithms are compared through
experiments. Experimental results show that the k-nearest neighbors prediction model has the highest prediction rate.
Keywords: Machine Learning, Fuzzing, Prediction, Vulnerability, Confusion Matrix
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root@ubuntu: /home/mj/Desktop/VulPredictor
root@ubuntu: /home /mj/Desktop/VulPredictor# ./Test_VulPredictor.sh Dataset
No.1
Train Start
Train Success
Prediction Start
Prediction Success

No.18

Train Start

Train Success
Prediction Start
Prediction Success
Finish

Fig. 4. Execution Screen of VulPredictor

Table 1. Supervised Learning Algorithm
Model(17)
Model Summary
Random A method that does not require
Forest data scale adjustment.
Logistic A way to learn large data and
Regression high dimensional data.
Support Data scaling adjustment is
Vector required and sensitive to
Machine parameters.
k-Nearest This is the basic method and is
Neighbors suitable if the data is small.
Number 1
precision recall f1-score support
0 0.72 0.74 0.73 102
1 .50 0.48 0.49 56
avg / total 0.64 0.65 0.64 158
Accuracy per class: 0.74 0.48
Average accuracy: 0.61
Number 10
precision recall fi-score support
) 0.87 0.70 0.78 115
1 .48 0.72 0.57 43
avg / total 0.76 0.71 9.72 158
Accuracy per class: 0.7 0.72
Average accuracy: 0.71

Fig. 5. Result Screen of VulPredictor
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Table 2. Confusion Matrix Summary
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< Jehd AR o3t g

Recall X Precision
Recall +Precision
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Accuracy= AAA Eul2A &8 Zlo] 2

MAAE vl g2 bl Aoz ohest 2,
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CUTAY = TP TN+ FP+ FN

9 A4 TPx True Positive® %3} 1oz}
2 &g Ed Al 1Y Aol TN True
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Table 3. Experiment Result
Algorithm Precision Recall F-measure Accuracy
Random Forest 71.1% 61.9% 58.5% 60.8%
Logistic Regression 71.2% 53.1% 52.2% 57.5%
Support Vector Machine 59.5% 55.7% 52.9% 55.0%
k-Nearest Neighbors 76.0% 66.4% 66.4% 70.1%
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