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A Static Analysis Technique for Android Apps Written with Xamarin*
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ABSTRACT

Xamarin is a representative cross-platform development framework that allows developers to write mobile apps in C# for
multiple mobile platforms, such as Android, iOS, or Windows Phone. Using Xamarin, mobile app developers can reuse
existing C# code and share significant code across multiple platforms, reducing development time and maintenance costs.
Meanwhile, malware authors can also use Xamarin to spread malicious apps on more platforms, minimizing the time and
cost of malicious app creation. In order to cope with this problem, it is necessary to analyze and detect malware written
with Xamarin. However, little studies have been conducted on static analysis methods of the apps written in Xamarin. In
this paper, we examine the structure of Android apps written with Xamarin and propose a static analysis technique for the
apps. We also demonstrate how to statically reverse-engineer apps that have been transformed using code obfuscation.
Because the Android apps written with Xamarin consists of Java bytecode, C# based DLL libraries, and C/C++ based native
libraries, we have studied static reverse engineering techniques for these different types of code.
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Fig. 1. Procedure of Xamarin app development (2]
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Fig. 2. Format of .NET PE files(5)
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| | /
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C
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C
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o i d
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_/ i( libmonosgen-20s0 ) |
---------- >4
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Fig. b. File structure and static analysis tools of a Xamarin app
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[assembly: ExportEffect(typeof(ListviewselectionOnTopEffect), "ListviewselectiononT
[assembly: ExportRenderer(typeof(NavigationView), typeof(NavigationViewRenderer))]
[assembly: ExportRenderer(typeof(SearchBar), typeof(EvolveSearchBarRenderer))]
[assembly: ResolutionGroupName("Xamarin")

module: ConfusedBy("Confuserex v1.0.8")]
[module: SuppressIldasm]

Fig. 10. Attribute of SuppresslldasmAttriubute
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Fig. 11. Bypassing the SuppresslidasmAttribute
attribute
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public override void OnWindowFocusChanged(bool hasFocus)

base. OniindowFocusChanged(hasFocus ) ;
if (hasFocus)

while (true)
switch (4)
{
case @:
continue;
}
break;
}
if (ltrue)
RuntimeMethodHandle arg_1C_@ = methodof (RootActivity.Onl
}
if (this.isSleeping)
while (true)
switch (6)
case 8:

continue;

t

Fig. 12. Snap Attack app with symbol renaming
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(a) Before applying string encryption

¢bc108bboae2823b2F117919bden9aha1. cfadbaeT2co2ed3fo467cabdlicecdTe(2160),
919bdea93091, cFa3Baber2co2e3fo467cabO2lcecSTe(2160), jvaluePtr);

(b) After applying string encryption

Fig. 13. Source code before and after applying
string encryption
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