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ABSTRACT

Since 2014, ease of regulations on financial institutions expanded the mobile payment market based on simple
authentication, and this resulted in the emergence of various simple payment services. Although several security solutions
have been used to mitigate possible security threats to payment applications, there are vulnerabilities which can still be
found due to the structure in which the security solution is applied to the payment service. In this paper, we analyze the
payment application and security solution from the process perspective, and prove through experimentation that verification
functions of security solutions can be bypassed without detailed analysis of each security function, but by simply
manipulating the verification result value. Finally, we propose methods to mitigate the bypass method presented in this paper
from three different perspectives, and thereby contribute to the improvement of security level of the payment service.
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3
l.end_annotation

decompile@

t(value={"NewApi“}) public class MainActivity extends BaseActivity {

Java code

“final class com . MainActivity$1@ extends Base {
com. IR =inAct ivity$10() {
super();

public void onResult( t argl) {
this.onResult(((¥ap)argl));
}

Fig. 5. Bytecode & Decompiled Java Code
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return_value = (char *)APKPath_Check(v28);
if ( return_value )

{
}

else

{

v9 = "APK Path verify failed";
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{

...(Omission)...
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&v37, 2, 0);

return_value = R1

...(Omission)...

Fig. 7. Verification Routine in Native Library
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Table 1. Current State of Payment Application’s Security Solution and Test Result of Bypass

Payment Security . . . Bypass&
Application Solutions Decompile Repackaging Bypass Points Use service
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C a, b d e @) O DEX @)
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Native
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