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ABSTRACT

Digital Evidence Data in cyberspace is easy to modify or delete, and changes are reflected in real time, so it is
necessary to acquire evidence data quickly. Collecting evidence on the client side is advantageous in that data can be
acquired without time delay due to additional administrative procedures, but collection of large data is likewise vulnerable to
collection time delay problem. Therefore, this paper proposes an automated evidence collection method on the client side,
focusing on the major web-based services in cyberspace, and enables efficient evidence collection for large volumes of data.
Furthermore, we propose a digital evidence collection system in cyberspace that guarantees the integrity of the collected
digital evidence until the court submission.
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Table 1. Information and data type included by
Web based Services

category | info(type)

- mail list (text)
email - email (text, image / eml)
- attachment (file)

- user profile (text, image)
sns - user posts (text, image, video)
- user interaction (text)

- file list (text)
- file (file)
- cloud document (file)

cloud
storage

ete - web posts (text + a)
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Fig. 2. Digital Evidence Collection System
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Table 2. Gmail Data - Public scope based
classification

Category Data Description
public data - not exist
- email list

- email (eml/content)
- email attachment
*received from A
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- email attachment

semi-private data

private data

5.2.2 SNS (Social Network Service)
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Table 3. Twitter Data - Public scope based
classification

Data Description

- open user profile
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- open user interaction
with open user
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Category
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semi-private | - following user interaction

data with following user
*include protected user

private data | - list (user created)

*interaction : Tetweet and ‘favorite
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