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ABSTRACT

The entropy evaluation method for noise sources is one of the evaluation methods for the random number generator that
is the essential element of modern cryptographic systems and cryptographic modules. The primary entropy evaluation
methods outside of the country are more suitable to apply to hardware noise sources than software noise sources, and there
is a difficulty in quantitative evaluation of entropy by software noise source. In this paper, we propose an entropy
evaluation method that is suitable for software noise sources, considering characteristics of software noise sources. We select
time-dependent noise sources that are software noise sources of Windows OS, and the heuristic analysis and experimental
analysis are performed considering the characteristics of each time-dependent noise source. Based on these analyses, we
propose an entropy harvest method from the noise source and the min-entropy estimation method as the entropy evaluation
method for time-dependent noise sources. We also show how to use our entropy evaluation method in the Conditioning
Component described in SP 800-90B of NIST(USA).
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Table 1. The list of the major software noise
sources in Windows OS (3) (Windows 10 (64 bits))

Noise Source Sal?égie)sme
CryptGenRandom 64
GetCurrentProcessld 4
GetCurrentThreadld 4
GetCursorPos 8
GetForegroundWindow 4
GetlcmpStatistics 104
GetIpStatistics 92
GetPerformancelnfo 56
GetProcessHeap 4
GetSystemTime 16
GetTcpStatistics 60
GetTickCount 4
GetUdpStatistics 20
GlobalMemoryStatusEx 64
HeapList 32
ProcessList 1,728
QueryPerformanceCounter 8
ThreadList 10,248
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Table 2. The estimated entropy of GetTickCount
when collecting data at ‘random time intervals’
method (Assumption: R = 15.625 ms)

Given collection Estimated
time interval(t) entropy
1<t<31.25 0 bit of entropy
31.25 <t <62.5 1 bit of entropy
62.5 <t <125 2 bits of entropy
125 <t <250 3 bits of entropy
250 < t 4 bits of entropy

2. R =10ms 74 3lolxe] A==z 34(3)

R =10msal 7Fel v} oA AR ule} &
UapA A= S 34T Ak Table 3.5 2t

Table 3. The estimated entropy of GetTickCount
when collecting data at ‘random time intervals’
method (Assumption: R = 10 ms)

Given collection Estimated
time interval(¢) entropy
1<t<20 0 bit of entropy
20 <t <40 1bit of entropy
40 <t <80 2 bits of entropy
80 <t <160 3 bits of entropy
160 < ¢ 4 bits of entropy

Table 4. The components of GetSystemTime
(5) and the byte position

Component Description Byte position
The year
wYear (1601 ~ 30827 | S0 S
The month
wMonth 1~12) S(2], S(3)
The day of
wDayOfWeek week (0~ 6) S(4]), S(5]
The day
wDay (1~ 31) S6), S(7)
The hour
wHour 0 ~ 13) S(8], S(9)
. The minute
wMinute 0 ~ 59) S(10], S(11)
The second
wSecond (0 ~ 59) S(12], S(13)
The
wMilliseconds millisecond S(14), S(15)
(0 ~999)

3.2 GetSystemTime T+Z U H2|AE B4
3.2.1 GetSystemTime #Zx

GetSystemTimee UTC+081 x) A=
el Al7rolt}. GetSystemTime?] AE Z7|+
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Table 5. The estimated entropy of
GetSystemTime when collecting data at random
time intervals’ method(3)

Estimated
entropy

Given collection
time interval(#)

1<t<16 0 bit of entropy

16 <t 4 bits of entropy
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Table 6. Collection time interval and the
number of samples to collect

10, 20, 30, 40, 50, 60, 70, 80,
Collection 90, 100, 110, 120, 130, 140,
time interval | 150, 160, 170, 180, 190, 200,
(ms) 210, 220, 230, 240, 250, 260,
270, 280, 290, 300, 400, 500
The number | 1,000, 2,000, 3,000, 4,000,
of samples to || 5,000, 6,000, 7,000, 8,000,

collect 9,000, 10,000, 20,000, 50,000
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Table 7. The estimated min-entropy by applying
byte filter position S(2) or S(3) (Given max
collection time interval = 120 or 270)

byte filter position
max collection S(2) S(3)
time interval
120 ms 0.18 3.45
270 ms 0.47 5.87
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Fig. 6. The comparison of five entropy
estimations of GetTickCount when collecting data
at ‘random time intervals’ method and using the
same collection options (X-axis: given max
collection time interval, Y-axis: min-entropy)
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Table 8. Collection time interval and the number
of samples according to the collection method

Collection The
time number of
interval (ms) samples
Random time
intervals method 3500 1;80 9,000
(Fig. 6.) '
Regular time
intervals method 40. 120. 4,000
. 290, 500
(Fig. 7.)

Table 9. Mean, variation and variation ratio of
five entropy estimations according to collection
interval in Fig. 6.
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Fig. 13. The comparison of five entropy
estimations of GetSystemTime when collecting
data at random time intervals’ method and using
the same collection options (X-axis: given max
collection time interval, Y-axis: min-entropy)
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Fig. 14. The comparison of five entropy estimations
of GetSystemTime when collecting data at ‘regular
time intervals' method and using the same
collection options (X-axis: given regular collection
time interval, Y-axis: min-entropy)

Table 10. Collection time interval and the number
of samples according to the collection method

Collection The
time number of
interval (ms) samples
Random time
intervals method ;580 1280 8,000
(Fig. 13.) '
Regular time
intervals method 22??0 12220 20,000
(Fig. 14.) '

Table 11. Mean, variation and variation ratio of
five entropy estimations according to collection
interval in Fig. 13.

Qollection Average Variation Var.iation

interval (max) ratio (%)
50 ms 4.51 +0.18 8.3
190 ms 4.98 +0.19 6.61
300 ms 4.53 +0.48 17.51
500 ms 4.76 +0.23 8.16
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method (X-axis: given max collection time interval, Y-axis: min-entropy)
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Table 12. The list of vetted Conditioning Components, the narrowest internal width(nw) and the output

length(n,,,) (1)

Conditioning function Narrowest Internal width(nw) Output Length(n,,,)
HMAC hash-function output size hash-function output size
CMAC AES block size = 128 AES block size = 128
CBC-MAC AES block size = 128 AES block size = 128
Hash Function hash-function output size hash-function output size
Hash_df hash-function output size hash-function output size
Block_Cipher_df AES key size AES key size
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