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ABSTRACT

Previous research related to recovering deleted data in database has been mainly based on transaction logs or detecting
and recovering data using original source files by physical collection method. However there was a limit to apply if the
transaction log does not exist in the server or it is not possible to collect the original source file because a database server
owner does not permit stopping the database server because of their business loss or infringement at the scene. Therefore it
is necessary to examine various collection methods and check the recoverability of the deleted data in order to handling the
constraints of evidence collection situation. In this paper we have checked an experiment that the recoverability of deleted
data in the original database source according to logical and physical collection methods on digital forensic investigation of
Microsoft SQL Server database.
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3.1 Microsoft SQL Server

Microsoft SQL Server+= Microsoft”} 1989
AtelHlo] ~(Sybase) & 7|Hkog /gt FA b
oefulo] ~oluh(5]. AW PAAF GUI HeloR
Al 2 el A & gA o] & glem FHTelle
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TH= dolE 44 ﬁ“—ﬂa"‘d, mAley AH,
Analytics Platform /‘] A 55 NEEte] AlEst

= 5 HE AEse ‘%}DHG].
3.2 Page Structure

Microsoft SQL Server dlo]eido]x ]
=23 FF2E o|FE "Je|x|(page)+ SQL
Serverolx Fe]sls 7] HolE A ez
8.192byte® FA= o glon] dolg, ldx
2E 9 o|nx] 5 B 7HA] FHE FH3} FHoisio}
(7). Fig. 13 Fe] dHelAl=  dt(page
header), ©lole] 3(data row), HLZAl wjd
(row offset array)® T4 ] ‘%l‘ﬂr. Fe] oo
= A dolxe] mfHE SHAEID, o} 9]
A W3, o)A el Wz, AR P9 g AR

=
Microsoft SQL =)
Server Data Fage

Page header

L

Data row 1

Data row 2
™ Data row 3

Free space

32l2]1 Row offsets

Fig. 1. Page structure (ref : Microsoft Docs)
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3.3 Page Allocation Information
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< ez g2 4 273}, 7AlS s}

PageFID PagePID NextPagePID PrewPagePID JAMFID IAMPID ObjectiD IndexiD
o NULL  NULL 213575799
0 1 115 213575799
1 115 213575799
1 115 213575799
1 115 213575739
1 115 213575799
1 115 213575799
1 115 213575799
837 1 115 213575799
1 115 213575799
1 115 213575799
1 115 213575799
1 115 213575799
1 115 213575799

Fig. 2. Page Allocation Information of Table on
Microsoft SQL Server
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data
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Fig. 3. Row structure of Microsoft SQL Server
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3.6 Database Shrink
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Table 1. Query commands of database backup
and restore

Command Query
BACKUP DATABASE {

backup database_name } TO
(backup_device) (:]

RESTORE DATABASE {

restore database_name } FROM

(backup_device)(:)

HO | D000i00 | 30456 rows
Froperties Import Data

Copy atabase.

Ready

Fig. 4. Function of logical collection Method
using Microsoft SQL Server Management Studio
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PageFID PagePID IAMFID IAMPID iam_chain_type PageType 47EBCOE0 30000800 04000000 04000003 00170014
1 1 79 NULL NULL \n-row data 10 47eBCOT0z: Q00210074 ©573744¢ ef77cces TZ231333¢
5 4 78 ] 75 InTow data 1 476BCOB0: 37333637 30000800 05000000 04000003
476BCOS0:  0013001e 00220043 &£72756e #2547385
Fig. 5. Page allocation information of the 47EBCOAC:  £e£7313% 235333000 08000800 00000400
. ble(before deletion) 476BCOBO: 00030015 0010020 00416275 T368614b
experiment ta 476BCOCO:  £36d43139 26333000 08000700 00000400
47¢BCODO: 00030018 001bO0OLE 00417665 T72734bES
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4747DFEQ: 63024202 2202££01 dd0lball 50018401
4747DFF0: 48012501 0501e500 c6002600 S4008000 Fig. 10. Starting Area of Row data in PagePID

Fig. 6. Row offset array in PagePID 78 (before
deletion)

4747C060: 30000800 04000000 04000003 001a0020
4747C070: 0024004d &96bE165 ectldiesf T76ce572
4747C080: 31353637 30000800 05000000 04000003
474700530 0015001e 00220043 €£72796e £eb473&5
4747C0R0: &e67313% 25352000 08000800 00000400
4747C0B0: 0003001% 001c0020 0041&6c73 73658814k
4747C0OCO: ©96d313% 36333000 08000700 00000400
4747C0D0: 00030018 001k0O0O1E 00417865 TZ734be3
4747C0ED: &d31353% 30300008 00030000 00040000

Fig. 7. Starting Area
(before deletion)

of Row data in PagePID 78
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5.2.1 Logical Collection
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Fig. 8. Page allocation information of the
experiment table according to logical collection
method(after deletion)

476BDFDO 00000000 00000000 00000000 00000000
476BDFED 00000000 00000000 00000000 00000000
476BDFFO 00000000 00000000 00000000 00000000
Fig. 9. Row offset array in PagePID 78
according to logical collection method(after

deletion)

78 according to logical collection method(after
deletion)
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Table 3. Experiment result of data recovery possibilities according to acquisition methods(Applied to

ver. 2008 and 2017)

Ver Collection Database Allisagéon Row Offset Un-allocation Recovery
' Method Shrink Info Info. in Page Deleted Data Possibility
Non-shrink maintain initialized exist possible
Logical
— Shrink initialized initialized exist possible
Non-shrink maintain initialized exist possible
Physical
Shrink initialized initialized exist possible
Non-shrink maintain initialized exist possible
Logical
2017 Shrink initialized initialized initialized impossible
Non-shrink maintain initialized exist possible
Physical
Shrink initialized initialized exist possible
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