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A Study on Optimal Information Security Organizational Form in Financial
Companies
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ABSTRACT

The form of information security organization of a financial company has various organizational forms in accordance with
the responsibilities and roles of the Chief Information Officer (CIO), the Chief Information Security Officer (CISO) and the
Chief Privacy Officer (CPO). However, it is necessary to examine whether these various types of information protection
organizations are the optimal organizational forms. In this study, six types of information security organizations among the
various types of information security organizations in terms of CISO, CIO, and CPO relationship were selected as
candidates. This paper aims to study and elucidate the optimal organizational form of information security for financial
companies.
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Table

1. Criteria for accredited

information

protection management system standard (ISMS
/ PIMS)

No,

Criteria

Related

Do you organize an
information security
organization (CISO, working
organization, information
security committee, etc.)?

(FST)
ISMS

Do you designate an
executive level Chief
Information Security Officer
(CISO)?

(FST)
ISMS

Do you support the role of
the Chief Information
Security Officer (CISO) and
organize a working
organization to systematically
implement the organization’s
information security
activities?

(FST)
ISMS

You must designate the Chief
Privacy Officer for managing
personal information

(KISA)
PIMS

Personal information and
personal information related
assets should be identified,
importance should be
determined, security level
should be assigned, and the
handling procedures should
be defined and implemented.
In addition, responsibilities
for each asset should be
clearly defined.

(KISA)
PIMS

The risk management method
should be selected and the
risk management plan should
be established so that risk
identification and evaluation
can be performed for all
areas of personal information
protection. Risk identification
and evaluation should be
performed at least once a
year, and as a result, Should
be set and managed.

(KISA)
PIMS
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Table 2. Criteria for financial information
security compliance

No, Criteria Related

The person responsible for the
personal information protection
1 |shall be designated as the person
responsible for the handling of
the personal information

In order to securely manage
personal information, it shall
designate a personal information
protection officer who has expert
knowledge and can carry out
protective measures.

Personal
Information
Protection

ACT

Administrative, and  physical
measures necessary to ensure
safety, such as establishing an
internal management plan and
keeping records of access, so that
personal information is not lost,
stolen, leaked, counterfeited,
altered or damaged.

It should designate the person
responsible for information
security as the general manager of
the electronic finance business and
the information technology sector | Electronic

security on which it is based. Financial
The chief information security | Transaction
officer of a financial institution ACT

or an electronic financial service
5 .
provider can not be a part of
other information technology
departments.

In order to secure the security
and information of the
6 information communication
system, the chief information
security officer of the executive
level can be appointed.

In order to protect the personal Information
information of the user and handle and
the user’s complaints related to | Communic
7 |the personal information, the ations
person in charge of personal| Network
information management should be Act.
appointed.

Technical and administrative
measures shall be taken to
8 |prevent loss, theft, leakage,
alteration or damage of personal
information.
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Table 3. Criteria for Supervisory authority
manuals and guidelines

No,

Criteria

Related

Is there a working organization
approved by top management to
systematically implement
information security activities?

Does the Chief Information
Security Officer (CISO) work in
the information technology sector?

Does the dedicated information
security organization consist of
dedicated personnel who can
perform their work independently
from other organizations?

Is the organization dedicated to
information protection equal or
superior to other organizations?

Is the disjointed organizational
position a direct organizational
form beyond the Chief Information
Security Officer (CISO)?

Does your information security
strategy take into account all
business departments, not just
IT departments, and are they
aligned with your company’s
business strategy objectives?

Self-
Evaluation
Guidelines

Is CISO running separately from
the CIO?

Evaluation
of IT sector
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Table 4. Examples of information security
organization types of 18 companies

type case organization type count
[ T 1
-1 (a0 ][ aso [ cpo | 3
Horiz
ontal
1-2 2
2-1 2
Vertical
2-2 0
7
Integr
ated
4
18

ol isto] Apel 9719 s A A
(CISO) 4915 Ash wom gul2 $ue v
2 5 Q) Wl

P2 A7 AEISMS/PIMS) 9 @244 Auns
AEeloldds 7%, @AEIIRE A Y sjol=
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Table 5. The basic assumption of the target Table 6. Evaluation results of candidate
company organizations
(Assumption 1) The target company is a Horizontal | Vertical |Integrated
company subject to the Information and criteria | No | case | case | case | case | case | case
Communications Network Act. 11 ) 1-2 | 2-1 1 2-2 | 3-1 | 32
(Assumption 2) Target companies are 1 1 1 1 1 1 1
. . 1 2 1 1 1 1 1 1
companies with assets of over 2 trillion won. o 3 1 1 1 1 1 1
(Assumption 3) The information technology ISMS/P | 4 1 1 1 1 1 1
chief  information  officer  (CIO), the IMS 5 0 1 0 1 0 1
information security chief information officer 6 0 1 0 1 0 1
(CISO) and the personal information Tot| 4 6 4 6 4 6
protection person (CPO) of the target 1 1 1 1 1 1 1
enterprise are executive level. 210 1 0 1 0 1
(Assumption 4) The organization under the @ 3 0 1 0 1 0 1
Chief Information Technology Officer (CIO) or Financi | 4 1 1 1 1 1 1
the Chief Information Security Officer (CISO) Conallplia 2 1 } } 1 ? ?
is an organization with [T-related expertise. nce 7 1 1 1 1 1 1
(Assumption 5) If the target company has 3 0 1 0 1 0 1
an independent CPO organization, it is Tot| 5 ) 5 8 4 7
assumed that it is CPO and non-IT person 1 1 1 1 1 1 1
from the business. - 2 1 1 1 1 0 0
(Assumption 6) The person in charge of M@ | 3 1 1 0 0 0 0
anua
personal information protection (CPO) of the & 4 1 1 0 0 0 0
target company shall also be the person in guidelin 5 1 1 1 1 1 1
charge of personal information management e 6 1 1 0 0 0 0
. 7 1 1 1 1 0 0
prescribed by the Network Law. Tot| 7 7 1 1 9 9
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Table 7. Preference result of binary comparison

matrix
result | DISMS @Complia | @Manual
case /PIMS nce & guideline
1-1 0.13 0.14 0.27
1-2 0.20 0.22 0.27
2-1 0.13 0.14 0.15
2-2 0.20 0.22 0.15
3-1 0.13 0.11 0.08
3-2 0.20 0.19 0.08
Total 1.00 1.00 1.00
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Table 8. Relative Weight by Evaluation Criteria

@® @ ©)
Div ISMS | Complia | Manual & | Total
/PIMS nce guideline
Relative
Weight 0.3 0.4 0.3 1.0

Table 9. Weighted sum Result

result Weighted sum Rank
case
1-1 0.17 3
1-2 0.23 1
2-1 0.14 5
2-2 0.19 2
3-1 0.11 6
3-2 0.16 4
Total 1.00 -

2) 43AH]E(CR : Consistency ratio)#4 CI / Rli
o]Zo]x]v] CI(Consistency Index)E UFAA|FE
RI(Random index)& F2HIAIG2A] o|Av|2E 111_}
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Table 10. Weighted sum Result Graph

Weighted sum Result
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