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ABSTRACT

Out-Of-Bounds (OOB) is one of the most powerful vulnerabilities in heap memory. The OOB vulnerability allows an
attacker to exploit unauthorized access to confidential information by tricking the length of the array and reading or writing
memory of that length. In this paper, we propose a method to automatically detect OOB vulnerabilities in heap memory
using dynamic symbol execution and shadow memory table.

First, a shadow memory table is constructed by hooking heap memory allocation and release function. Then, when a
memory access occurs, it is judged whether OOB can occur by referencing the shadow memory, and a test case for causing
a crash is automatically generated if there is a possibility of occurrence. Using the proposed method, if a weak block search
is successful, it is possible to generate a test case that induces an OOB. In addition, unlike traditional dynamic symbol
execution, exploitation of vulnerabilities is possible without setting clear target points.
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1  #include <stdio.h>

2 #include <ctype.h>

3

4 int isNum(char* input)

5 {

6 if(0 <= atoi(input) && atoi(input) <= 100)
7 return 1;

8 else

9 return 0;

10 }

12 int main(int argc, char* argv[])
13 {

14 long size =65, argvl =0;

15 char *bufi;

16 char *buf2;

17

18 buf1 = (char*)malloc(size);
19 buf2 = (char*)malloc(size);
20

21 if(argc >= 2 && isNum(argv[1]))
22 {

23 argvl = atoi(argv[1]);

24 }

25 else

26 argvl =0;

27

28 buf2[size-1] = ' #0';

29 memset(buf2, '2', size-1);
30

31 bufi[size-1] = ' #0';

32 memset(buf1, '1', size-1+(argv1-10));
33 return 0;

Fig. 1. Example of heap overflow
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input : argv[1]
bufl = malloc(65)
buf2 = malloc(65)

]

call isNumf(argv[1]) ‘

\
| |

memset(buf2, 2, 64)

Heaj
ov.,ﬂiwy [ memset(buf1, ‘1, 64targvi1]-10) || | memset(buft, ‘1; 64+0)

‘memset(buf2, 2, 64)

retarn 0; |

Fig. 2. Data flow graph of example
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Table 1. Validation result of example

case fuzzing conventional| proposed
DSE method
1 AA (X) 0 X) 40 (0)
2 0x00 (X) 10 (X) 36 (0)
3 BB (X) 34 (0) 18 (0)
4 0x100 (O) 35 (0) 36 (0)
5 FF (X) 66 (0) 24 (0)
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Symbolic execution! ... .

v

s | input : argu[1] 1
bufl = malloc(55)
buf2 = malloc(55)

argu[1] =x

Memory write! call isNum(arg[1])

write_addr <-buf

write_size <~ 64411 (symiel]
v memset{buf2, ‘2, 64) memset(buf2, ‘2, 64)

alloc_size ==65 N 1] 64+argu[1]-10) 1, 6440)

add_constraints : (64+x-11) > 65
solving... %,
e3solver) ", return 0;
Al

x=0x20

Fig. 3. Proposed idea
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(Ubuntu 16.04 64-bit)

Angr malloc(), HeapAlloc(), free()

Binary Analysis
Framework

(address, size)

Mapping

v Shadow Memory
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Constraints I
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& Solving with solver

Generating Testcase

Fig. 4. An overview of our approach and toolset
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Shadow memory table (align 8bytes)

unset 8bytes 0 0 0 0 0 0 0 0 0x00
set 8bytes 0 1 1 1 1 1 1 o Ox7E
set 64bytes 7F FE 7E 7F FF FF FF FE
—_— Y
I6bytes  Bbytes 40bytes

Fig. 5. Memory mapping rules
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" — Shadow memory table
mov  qword ptr ["bp;s'l?ﬂ'/sh:rdow mdpping i
mov edi,32 ;4ize
call _malloc

mov  [rbp-10h], rax

0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
0x7f Oxff Oxff Oxfe 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
mov  rdx, rs size is symbolic. 0x00 0x00 0x00 0x00 0x00 0x00 0x00 0x00
mov  rsi, rax ;src
mov  rdi, rex

call _memcpy

shadow size7g|32byte
gdest ——

Fig. 6. Obtaining information from shadow

memory table
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Table 2. Shadow memory mapping Algorithm

Algorithml Shadow Memory Mapping

INPUT addr: allocated or freeed memory address
size: allocated or freed size
sig: called system call signal » sig = {I, 2}
OUTPUT  kHeapShadow: shadow memory table » T =
{lo, I Iy oy I}
DECLARE kHeapBeg, kHeapEnd.: first and last heap memory
location
indexBeg, indexEnd: first and last shadow memory
index
BEGIN
IF NOT addr is over kHeapbeg AND under kHeapEnd
THEN
return 0 » this address does not belong to heap
memory
indexBeg « (addr — kHeapBeg) >> 3
indexEnd «— (addr — kHeapBeg + size - 1) >> 3
L « shadow index list » L = {lidexeq lindexbegts, -
lindexEnd}
IF sig is / THEN > called allocation function
IF indexBeg is indexEnd THEN  » size is under
8bytes
kHeapShadowl(indexBeg] < 0x7E > 0111
11100
ELSE THEN » size is over 8bytes
kHeapShadowl(indexBeg] < 0x7F > 0111
111y
kHeapShadow[indexEnd] «— OxFE » 1111 1110,
WHILE index in L THEN » except first and
last
kHeapShadowlindex] «— OxFF >» 1111
1111
IF sig is 2 THEN » called free function
WHILE index in L THEN » include first and
last
kHeapShadow[index] «— 0x00
return kHeapShadow
END
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Table 3. O

btaining allocated size Algorithm

Algorithm2 Obtaining allocated size

INPUT

o, 11, by ooy
OUTPUT

addr: accessed memory address
kHeapShadow: shadow memory table » T =
In}

allocatedSize: allocated memory size »

referenced shadow table

DECLARE
location

index

BEGIN
indexBeg
indexEnd

kHeapBeg, kHeapEnd. first and last heap memory

indexBeg, indexEnd: first and last shadow memory

«— (addr — kHeapBeg) >> 3
« (kHeapEnd — kHeapBeg) >> 3

L « shadow index list » L = {lidesseg lindexBegti, ---,

l indexEnd }

WHILE index in L THEN » include first and last
IF kHeapShadow[index] is 0x00 THEN
return ( » not allocated area

allocatedSize «— allocatedSize + 1
IF kHeapShadow[index] is 0x7E or OxFE THEN
allocatedSize «— allocatedSize << 3

return allocatedSize

END

Table 4. Obtaining OOB testcases Algorithm

Algorithm3 Obtaining OOB testcases

INPUT

OUTPUT
DECLARE
location

index

BEGIN
IF size is

allocatedSize)

vulnerability
END

addr: accessed memory address

size: accessed memory size

allocatedSize: allocated memory size
constraints: before constraints

constraints: after constraints

kHeapBeg, kHeapEnd: first and last heap memory

indexBeg, indexEnd: first and last shadow memory

NOT 0 and symbolic variable THEN

IF allocatedSize is 0 THEN

return constraints » use-after-free vulnerability
IF allocatedSize is upper 0 THEN

return constraints «— constraints + (size >

» heap OOB
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Aol Alg" FAE A2AES Intel Core
i7-3770 CPU 3.0GHz®} 16GB RAM A}ek9|
16.04 Ubuntu 64bit &3 AAelch FHopd 27
= 3 AR 4 71 e == AngrolH,
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4.2 M8 (Experiments)
421 CVE-2016-2385 F|of& x{od

CVE-2016-2385+= Kamailio 4.3.4(Linux
SIP Server)ollA] HAL=E= #HEE A %}% 1
AAE AHAPL Alefgto g MAlsle ¥ W&
£ FHeFoloH(T)

msgE sip_msg 72A ZelEo]®, Kamailo
o4 AHz|3l= SIP Fzlelc}. bufie 7S W&
AAsl= WM eld], memepy s EEIHE IR oA
lene] W#9| z7|xc}t F 4% LHEZ7} HA
& 4= 9l

1 Int encode_msg(struct sip_msg *msg, char
*payload, int len)

2 A

3

4 /*now we copy the actual message after
the headers-meta-section*/

5 memcpy(&pay load[ j 1,msg->buf ,msg->len) ;

6 LM_DBG("msglen = %d,msg starts at
%din" ,msg->len,j);

7 j=htons(j);

8

9 1}

Fig. 7. encode_msg.c(CVE-2016-2385)
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[1] allocated size 3200
[1] allocated address:
3200

[1] called malloc! shadow memory mapping!

0xc40008c0 alloc_size:

0x00
0x00
0x00
0x00
Oxff
0x00

0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00
0x00 0x00 Ox7f Oxff Oxff

. Oxfe 0x00 0x00 0x00
0x00 0x00 0x00 0x00 0x00

0x00
0x00
0x00
Oxff
0x00
0x00

0x00
0x00
0x00
Oxff
0x00
0x00

0x00
0x00
0x00
Oxff
0x00
0x00

Fig. 8. Shadow memory table(CVE-2016-2385)

[1] size is symbolic!
[1] succeeded in getting shadow_size: 3200
[!] added constraints (size > shadow_size)

.. .kecm38140pkcskcs230p. . .
.. .kecm38540pkcskcs230p. . .
...0z0pj8100r42803k9szz. . .
.. .kecm38589pkcskcs230p. . .
.. .kecm38578pkcskcs230p. . .
.. .3dke38589pkhsh3v23pp. . .

..0z0pj8100r42802k9szb. . .

Fig. 9. Generating testcase(CVE-2016-2385)
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Table 5. Evaluation of proposed tool
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5.1 ASan(AddressSanitizer)

ASan(Address Sanitizer)2 C/C++=Z =4
H zZradle] vre «o5E "HE] 93 =7l
t}. ASane A =] AHZ(out-of-bounds
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vt 3] vy ewERS 29 vy eMEEs g
e e 5o wlwe] o w3k g7} 7bsst
t}.

g =E AHAudy A= =EY malloc ¥
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Fuzzing Conventional DSE Propsed tool
Target SW | Vulnerability (crash testcase) (crash testcase) (crash testcase)
normal crash normal crash normal crash
Kamailo CVE-2016-2385
4.3.4 (heap overflow) O X © X O ©
. CVE-20163074
libgd 2.1.1 (heap overflow) 0 X @) X 0 O
Make 3.8.1 N/A 0 X 0 X 0 0
(heap overflow)
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Table 6. Compare tools that detect memory error

Asan Memcheck Dr.Memory Proposed tool
Technology CTI DBI DBI DBI+DSE
Heap out-of bounds (@) @) O O
Stack out-of bounds @) X X extendable
Global out-of bounds 0O X X O
Use-after-free 0O 0O O O
Use-after-return A X X extendable
Uninitialized reads X O O X
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