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Improving Customer Information Management System by Using Blockchain
and Biometric Authentication*
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ABSTRACT

Nowadays, the ubiquitous environment that can utilize the computer everywhere is being formed. As the environment
changes, services develop and manage systems and databases that can manage customer information to provide better
services to customers through Information Technology. The system that most services maintain is a way of putting and
managing customer information on the server. In this paper, we first find the problem in terms of security and convenience.
After that, we propose a solution that improves the problem through blockchain technology and biometric authentication.
Keywords: Blockchain, Biometrics, Privacy, Personal Information Management
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Table 1. Transaction Structure

Field Variable Name Size
User 1D uid 8 Bytes
Service 1D sid 8 Bytes
Point P 8 Bytes
Type type 1 Bytes
Biometric Data bio Variable
Locktime time 4 Bytes
Genesis Pointer gen Varaible
Previous Pointer prev Variable
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gen(t,userID,point,type,bio): "INH+E 5

A ERALE YA 5ot} t= EAAAS
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userID, point, type, bio= 22 A=A} ID, %
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Algorithm1 for generate transaction
procedure gen(t,userID, point,type,bio):

t—g

t".uid<userID

t".sidesid

t'type—type

t".locktime<—getTime()

if type=0

t'.p—0
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t".bio<bio
t".gen<NIL
t".preveNIL
elseif type=1
t . p—t.p
t".bio—NIL
t".gen—t.gen
t'.prevet
else
t".p—t.p+point
t".bio—NIL
t".gent.gen
t . prevet
end if
s=sign(t’ SKsia)
return t'|[s
end procedure

Algorithm?2 for sign up

procedure signUp(id, bio)
t, t—o
tefind (id)
if t=NIL
return False
else
t'—gen(t,id,0,0,bio)
mempool<—mempool U t’
return True
end if
end procedure
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Algorithm3 for sign in
procedure signIn(id, bio)
t, t—o
t<—find (id)
if t=NIL
return False
end if
if match(bio,t-)gen.bio) =False
return False
else
t'—gen(t.id,0.1,bio)
mempool<—mempool U t’

return True
end if
end procedure

folewlEl] =],
pointe ¥QIES] AFH& Z=gkt}. point7l 55
olH EQJEEF A3l Aol point7l Felw

Algorithm4 for mileage point usage

procedure point(id, bio, point)
t, t—o
t<find (id)
if t=NIL
return False
end if
if point+t.p<0
return False
end if
if match(bio,t.bio) =False
return False
end if
t'—gen(t,id,point,2 bio)
mempool<mempool U t’
return True
end procedure
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