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A Study on the Influence of Mobile Information Security on Mobile Office
Service Satisfaction and Continuous Use in the Enterprise BYOD
Environment
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Chonnam National University
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ABSTRACT

The mobile office, which was expected to be a key strategy for business operation through business innovation, was slow
to spread from the BYOD environment to information security issues. This study analyzes mobile office information security
and analyzes countermeasures against mobile information security threats to analyze the influence of information security
factors on corporate satisfaction and continuous use of mobile office service. The results of the study were identified through
the research model and hypothesis, quantitative empirical analysis based on the questionnaire and qualitative empirical
analysis based on the expert interview. Through this study, practical implications and future directions for mobile office
service satisfaction and continuous use are suggested.

Keywords: Mobile Information Security, Personal Information Security, Mobile Office, BYOD
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Fig. 1. Mobile office information security threat
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Table 1. Validity analysis result
facto | measureme Validity analysis
r nt item 1 2 3 4
Devi Dev‘l'(;e2 .805
ce security
secu Device
rity securityd 762
App.l Apphc?tlon 829
icati securityl
on
secu Apphc'atlon 881
rity security?2
Network
Securityl 789
Network
Security2 767
Network
Net Security3 715
work Network
Secu | gecurity4 663
rity Internal
system 187
securityl
Internal
system 743
security?2
Personal
Pers | Information 723
onal Securityl
Infor Personal
mati | Information 694
on Security2
Secu Personal
rity | Information .802
Security3
Eigenvalue 7.04 | 1.22 | .930 | .780
Total variance 54.1 1 9.40 | 7.15 | 5.99
Cumulative 54.1 | 63.6 | 70.7 | 76.7
variance
Z Zo|= v o= (Cronbach’s alpha #+< o]4
g} dubd oz sfel 432 Cronbach’s Alpha
ol 0.7 o4, A2 Cronbach’s Alpha%t
o] 0.6 o]Aold Bl AFAo] =r}x JAI]}
oleigr 4 A olsllE 2 Aol AFAE
4% Wese] duy, A, AT, o
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Table 2. Reliability analysis result

variable Cronbach’s Alpha
Device security 0.647
Application security 0.855
Network Security 0.911
Personal Informatlon 0.869
Security
42 N 24
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Table 3. Regression analysis result

Tole
Indepe
Stan ranc
ndent t P
. dard | Beta e
variabl value | value L
error limi
e
t
comsta | g7 | _ | 47 | 519
nt
Device .083 458 | 5.821 | .000** | .615
Applica | 091 | 005 | 067 | 947 | 638
tion
Netkwor 119 | 059 | 637 | 526 | .446
Person
al 108 266 | 2.736 | .007** | .403
Inform
ation
= .692 R2 = 479 Modified R2 = .464
F= 31.539 p=.000 Durbin-Watson = 1.947
* p<0.05, **.p<0.01
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Table 4. Control effect analysis result

Non-standardizati SjLan(liard P?obabl Collinearity
ization t lity of ..
model on factor L statistic
factor value signific
B Std. Error Beta ance tolerance VIF
(constant) 3.552 .063 56.635 .000
Terminal security 485 083 458 5.821 1000 615 1.626
centering
Network Security 076 119 059 637 | 5% 446 2.242
1 centering
Personal Information | oqq 108 1266 2.736 007 403 2.483
Security centering
Application Security | ¢ 091 005 067 | 047 638 1.568
centering
(constant) 3.552 .059 59.726 .000
Terminal security 408 081 384 5.013 .000 581 1.722
centering
Network Security 027 114 021 235 | 815 441 2.268
centering
2| Personal Information | g9 106 170 1.782 077 378 2.649
Security centering
Application Security | o, 087 023 308 | 758 635 1.574
centering
BYOD Environmental | 5, 056 291 4.045 1000 658 1.520
centering
(constant) 3.587 071 50.221 .000
Terminal security 1398 1089 376 4.462 1000 479 2.089
centering
Network Security | _ 54 146 041 | 365 | 716 265 3.771
centering
Personal Information | = o, 119 177 1.650 101 295 3.387
Security centering
Application Security | 54 090 058 764 | 446 592 1.690
centering
3 | BYOD Environmental |, /4 060 316 | 4.049 | 000 559 1.790
centering
Terminal security -.023 062 -.029 -.372 711 540 1.851
environment centering
Network security -.129 108 134 | -1.196 | 234 272 3.682
environment centering
Personal information
security environment -.010 .094 -.011 -.104 918 282 3.541
centering
Application security | ) 070 159 | 2021 | 045* 549 1.821
environment centering
a. Dependent variable:Service Satisfaction
* p¢0.05, **.p<0.01
423 o7 gzt BN =.059)2 AH|x gt 9dekS mHA] ¢ % 7L
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Table 5. Mediation effect analysis result

Table 6. Research hypothesis test result

Level 1 | Level 2 Level 3 Item Hypothesis content result
u Service . Persis | Toler Terminal security — mobile
T Satisfac Persiste tent ance H1 office satisfaction Adopt
. nt use . — - -
tion use limit Application security — mobile .
H2 . . . Reject
(consta office satisfaction
237 .904 770 -
nt) H3 Internal system security — Reiect
Device .485(.45 .464 191¢(. 495 mobile office satisfaction )
security 8)** (.474)** | 195)* ’ Network security — mobile .
; H4 . . . Reject
Applicat 006 030 027 office satisfaction
1on. (.005) (1028) (024) 638 H5 Persona} 1nfor.matlor'1 secu'rlty Adopt
security — mobile office satisfaction
Network | .076(.05 .087 .045 445 Technical information security
Security 9) (.073) (.037) ' < Role of BYOD control
H6 . . . . Adopt
Internal variable in satisfaction of
276 128 -.039( . .
system (.266)** (124) - 038) .382 mobile office
security ) ) ) Satisfaction of mobile office
Service H7 service < role in mediating Adopt
. .563(. . . .
Satisfac 609)** 521 continuous use of mobile office
tion
R2 479 .383 576
A4 5R2 464 .365 561 4.4 A5 A00f CHst M2t olA
Fzk 31.539 21.255 | 36.991
* <0.05. **.p.<0,01, ( ] ) Standardized dulo] 7|HLE Alele] e Tl ATIIES A
regression coefficient value =
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Table 7. Delphi technique study

Item Contents

* BYOD mobile office specialist
for 18 people

Selection * 6 public institutions, 3

of experts | financial institutions, 3 large
corporations, 6 medium

enterprises
Date of
investigati | +2018.03.05 ~ 2018.04.30
on
Investigat . . .
. » Offline Meeting, Mail, Phone,
ton Google Docs
method
* First survey: Need for
Delphi l'eseal.fch, v.ahdl'ty of. ’
questionnaire, interview result
survey

* Second Survey: Interview with
Verification Results
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* The results of verifying the * Strengthen  the  restriction  of
impact of mobile information business data terminal storage and
security on mobile service mobile office user authentication
. . satisfaction through mobile information
interview * The result of verifying the destruction after service termination,
Contents effect of BYOD environment on and distribution through secure
mobile office service satisfaction public application store 1is very
* Mediating effect and control important

effect
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Table 8. Expert interview feedback

o
T

P AE7F 97
* As mobile security is strengthened,
convenience and usability are
lowered, resulting in adopting items
in terms of mobile office service
satisfaction
» Application security, internal
system security, and network
Reg . . . .
ress security '1te1ns that are 1n0f)nven1e'nt
ion | OF yestrlcted ‘to use mobile office
Veri | Services are rejected . . .
) *In the case of mobile office, items
fica L
tion fuhat unnecessary parts are minimized
Res in the result are applied to the
ult result.
*The more users can not see the
security, the higher the mobile office
service satisfaction will be.
* Information security policy
considering user’s usability and
convenience for service satisfaction is
required
* Whether the hypothesis was
adopted or rejected is judged by
individual terminals and corporation
terminals.
*In  BYOD environment, it is
necessary to cope with privacy
violation by distinguishing personal
BY | area from work area through
OD | terminal virtualization
res «If a strong security is applied to
ult | the privacy of an individual terminal,

it will be difficult to satisfy the
service. Therefore, keeping the part
of the information security necessary
for the service as a policy but
minimizing the unnecessary security
will affect the satisfaction of the
service

* The mobile office service should not
be inconvenient to use continuously

Med | but it should not be considered
iati | convenience. Therefore, the
on - | combination of strong access control
Con | and security technology  affects
trol | continuous use.

res «It is mnecessary to establish a
ult | security policy combined with
technical security based on strong
physical security for continuous use.

u}
ol Aleta 4 e

: . mnll Anuekl e sy nels)
el ere] Aulz RS Fel3k oF(+)9] G
< VAR 7] BatelA] AR} gl ALE
shelElgint. 24 &3 YA ST Eagnct
o] Au|2 "I o] A4 BYOD #HAel4 <
+)9] 2AdEI} gle Aow vepg

malad g_j,]/\ B A wkET) 24 28-S 93k
mupel A H Bok yefate} ARgAl SwlellA el
of &}ri J‘l‘?ﬂkﬁ}“ﬂ ohe3h 2t



AHR 533 =wA] (2018. 8) 937

e 35S o # 5 glofof gl A, mujd zejele Algstal givk w3 A 24 AAE §
232~ AMu|AE BEE] QA= ARk Bk 3] BYOD Xuld &3]~ Afu|xe] Wi} 244
ST AR HeA FHe Efe]l= e Z(trade AH-E =Y 5 oode ATAA AAES vk
off) IAE arejste] AA viadS sfof g} wu} Folurs 2 d75 F3 BYOD muped 23]
A 23 HlS A8 glola] Al o] 9] A ArRE AAE JhAsta 71919 Al matdd
Hlzel B4 83 Fio] Hisdlor Mula wES L3~ AulaE F8 AR SFoR muldd 29
3l ASH R ARG ®ok JlA, A& AR 2~ Ake] A S]] Tgo] 3z} g}
< ddAE A AAEA 9 b PEEE A4S
atar 73k EelA Bak 7|bel] 7]1EA] Hele] Aj References
g Bok A viEEofof g} & 7T E<9)EA
9} Bel 7|so] AFH Aldto] X|&A Algol TAHA (1) Min-gyu, Park, “Design and imple-
ql 3 | AA mentation of mobile office security
BYOD #HgollA 23~ AMu]x wEg 33 w system using mobile device control
uhl AR HESE siQle] mul thdy] dgolzi= function and location based informa-
AL a#Hfof sl Qoks e} 2}, tion,” Gachon University, Jul. 2013
AR, 7| efFe Aol T Al ma WA (2) Dae Hyung Lee, Seung Yeon Cho, and
228l AT Al AMER) QS 9 Bk A A galof gt Hee-Woong Kim, “A study on the
t}. BYOD 34 mnld o3| ~7) 5= o improvement of smart work satisfa-
Wk wWol A8sly FaEEW Bl o] o] FHE ction and productivity,” 21(2), pp.
A FEsbd avpdoelct A, mujal e¥|AE o] 24-48, Jun. 2014
43l 59k o7 28 9 s ZIE 59 o (3) ITWorld, "Korea enterprise mobility
=93 3 A FAEka vhE ZRAA Aes & market forecast 2016-2020," IDC
Agkel. A she] whell A il T el o Korea, 2015
Aol digt ZAEe 2 A= it PEEE FEl (4) Jae-Sung Lee and Heung-Sick Kim,
A B35 ol girh dA, Wz WA g “Study on smart work status and
2 BekE AL3A] %2 ARAtA AMu| A activation plan,” Journal of Korean
< AlgkE BYOD 3H7ellx A=<l d3& v = Association for Regional Information
2 w#dlol g}, & muld wel uHE A Ay Society, 13(4), pp. 75-96, Jun. 2010
2 A4 Ak BYOD 34 FAA <l g3k (5] J. Shim, D. Mittleman, R. Welke, A.
A B2 s S wigddol gl Ao French, and J. Guo, "Bring Your Own

iyl £

HEA2H ool HH HFHOR AR}
ARz B Au| s A& AR 59 T Eok and future directions,” Proceeding of
of s A A5 FdE got AR R F the Nineteenth Americas Conference
ofoll A= o1 AtElZ} gich o]o]l BYOD xwidd 2

2 Device (BYOD): current status, issues,

on Information Systems, pp. 1-20,

22 My I 2 Algel| e AR B 2013

ANZE 28 AAElE A 7] A=y AS 24 (6) Dongwan Kang and Chaetae Imm, "A

I A7) Qe 7ukel AAdE AR RS study on security requirement and

A= o g7t lok 28l &5 [oT 7171 response for corporate assets in

o} gl E o AZL 7|7]el digh AR Bk odF BYOD environments,” Korea Informa-

9] 7|zAts 2 Ees 4 9l tion Science Society, pp. 747-749,
B A= 7149 BYOD 376l mulad o5 2014

2 AR Hgke) digt 23S Ssle] majd nal 9]¢ (7] Keun-Young Lee, Tae-Hyoung Park,

< =3ty ZAAQ oSk AT EH and Jong-In Lim, "A study on roles of

EN0)

BYOD =u}d oy~ AW Wl 3o F-83F 7}o] CERT and ISAC for enhancing the



938 7190¢] BYOD 374l AHule] mutel oo Mu|x wha) 2|42 Abgof wx|= ool 3t o+
security of smart mobile office,” Korea (12) Z. Ahmed, H. Jamal, R. Mehboob, S.
Institute Of Information Security And Khan, and M. Shahbaz, "Secure cogn-
Cryptology, 21(5), pp. 109-127, Oct. itive mobile hotspot,” IEEE Transa-
2011 ctions on Consumer Electronics, vol.

(8) Jae-Ho Lee, Dong-Hoon Lee, and Huy 56, no. 2, pp. 606612, May. 2010
Kang Kim, "Decision support system (13) Ji-Hyung Park and Gun-Kwon Shin,
to detect unauthorized access in smart "Effects of smartphones usability on
work environment,” Korea Institute Of user's satisfaction and loyalty: Focu-
Information Security And Cryptology, sing on moderating effect of terms of
22(4), pp. 797-808, Aug. 2012 use,” Korean Journal of Business

(9] Young-Hee Kim and Kwang-Ho Kook, Administration, 25(2), pp. 811-831,
"A study on priority rankings of Apr. 2012
actions providing personal information (14) Song Jijoon, "SPSS / AMOS stati-
security,” Convergence Security Journal, stical analysis method for writing
vol. 14, no. 4, pp. 9-17, 2014 paper,” 2lcentury-company, 2017

(10) (Hyun-mi Jang and Seng-Phil Hong, (15) S.Sharma, S.Durand, and M. Gur-
"A framework for personal information Arie, ’Identification and analysis of
handler in smart device environment,” moderator variable,” Journal of Mar-
Journal of Security Engineering, 11(1), keting Research, vol. 18, no. 3, pp.
pp. 13-24, Feb. 2014 291-300, Aug. 1981

(11) J. Anderson and D. W. Gerbing,

"Structure equation modelling in
practive: A review and recommended
two-step approach,” Psychological Bu-
lletin, vol. 103, no. 3, pp. 411-423,

Aug. 1988



A B 1 53 =A] (2018. 8) 939

(M X290

1t ¥ $ (Byoung-Woo Park) A3

19974 24 FA Wt AAAA =4

20104 84 A=disty HrEAUSI ARFAst) Aa}
2018 8¢ Advhsta A uuekglEay whal
(BAHofy wuld el B2 9] [oTHF, AJA®lEek

¢

2 A & ( Seok-Eun Jang) A3

2001L4 29 AdAd gy Ax 2335t 24

20054 8Y: AZEtw AR EAYEY MR T} AA}
20189 8Y: Ayt AW B d =3x] ukxlubA] _/r_a
(A 2ok A Hel, muleluel, Abo]w] 2ol

o] & 7 (Eun-Kyoung Lee) 34

20004 294 FFuisty FFEFE £4

2011 8Y: o|stodxief gt A ATt e AR R st} A}
20184 8Y: Adistw HR R FHA A 5
(FAlEel) ARR I AA, AAAN R, [TRAM I~

°] 4 & (SANG-JOON LEE) éﬁ%
199130 Ao St LA o]

—~

19934 Aol stal AAgA gt 015}*4
1999 Avl st AAHEA 3kt (o] s
199511 ~200541 Ao shar 7 344
2005%1~2007 A7 el sl SlEflAg B
2007 ~&A At AedE R
(Al Foly AGAHRA A8 AvnlEATFE AT EY o] e AHHHES





