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ABSTRACT

ICN architecture, one of future Internet technologies, proposes that content request packets toward a content source can be
responded by several distributed nodes. So, ICN can solve network congestion which is happened around content sources
and provide a seamless content distribution service regardless of the network and system statuses of content sources.
Especially, CCN implements content caching functionality in network nodes so that such intermediated network nodes can
themselves respond to content requests. However, when receiving content from distributed nodes, users receiving content
cannot authenticate the nodes providing the content. So CCN is vulnerable to various attacks such as an impersonation
attack, a data pollution attack, and so on. This paper first describes CCN content authentication and its weakness. Then it
proposes an improved content authentication scheme based on a blockchain and evaluates the performance of the proposed
scheme.
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Fig. 1. The structure of Block and Transaction for CCN Content Authentication
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