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ABSTRACT

Cloud computing has been activated globally due to the demands of the 4th industrial revolution and the efficient use of
IT resources, and domestic usage is also increasing due to legislation and related laws. However, domestic financial
companies are subject to various regulations due to the importance of their information and the ripple effects of accidents
such as outflows. Only non-critical information processing systems that handle non-critical information are allowed to use
cloud computing. Financial companies are required to set specific criteria and judgment to distinguish them. In this paper,
we propose a method to enable the financial company cloud computing to be more active by specifying the ambiguous non
- essential information processing system designation standard and making it easier to designate.

Keywords: Cloud computing, non - essential information processing system
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Table 1. Definition of Cloud Computing

Institution name

Definition

NIST(National
Institute of
Standards and
Technology)

Users borrow and use
IT resources (software,
storage, servers,
networks) as needed,
real-time scalability
according to service
load, cost-effective
computing

Gartner

A form of computing
that utilizes Internet
technology to provide
highly scalable
resources to many
customers as a service

Forrester
Research

Standardized IT-based
functions are provided
in IP, are always
accessible, are variable
in response to demand
changes, pay for based
on usage or advertising,
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and provide a web or
programmatic interface

Environments that can
distribute large amounts
of data in the Internet
virtual space using
web-based application

IBM .
software and import or
process the data from
various terminals such

as computer, mobile
phone, and PDA
Based on virtualization
and distributed
TTA(Telecommuni processing technolo_gy, it
. means a computing
cations .
environment that rents
Technology
.. large-scale IT resources
Association)

through the Internet
and pays as much as it
uses.

gl W A7} A1 g M
FEE 7 7ol FeSE AFYE e 9T
ome] e AL 22 2E 3

Aow wx FF7ITAA AN
SDLC(System Development Life Cycle) Z&
Al2g &8sl weks A4 skthe).

Faretl g A4 AFE UK, WA,
ARz FEAR el S AFE E8o] /s
gt 5712 2dll(Front End 29, Processing &
9 Storage =¥, Service X9, Community
Unit 29)& AA 3kdehT).
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(Information Security Management System)
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3 ol4r dlAE $l8l W SLA(Service Level
Agreement) 1, Hlole AALA 7], HelH
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Fig. 1. World Public Cloud Computing Market
Outlook(Unit: billion dollars)
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Fig. 2. Configuring the World Cloud Computing
Market(Unit : %)
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Table 2. Cloud computing usage by financial
sector users

Credit

Card 16

(16)

Etc.

(11) 6 5

Total 35 1 10 6
(52) (67.3%) | (1.9%) | (19.2%) |(11.6%)

domestic Overseas
. . financial financial
financial Cloud Cloud
Area ou subsid ou subsi
provid . provid .
iary diary
er er
Bank
@) 2
Security
1) 3 4
Insurance
(16) 8 : ! 6
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Table 3. Considerations when using a financial
company cloud computing

cloud 1) Selection and contract of
computing cloud service provider
introduction | 2) Set up a transition plan to
migrate to a cloud service
1) Protection measures when
use cloud using the cloud computing
computing 2) Link with internal systems
of financial companies
1) Manage “Service Level
cloud Agreement”
. 2) Cloud asset management
computing .
3) Disaster recovery and
Management L
incident response
management
ex post facto Switching Cloud computing
management and Closing

Item Contents

Non-Critical Information
Processing System
Designation Criteria and
Procedures

1) A financial company can
designate a system with low
impact on the safety and

cloud R .
computing reliability of electronic
Target financial transactions as a
. non-critical information
audience

processing system
2) When a cloud company
complies with the "Electronic
Financial Supervisory
Regulations”, it can use the
cloud without specifying a
non-essential information
processing system
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Fig. 3. Personal information non-discrimination
procedure
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Table 4. Designation Considerations for
Non-critical Information Processing System in
Financial Institutions

Item Considerations
. 1) Information Valuation
Processing . .
information 2) information forgery,
Modulation, leakage effect
Other Level of interference with
System other systems in case of an
Connectivity incident or disability
Importance of information
System .
processing system tasks such
Importance .
as recovery target time
Uses of Information
system Processing System(Operating
systems, development / test
Usage .
systems and simple
facilities.etc.)
Number of Apphcable by user typg su'ch
svstem as outside (customer), inside
M (in-house) Information
users .
processing system users
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Fig. 4. Procedures for designating non-critical
information processing systems
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Table 5. Personal information impact assessment
items and weights

Applicable wei
matter ght
Resident
registration
number,
Passport
number,
Driver’s
license Not
number, assig
Foreigner nable
registration | (unid
number entifi
Account ed:2)
Number,Cre
dit and
check card
number,
Credit
rating etc.
Thought/
belief,
Join/Leave
of Union or

.. party,
Sensitive Political

information 3

view, (unid
Sex life, unic
entifi

etc.(Pn‘vacy ed:2)
Invasion
Information)
Health
Medical status,
Information medical
records,

Item Explanation

Unique
Identificatio
n
Information

Credit
Information
Privacy
property
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medication
history,
family
history of
major
diseases,
etc.

Location
information

GPS and
other
personal
location
identifiable
information

Identificatio
n
information

Name,
address,
email,
mobile
phone
number,
birth date,
gender, etc.

Human
information

Education,
occupation,
height,
weight,
marital
status,
family
matters,
friendship,
hobbies,
etc.

IT
Information

IP address,
MAC
address,
cookie
information,
site visit
information,
etc.

Non-identif
ving
information

Unidentified
information,
statistical
information,
subscriber
orientation,
etc

Other
information

ID, occupa
tion, other
internal id
entification
information,
etc.

No personal
information

If you do
not hold or
handle

personal
information
Personal | Unstructure Handling
informat d data information
ion is informal
type by file /
image /
voice etc.
Formal data Handling
information
formatted in
DB
Important Handling
Information information
Masking is masked
for
important
information
Handling
encrypted information
is encrypted
No personal If you do
information not hold or
handle
personal
information
Number More than If you hold
of 1 million or handle
personal personal more than 1
informat | information million
ion personal
information
Less than If you hold
1 million or handle
personal less than 1
information million
personal
information
No personal If you do
information not hold or
handle
personal
information
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Foma gu uz A wa ez o g i
A AF JVedE AElEE sle] w9 2 Information Low 1
SR B D P access is
granted not
Table 6. Information importance evaluation only within
items and weights the .
organization
Item Explanation Level wei but also
ght outside
Influence of If there is a High 3 User's High 3
information risk of Information personal
leakage significant specificity information
loss or Unidentified Medium 2
disadvantage User Personal
to the Information
organization Not employee Low 1
at the time of or personal
leakage information
If there is a Medium 2 Forgery and If there is a High 3
risk of loss to alteration significant
your influence obstacle or
organization loss of the
in the event organization’s
of a spill, business and
your service in the
competitors event of
may be forgery or
beneficial to alteration of
your business, the asset
or your
business In the event Medium 2
strategy may of fraud or
be inevitable tampering,
- some of your
If there is no Low 1 organizational
darpa.ge or tasks and
minimal .
. services are
impact on the expected to
performance of fail or be
the . damaged.
Ogia?i: ;(}n Assumed Low 1
leakage forgery gnd
Inforrr}a.ti.on If informa.tion High 3 h;jéniiginn%al
accessibility access is
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impact on
organizational
tasks and
services

Table 7. Service impact assessment items and
weights

When asset High 3
forgery and
tampering are
likely and
verification of
data integrity
is difficult in
forgery and
tampering

Possibility
of forgery

wei

Item Explanation Level ght

If there is a
possibility of
forgery and
tampering
with the
asset, but
integrity
verification
can be
performed
during data
falsification
and tampering

Medium 2

If there is Low 1
little chance
of forgery and

tampering
with the data

and data
integrity can
be verified
during data
falsification
and tampering

Failure to
provide service
using handling
information will

cause serious
disruption to
the entire
organization or
customer
service.

High 3

Failure to
provide service
using handling
information If

the service

causes some
disruption to
some business
or service of the
customer

Medium 2
Service
Impact

When the
service using
the handling
information is
not available

When the range
of occurrence of
the disability is
low or the
range of
influence is
extremely small

Low 1

FeE ARY A8E ekl Az dhal A
A

Recovery Time Objectives) <] 5o gt
SHS AHslE Au|s9) ddite] gle AMEE H
g HARE 7R A 229 &5 fAE
gt T8 AR|s w34 2] AMuj=el A
$ 7FEAE EA Fosle] AFAHRY Fanst H
AR Y E BT A BAA2E AAHE AF3] A
Ed =S )

Services for
providing
financial

services that High 3

have a direct
impact on
customers

Services for
development
Service and testing of
attributes financial
services do not | Medium 2
have a direct
impact on
financial
services.

Services for
internal Low 1
business
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operations that
do not affect
financial
services

Need recovery
within 3 hours High 3
after failure

Need recovery
within 24 hours | Medium 2

RTO after failure
(Recovery
. If you do not
Time have a separate
Objective) P

recovery target
time or are Low 1
selected in a
range of more

than 24 hours

FehE ARY ANAE Beead s A
ol vlg g AbEAE Gk 9ok SlaA

28 A Alzmglel B AAp g )IE R 5o o
S

S SR A A AEkaL ol & 4

4

Table 8. How to use in weight evaluation

Evaluation How pros and cons
method
Review the Objective and
Review related detailed review
materials materials possible, but
provided at there is a risk
the time of if there is a
request or discrepancy
from time to between the
time data and the
(Network actual
diagram, DB configuration
schema,
security
measure
definition,
encryption
status, etc.)
interview Review of It is possible to
operation grasp the
status or current status
policy in detail but it
through is required to
interview filter subjective

judgment

Direct access There is a way

Actual to the to get the most
check system accurate
information and
a limit of
manpower and
time
Review It is possible to
Expert through make an
Review expert accurate
groups judgment in less

time, but there
is a lack of data
leakage concern
and
understanding
of unique work
in the
organization
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Table 9. Personal information impact wei-
ghting evaluation method

. How to calculate Evaluation
division .
by item results
Personal
information
property
weight(1~3) Sum result
Personal of each
Impact of information type item
privacy weight(1~3) weights
Personal =3~9
information
count
weight(1~3)
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Table 10. Information importance weighting
evaluation method

How to
calculate by
item
Information
leakage impact
weight(1~3)
Information
accessibility
weighting(1~3)
Information
specificity
weight(1~3)
Forgery
influence
weight(1~3)
Weight for
forgery
possibility (1~3)

Evaluation

division
results

Sum result
of each
item
weights
=5~15

Information
Importance
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Table 11. Service Impact Weighting Method

L How to calculate | Evaluation
division .
by item results
Service Impact q It
Weight(1~3) um resu
; - of each
. Service attribute .
Service . item
weight(1~3) .
Impact weights
RTO —3~9
weight(1~3)
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(3~9)

Table 12. Selection method of importance
evaluation object based on the influence of
personal information

Classification
Important
information
processing
system
Information
processing

3~6 . system

importance

evaluation
target

Item range

7~9

Privacy
importance
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(5~15) + A =g =
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Table 13. Selection method of non-critical

information processing system using

information processing system importance

Item range Classification
Important
inf ti
Importance 17~24 n"orma. on
of processing
. system
Information v
. Non-critical
Processing information
System 8~16 .
processing
system
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