789

Journal of The Korea Institute of Information Security & Cryptology ISSN 1598-3986(Print)
VOL.28, NO.4, Aug. 2018 ISSN 2288-2715(0nline)
https://doi.org/10.13089/JKIISC.2018.28.4.789

ID 7Pk A% 718€ ol IP 7hilz 9% o 7] weh
u.EEg*

+ T = =F
$A Y SHNE YSY UFH %S
Acism

[P Camera Authentication and Key Exchange Protocol Using ID-Based
Signature Scheme*

Jin Young Park,* Chi-ho Song, Suk-young Kim,
Ju-hyun Park, Jong Hwan Park’
Sangmyung University

(@] oF
e =

A P9I EA AHEEE TP heEle 2ol 778 S 4202 [P At Alofshe 71eg ARl o
Azt AA g Jato] Bl TP 7iWje} AZEQJO|E AXsta, [P 7hlelel Zutdd 7]7] 7t 9
g 59 A5 AXA "ok 2y dA AMEEe B2 AFS 1P 7}“113}54 mnted 7)7] ZF BokAd
2 a5 FA 7 ASEs BE D 2 AaErt 2R k& se EAE olvh olEd A
o & %51‘?:01] 1% ID 7]k AH71HS o]43k A% olF 4 7] w3t ZRE IS Aoksit} A|AE TR E
b AT g 1P Fhe el ‘H“JE ID ¥ =9 =f o] g3l AudlSs st (2)
14 1P 7hel s 543 5 ole ID 2 f2yer) 235 ¢donl (3) ti-Awt 7]
S AlFstar, (4) R FAAER ozl ID-71HF Mo mixE BvU7|E A
%7]4< 7Fl(honest-but-curious) AZAbell Wajr= bdAdS 71xlc}

‘

o
1m=’
Y
=
4&

do
[rt
mlo mlo
2

@t ol [
)
NN
A
o,
rlo
X2
,_4
_.a N
o, r
2
NE N‘E

3|
i
>
>
oo
_(|)(_|l
2
=L
OU:
odt
rjd

ABSTRACT

Currently widely used IP cameras provide the ability to control IP cameras remotely via mobile devices. To do so, the
IP camera software is installed on the website specified by the camera manufacturer, and authentication is performed through
the password between the IP camera and the mobile device. However, many products currently used do not provide a
secure channel between the IP camera and the mobile device, so that all IDs and passwords transmitted between the two
parties are exposed. To solve these problems, we propose an authentication and key exchange protocol using ID-based
signature scheme. The proposed protocol is characterized in that (1) mutual authentication is performed using ID and
password built in IP camera together with ID-based signature, (2) ID and password capable of specifying IP camera are not
exposed, (3) provide forward-secrecy using Diffie-Hellman key exchange, and (4) provide security against external attacks as
well as an honest-but-curious manufacturer with the master secret key of the ID-based signature.
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Fig. 1. IP camera operation protocol
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Fig. 2. New ID-based authentication and key exchange protocol
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Fig. 3. New IP camera operation protocol
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