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ABSTRACT

The sovereign state has the right to engage in self-defense or war with the approval of the Security Council when it
receives an invasion of territory from a foreign country. War is conducted under the principle of the necessity and
proportionality of self-defense. In case of cyber attack, proportional countermeasure must be made through attack means and
effect analysis, and cyber weapons need to be classified for this purpose. Therefore, this study aims to provide a rational
and legitimate response according to the necessity and proportionality of the self - defense right by suggesting definition and
classification criteria of cyber weapons. In this study, cyber weapons were defined as “means of collecting, attacking, and
protecting information using cyber technology in the cyber space according to military objectives. Based on existing weapon
systems and public cyber weapons cases, cyber weapons were classified as (D cyber weapons for information gathering, @
cyber weapons for attack, and (@ cyber weapons for protection. We suggest the considerations for applying the proportional
response according to this functional classification. In order to guarantee the principle of proportionality to cyber attacks in
the future, the classification study based on the cyber weapon effect should be conducted. This study has conducted an
exploratory study on the classification of cyber clusters which constitutes one axis of the proportionality principle.
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Table 3. Classification table of cyber weapons
(technology)
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Traceback system

BDA system

Cyber mines and
booby traps

Main Mid
Cate ) Small Category Case
class
gory
Weapon system for
Zeroday Attack
5 Weapon System for Vault 7
> Social Engineering Star virus
3 Data Collection Careto
& Signs of FinFisher
g infringement For Pegasus
B Warning Weapon X-Agent
é—' system Infojack
E- Weapon for Phishing
I3 Vulnerability SCAN attack
g Identification Snufing
2 Situation Spqofing
2 recognition weapon Sniffing
= system Social engineering
= Weapon system for hacking
abnormal state
reasoning
Weapon systems
linked to physical
weapon systems .
CryptoLocker RedBrowser
Latent / standby Zeus Gabir
Q weapon systems Mirai G
< Petya avno
g Closed network Locknut
= Shamoon
P weapon system o Skulls
@ Metulji
© > Controlled weapon botnet DDoS
g =3 ft X EMP
s |5 system after Mahdi i
® = invasion StarDust lrojan
% R . Session
& obotic weapon Dexter L
g system Cardtrap.A Hijacking
- p. Electronic
Contlnuous . Jamming
variant-generated Infojack N
L WinCE/Ter ano
weapon systems it Machine
Nano weapon 1a
system for HW
attack
Surveillance
technology system Monitoring technology
Authentication and Authentication
Recognition System (expression) technology
Cryptographic Cryptography
system DDoS technology
2 Specific attack D I)I)Itcchn(zloiy 1
=S response system 9"8 mage echnology
g Attack I Biometrics technology
= ack prevention Subchannel attack
=1 system

prevention technology
Forensic Technology
Attack Location Tracking
Technology
Cyber mines
Cyber booby trap




912 Aol §7] 25

AA A B A

ru

1&43 /‘}Ol‘ﬂ%—l}ﬂwi S92y AR
o] el FAFh= ks Fal 73E A fel= &
wolztar dok & Zo|r}, EHAH R FA3 AHu=
k=X A29] WF R o]ofA|A el wEhA AlelH
HugA] FEE AR g $53HE(0OSINT
© Open sauce Intelligence)& HAE} 244
] R3] S5 ARELh 20174 89 vl §
& F34 DI EZEAES FolA ALgskA]
SHEs AAE slisich. ol 5 AlFe] GPSAHR, A

(B)ds A= 2 A AlA A= wlolE
Aol 2H5ASE e & 4ok wltelw, Azt
= ue] Fo MRS T By S Qivke
7VsAd wjielct. (28]

Z%E_/\ﬂ(il_‘;:r)%

<3

AtolW F71 A A= Zeroday
Attackg F7AA, ARl AseAlg 1A
7:“, jt]loﬂz]“o‘ Warnmg 7] ]7:“ _I,]okﬂ /Jﬂi.s_
FAA, AL FAAA, o] FES

d

T T
ZVAAZ 'Pr‘rer sttt @'Zeroday Attack &
Zrauk= A 7129 A= ukgo] &

FAR ole.
FHel glon dAAl HopdE SAH R A s
Aol 24w wA 2] WEoleh. v NSAE of
g Al AEHes digsh] flstked
Zeroday Attack= 93 #Al5E FAH L

sk gleh. @A e AR S TAAE
AL FA iAol FMdE Zohlz] #sl
Al 283 FpHo)7] wtel ol & f1d FAAE
oR% AL WA Flojrt, A RE HFE|
& 3} ol o getr] fI3F AmellM 83t
F71A Al @AAAF Warningd F71AA=
sjo} F3] Aupd] de] A5How ANE o 2
A& F¥ska Zopfle] Aastar Heolgshr] #1d
ZIAAlele, A2k 4 dEHerr wheA] HAad
ZIAAI}. @HFA AEE FIAAE oF A
HAHdS Aol dHelA Adse F71A M‘ﬂr

r”: Jlm -

L do, mﬁl (Mo mX

o

=

to dm 1o o u

o N,
2
T =
.
ok,
N o
)
p
L E
N
q o
1r°
2
X 7
o 2
2o
3
>,
olth
&r%
Ol_n_tﬁ
>
—_
=
UZ ot

fe o S
>,
=2

N
>
o
-
E
y
O>’
X,
o
1
=2
o
=)
o
T
o
Tt

sl % e e A4S o) 27
WE, S BHSEEE fola)
HuGA G Al 271 Ajeluy7] A
o) daAs) AERAslA Aolu el A
Aol A3t 1%, EH B4 o4
Py FAsHEE AR Aot

N
2
N
rr
ox
i)
=8
>~
>
)
2 z
oo & b §2 FH o O & ofy & M

L
I~

i)

422 SAME)E Ato|#{F7]

A S Aol Frle oA FrIAAS} o
THe FAAL S/ F21AA, AAES
ZIAA, A F 2% 7Fd F7IAA, 23 571

AR, A%AR WE ARY T, HW 344
Yedd AR BRE 5 st Ul $1A
Ask QAERE FAAE T A4S Aol
gelo] FAG oA AL wAF Fo1AAe]
o m@ Eeld YR 398 Hud nE E
AZE Al gzrA ool Holch. weka Aol
5 el A0S BAe A5 $Ysel 5

FYAel 249 Aol o

o @AE/A1Y FAAAE B9
O duk AbEle] vle) ARele] FARY] WH
WS, A 4% Age] MAg WA
Fusieh FA BHYFE Sdste ool
ANTE AN B AgEe kst
Wee 23 G] WEel 2 ) AR 23]e
we Al Ak A ook AEE Teishel

FAEgTh webd Al e gARe] mAe
A= glon HT HihelA= S
grgcta geh(29). @AY F
]"— ZHE /)73 o] AP kA=
g} gAlol= 958 Frlea b o =
Holeta & 4 et FAA A PL e 24
o] =& Alsste] FAAL & =

EE k= Frlelrh ol& 4 %Hdiw gk <17k

°¥ﬂ
[o



AHR 533 =wA] (2018. 8) 913

RE Xorfr do
m% )
(o}

1
2 ot
olf 7% |o
(o}
2 tﬂﬂl
m >
b
oyl
olo
_O‘L
oH
B
N
R
N
oz
}q,
i
[o
N
L

coo R o & ool
2

i
b
N oftt
—d
3
2
2

o

/Ké 3]

4 oL

o~
20

N

=

=

&)

On:

-2

>

‘ o,
_}é

i{

fr

o}

)

N

>

=

)

=

o T,
3

i
ol
ko
i)
e 4
i
4
N
T
S
o
=
o
h)

2ol S7]5h AolnlF7]e)
Agct HWE 37307 YaiHe =2
ARk S22 F717F A9
sl SWel HWell FAlel &
Ae 2ot Adid a7t 2

TS
o
)
bt
N
% o
2 Hn 2L

2

—d

71 A Aol A
A Hepd A
7] wolct,

(
-

WY, Y o g o 0150 iil N OI'N l"ll‘

O o puf 2

AAA, SNGFAA, Aol Az 2 pnlEY 5
itk DA NEAAE g 3
22 A ok AAel HalE 54 Al

Yomd ARA&SES Hush] A% FolAAe]
o @% 2 AAAE A A v A 2A
WA ol e Az e 7 =R o Fas]
wpel wsks FAAel olRe 1R HR
e A AT FA B0 3]
g Aok Aol ATHACE Fobd 5 gk
AR e 544 FEe 5AA ddow
FEehs Ze el $ Lspdels] wEeld @
FEAAE ARp ) A FeelA daAel 5
goleh, e WAL AR HEE Ba slelE 7Y
S Ae WESHE Aok F Aol @54 3
A B AAE A AoluFdeA 7SR
o= ob7e] HopEL Hobd Aol7] Wil ol o)
Sa7] A obel WHE AT HHHE 5
Qalof @k webd clke 2ARAS AR A

dAgAAE e B

=
[2al
ofd
)
rlo
o

Ach
o,
.
i
)
ol
)
:(l)lé
ol
rn‘.
Iy
Y
”
£
i}
>,
o
A
=S
® T

A A BAL PAS] A HESRe] e
sla) seisloleh. @24 AA 3
Sap| FAAE S ok s g ¥
717 ek, 443 BT nlegS Ag Flele
DAZAAA BARe] L] /Y 2]
o FAL S & 5

7 olgieh, e} AME Fele 2Re S B
7] wrhs $A4E S4%n 1 dRE Frks
7ol B Fasteh o debha 1 ol et o
o ol§% JPsAE Q) uhelth, meh s
A BANE AR A AEe BB 9 doleg
915 AY7|soleh, @NHAAA Bedete] <dvh

F A% 1 AFnE B4 sk s A
WEAe] Aol E sk whzelest 2 A
b A A SaE Wk 1 FeE A
W AZke WEAL) o] ohly] whielth, @ xjeld
A% R yElERe A 34 A EAL Fa A
FE ol AEAel Bololeh FARe SEel 34
4 S §7] w2 AlolurlEg ol

u

% 2 o =2

5

AE WEE TR o 3 4 3 Al
A AR A ARE 4 e B Pl

2% 4+
2 AA5] AH8E 5 9tk
4.3 HIEHE Che 98t TEIAE

B Aol wle e TAT A

Ak, ofito] whe wla] Auo| weh ofgsie]
ol gael e WA B FUg el
e} ‘6“_ ;51

T ooft @ k1 3 3 ol

ol
o
o
o
bt
I
2,
ox
olo
o
rie
Y
td
fru
ot
s
o

o
—

o
=

4
oo
o
,
o
o
-,
L
)
fr
2
1
>
1o oft ot T

o
Hﬂm{ﬂ
ot oy A

[e]
olc}. ol B FRE wis sk AAle)
Pe dhgwelch A, slel mege 5

=
<
= T
d3h Aagle] el7b b Aol e eS T
ohe Zlelth QAm FRwe 9704 AddA €
=

=



914 Aol §7] 25

AA B A

e B3hE BT 4 ole 1 s

e
s,

Hol-

|

¥

Froll M2 Ared, ¥
o A AR, AEAAE Aolle B
Bl I A FTAAE EXsty FR, o
HFAEES 3Qlsly] 9ste] Abgsic) wlebd wv|EA
o4

S e A S8l DAl 34 A

= o

o

>

Eiﬂoi}ov

PRI £ AR 4 it S A
&% 93 #4941 A

g *}°IH1—”r7l% A AHgEe] of AAE BE

£2 P theat R,

r
+

Table 4. Consider proportional response to
cyber weapon classification
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Scale
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