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ABSTRACT

The Fantomas and the Robin are the block ciphers included in the LS-designs, the family of block ciphers. They are
designed to efficiently apply the masking technique, which is a side-channel analysis countermeasure technique, using
L-boxes and S-boxes capable of bit slice implementation. In this paper, we show that the key recovery attacks of Fantomas
and Robin through the related-key differential analysis are possible with 2°° and 27 time complexity, 2°° and 2% chosen
plaintext respectively.
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