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ABSTRACT

With the growing interest in cryptocurrency such as bitcoin, the blockchain technology has attracted much attention in
various applications as a distributed security platform with excellent security. However, Cryptojacking, an attack that hijack
other computer resources such as CPUs, has occured due to vulnerability to the Cryptomining process. In particular,
browser-based Cryptojacking is considered serious because attacks can occur only by visiting a Web site without installing it
on a visitor’s PC. The current Cryptojacking detection system is mostly signature-based. Signature-based detection methods
have problems in that they can not detect a new Cryptomining code or a modification of existing Cryptomining code. In
this paper, we propose a Cryptojacking detection solution using a dynamic analysis-based that uses a headless browser to
detect unknown Cryptojacking attacks. The proposed dynamic analysis-based Cryptojacking detection system can detect new
Cryptojacking site that cannot be detected in existing signature-based Cryptojacking detection system and can detect it even
if it is called or obfuscated by bypassing Cryptomining code.
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Table 1. Characteristics of various Cryptojacking detection methods
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Algorithm 1. Pseudo code for Loop Statement
Detection(LSD) Algorithm

1 procedure LSD(RC, TargetScript)

2 $debugger.setScript($TargetScript);

3 for RC do

4 $exectue_lines.push(runtime. stepInto());
5 end
6

7

8

$LS_found = loopCheck($execute_lines);
if ($LS_found) {
db_update($TargetURL, 'danger')

9 then(() => {
10 $LS_found = false;
11 $execute_lines.clear();
12 s

13 }

14 else {

15 $execute_lines.clear();
16 }

17 end procedure
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