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ABSTRACT

Fingerprint authentication is the most popular biometric in smart devices. However it has vulnerability to fake fingerprints.
This paper shows that it is possible to pass fingerprint authentication of smartphone by creating counterfeit fingerprint
without approval of legitimate users. As a technical countermeasure to prevent such a smudge-based attack, there has been
proposed an under-screen Touch ID with a slide bar, which is a method of removing the fingerprint trail by dragging the
Ul to the side after fingerprint authentication on the touch screen. In this paper, we analyze how the proposed attack
method and mitigation are perceived by actual user through 61 user survey.
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Table 1. Fingerprint authentication in smartphone

Device iPhone 58S, Samsung

63, 7, 7 Plus | Galaxy S6, S7
Enrollment 5 4
Attempts 5 37 in 24hours
Pa-sscode Re After After 24hours
quirement 48hours
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Fig. 2. Attack Procedure
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