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ABSTRACT

PowerShell is command line shell and scripting language, built on the .NET framework, and it has several advantages as
an attack tool, including built-in support for Windows, easy code concealment and persistence, and various pen-test
frameworks. Accordingly, malwares using PowerShell are increasing rapidly, however, there is a limit to cope with the
conventional malware detection technique. In this paper, we propose an improved monitoring method to observe commands
executed in the PowerShell and a deep learning based malware classification model that extract features from commands
using Convolutional Neural Network(CNN) and send them to Recurrent Neural Network(RNN) according to the order of
execution. As a result of testing the proposed model with 5-fold cross validation using 1,916 PowerShell-based malwares
collected at malware sharing site and 38,148 benign scripts disclosed by an obfuscation detection study, it shows that the
model effectively detects malwares with about 97% True Positive Rate(TPR) and 1% False Positive Rate(FPR).
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Fig. 2. Structure of RNN with LSTM Cell

LSTM A& AMH3k= RNNellA ¢ A7E wA o
Aol =83k y, 5 T8k e 4 (D 2

a, = tanh (U, + W"h,_, +1b")

vV GE (i, f,0),G = (U%,+ W,_, +b°)
Cz:Ctﬂsz"'atXZt

h, = tanh(c,) X o,

y, =2(Vh,+c)

(s1gm01d) o) L
A4 2dFo R &
=

>
~
F—w m

AOlE Fholth 1B z,c= EHFOAMY 24
t Al EE AXks}
) 4}151 7}%7(] U, Wlﬂi ijﬂ: %t (bias) b

. M2 dhe

- o
3.1 Alag 7

2 Rl A Albehs Azge ofd Fig. 3914
G oale] = We AW mUESE BRAR
5o} giet.

9 A medAe s90d arex e
495} QAES Y. wUHgs
FFE ohest 2t

e
of, of, ox,

B

+ cmdlet 3%

o Yut Z2 g &

¢ COM(Component Object Model) A w4
= 3=

o Tl 2]l a AA Wi 3%

PowerShell Command Classifier
& Execution
Engine Moni (CNN + RNN)
onitor Bemgn

Fig. 3. Structure of The Proposed Model



AH B 533 (2018. 10) 1201

BRI e Qe Hes) el
A CNN3t RNN ol 54& FEsha oy

of F-5 Aekgie}
71% Hendler 5(5]3 FireEye(18]9] <17
Ae AR 233 e @ W98 2] wAd RS
& HAl 0|83t v

e RelE 94T S glon, 97 mde] e
He E4o] by £JH Wl AAEwr}

: 4
ol o7 WHEe] ddol Aoz Fxd
A AeE 2AsE As TR Aol

5 T3 2agieg 9 28 AHow sl
€ Anteme deldelx AAE ofw zhglo] 53
GA| gfefehs dlel| A7 EAldhe Zloltt. ol
e WE AW 2UEE e oA Al
oA AAZ ow o] AYHEAE 233 EL
chekdt Fef Wyl A FAHor wmuEE
3, CNN3} RNN% o]-8-stef olle] madat <zt
a2|a o]2e] FAdA o A R AEE

HE Ay ZUHe A il oJalEedl
‘System.Management.Automation®] <= ¥
gl F7Jske] AAFe2H cmdletdat ozt o
Wb Z2 o gl ZEdea A4 Wiz aga
COM AA| Wazrl 32=90S o B8 o]F3 <
AHES FEIL, o Al SAURE R A
gt} Table 1.¢ f1%=% 109 394 Wz 504
uée:]

] isy 13

>
o

=

AL,
Ho N
2,

3
HEe A9 A Z
5o} Agsle] xd@dT) of|E 5o cmdlet?]
‘Microsoft. PowerShell. Utility ZEeol <3
£ ‘Start-Sleep©] £&% ul ZES o]E%
o7 FE3I-S we] vix|ut chole} W o5&
gste] ‘Utility.Start-Sleep o2 %&3}0],
=29] 7% ‘System.Net.WebClient” -
o %3] gl& vla=9l DownloadString©]
7d$- "WebClient.DownloadString &=
th olF &3 HE o5 A RECV F
ol5o T8 & 7HAd YR T3 4 9l

ol

[ef

° o T o

=,

i
> o mfe 2% B gy g 3% Ho n@

T

Table 1. |Inspection Points of PowerShell
Command Invocation (System.Management.
Automation.dll)

Invocation Type Inspection Point Method
v yp (Class)
Cmdlet / Native DoExecute
Executable (CommandProcessorBase)
NET Framework InvokeMethod
Object Method (PSInvokeMemberBinder)
COM Object BindInvokeMember
Method (IDispatchMetaObject)
‘Write-Host 5 &% 3 = 9goly
Tmport-Module' & =& & =gzl zlo] A3
Holx Axwle s wH#] ¢kon 93]y B
Bl wol=R A8E 4 gl HEEe A
A gron] FA (49 o)F, AAE) Ao olF

Ak #Ad ehelet AL o ol % 3
4 of3z o] Folql FAhed
ooyt Zeags AT o AgEE 7w 4

=
Q) 57k ot FA},

Fig. 4. Overall Structure of Classifier



1202 e A 2ue=s 5 2dE

o83k T} Ayt A ZE A why

3.3.1 CNN &/

-
*
~
()
Q)
—

-1 % & (
NI 1)

aea 097 e st A Hlg
vl ekobl ohEAe) A% Bleslt akeh il
WA A dele Q) WS 12 A4
223 9 ABE B F ol A SaA o

= AR w2 she] del saic. ol wet
gPo] do] = 627} Hr}

Zzke] W7 we Qs A 64FAA T AL
sk o] F W ¥ dehdivh 93 49 9
Ad mUE A AFE 73 w6l o8 642AE
U A7 =80, Qo] - T sl 'y
Hg®l A <A} F AHolrh oF 5%wte] 6434
Jidl oleldt A% Basebd FARlel A
Tnvoke-Expression’ % %#-S 53 Asis]o] o]

3%
& o] muE A W] del® ~zElE
A B g FRo| gelw Z oo
ool 7] wtolct,

EAde] Al p4zAtelmz Y] o
64013, 64370} e Frpade] A e
< d(ulD& g}, wepa shte] e
A= ‘64 X 62" 2719 PR mH=C)

rr N

O

=2 |

A%

e
fe de e

3.3.2 CNN
A7 e ABFA Z(convl) - A &
Z(max1l) - ALEFA Z(conv2) - HHUF:

T4 Table 2. 9‘r 7‘4 B =Roa] A3l ol
& 274810 opd 1A (¥A) Hejolmg, A3t

Table 2. Structure of Convolution Layers

Layer Kernel Stride | Filter Output
input - - - 64 X 62
convl 3 X 62 1 128 64 X 128
max1 2 2 - 32 X 128
conv2 | 4 X 128 1 64 32 X 64
max2 2 2 - 16 X 64

29 S 3340] ohiz 239 Aejele)
2zte] Wy o aAe FAe AR B
AR 16 X 64 Z7]e] o] ek o]F HAA
102474919 WEHZ w5 o7l g Eajele]
ome W TH & AN FReks 4498
Z7hale] 1,02841419] 54 wEl S W

=2

3.3.3 RNN

ONNelA A3 shle @e me alxe] 54
e S shje] A7 Bz W AeH RNN =
Qo Aekaiel A7 WAS e W W 1 -
R I I E S B L |
I I IE S I S A L
daich Bl Qleleke Welel A4 A 64

(o3

N2 R Ak e FHe 7R AR
gt ole mUEE A3} 99% ol AIE,
o 95%° A ~AFECAA 6470 olste] me]
AdEglen, o] e FA b AeEes o
oul Zg Ao 35S A9ty i wHe
Hat b $7F 4 olskel A& wHd Aol

RNNE % /o] e42e 7 74 edZee
25670 LSTM Alo] A-g-%

A3dee opy o¥E wusbl A4, ok
A7k wHAS] LSTM A 345} k5ol % 4=

LI

2o A o AAERS F Y &3S
7 2 29 51209 eEE A Qo 2

43 e ReLUT AR o 4=
934 2A2Y 39S st ghol 0.5 ol
ol o4, 0.5 mirtelw Aafo g Addgict

al
=

v. &

i
0kl

7t
4.1 &3 GlolE

A& A volel 594 A epase] 4



A B A 5 8}3] =

A

(2018. 10) 1203

% ‘virusshare.com’, malwares.com” %5 <A =
E TR AlelEedlA A7 1916705 o]8-3ksdtt.
I71ellE 73719 ‘kovter, 56709l ‘poweliks’, 53
Mol ‘dridex” WE, 13709 ‘rozena ¢ M=
E 5 Z§Ee] glen, olefom oty S
T 58 29 52 A ~33E
Zrsle] Adsle tZr], 74 Z=
oAl Ee] Z=g WEed| 2rxsle] A
B, FAANA A zwlel gk A Ak

Wro] T oguldal oI Eo] %3

AEG 5] ) A A
S vz AR 5 go] S
4]

[e)
Zolu} £

1m

1

o
o o

o%
o,
rir
fr 2 % do mu K

=)
Lo g

ok
2 o
9’

Lo

_>|:
s
{j b

N oo ot -
o |m

_,d
1

. o

By
o U

R=X¢)

o°‘;:,

=

vy

2

B

oL

o =
> 2
o (i
fn

i
it
mofm o

ol
=
12
o,
TXJ

Ta

Eal Al Aol A TN AE dle]
HU7)E 01%3} ek o] AZE dlelel ‘Github,
‘PoshCode’, PowerShell Gallery, Microsoft
Technet ScriptCenter’, ‘Github Gistoll4 4=
e A ~3E SdF BE AR o] Fo|A
gem o] F FAS AHBA| ot Ade] b5
gt s} ~3RlE sk 38 148705 Add] AFes)

r'u L0 Y,
oo 0[}(

= Ixrt 201849 24 28% 1
Aol el E2E A2 20189 39 1dFE 99 7
A7lxQl 35070 A= FAES om] A}
HES A HiE Mo 9541709 Tels
A= et A 28,6070 shele s
A% Aler AHgsigrt

o

oy

Table 3.° 24‘3]3]'9\)\
He Ag wyEE Tandar] AellA FHRE
Ae FE(24]04 o] 88 7S gkl sl

Table 3. Experiment Environment Specification

Virtual Machine For Execution Monitoring
Windows 10 Pro N (Version

oo 1709, Build 16299.125)
Powershell 5.1.16299.98
NET
Framework 471

Classifier Training & Testing System

CPU AMD Ryzen 7 1800X
RAM 64GB
GPU NVIDIA GeForce GTX 1080 Ti

ZH YA L] Felz 2AE FAe] Z=
(managed code)7} AgE w AzjEl 3H73ql
‘AppDomain’e] A=<, o] A IANA A}
4=5& 7]% ‘AppDomainManager 2 4l
ZApAle] gt AxE FHag: EEo A FA
AT Aol 7hsdiet. AxE FHas o4l
Al AppDomainel A Izl oAl &7} 2=
o] 9l=A] Fal %]-37_ o] A Egle ¥3txEl EXJ3 &

(3 A A AA-) 9] 7Ale] ZET) o= vlR
g F4E g} g 3 & 5 ek
EH71E= o] 3.5.2¢} TensorFlow zhe|H

5.
22](GPUS 1.8.0 #A) 5 o83kl F-&dsaich.

4.3 &8 2
431 33 4dd 2LH

[>
111
o ot & >

THAe] F2 5§ Zrauo} v~ FA wl=
2 5ol g3 o|xH R A3 ﬂ ‘Start-Sleep =

w2 A A

1—L°ﬂ dx %oﬂ/ﬂ Agste WHogE ~33E
FAAe AMSI & ~33E B 278 Ea4

selsirnt, el AAE 7= Add-Type'st
oA AZF Wir)sk= ‘Start-Sleepd IFE EE
2AE T4 AT F glE WolARE, B =l



1204 e A ZUEEs) § 2 ol 8

& 94 A s B

—
$o0 = Add-Type -memberDefinition $c -Name "Win32" -
namespace Win32Functions -passthru
$x=%$o:VirtualAlloc(0,0x1000,0x3000,0x40);

[Byte[l1$sc = Oxfc,0xe8,0x89,(~omitted~),0x33,0x34,0x00;
for ($i=0;$i -le ($sc.Length-1);$i++)
{$ouzmemset([IntPtr]($x.ToInt32()+$i), $sc[$il, 1);}
$z=%o0::CreateThread(0,0,$x,0,0,0);

Start-Sleep —Second 100000

=

| whote e
Lo'; ging Script String VirtualAlloc p——
memset Execution
Module Add-Type CreateThread Monitor
Logging Start-Sleep Start-Sleep

Fig. 5. An Example of Command Execution
Monitoring

Fel Fepal
VirtualAlloc, ‘memset’, ‘CreateThread & %
Fals A7 3RS S 9le] 2aFE] P9E o

wgaA shekshe Zle] FFsshaiv.

A Aekel M3 A mUEE Efils I o]
] 2 5
h=4

it

432 277 &&

w719 st A S 5-fold wAb AS
WALS T3l o] Folint drS BEA A4l s
(stochastic gradient descent)®} Adam 24
A F (TS AHsken], i vE e 2L
2} 01_&.4 52 ALkt vy elE =37)=
1000132 7+ Ak Aot 3 AlS 104 8HE3)
A s

77 AGAA S Ao SAell
uks}t o] Atashe AAF WS 9] flske] o
2 7HE "}%‘3}314 st A olA AR = A
ghapell 5 B1E 9ol &
Z(norm)& A3 vl gow 23 7lEA 9 A
So] AAA AR AL en, B{71e] o
AEZoE 293 ez (.59 FERE k=
AREEA] 3= =Feb-(dropout) 7IW(12]&
fo}

)

=Y

2
ofp
_O‘L
2
T

|m
E
E
n.k{o
o
12

E“ﬂ‘ﬂ *M GaelE olg S A 919
olgah=d|, dwalFel o8 A=
2z 25704 Zd

42166706l o= 5 BFRAolzhs Bal} A
o olz s ¥R mde] woAHoR ey
AL o] e AR Aske] ol AR 2

e

by

Az vlgel (n,) 7 FaFsch 714 =
A A A So lwl vEl, 1) wlde] A=
2 zAsle o, 1d /AASE A 7
Hlgo] Fdg 7 } o] wAsl= axbr} szt
of 1 AHEFOEA g sk wlol wla)
wE 4ue] TPRE) 78 Aol of 10@7}%] 3
Al Aol Fsalgde.

B ERAe w3 dERYZ 2§ uee Ta
o 4} ~3E Anke] BRolA wHAF e 1
iz Agel, A 471 A4S ohFe Ane] B
Froll A LA W gl 54 ()5 Falo] o
= AT A1) okl e ZEg)

p= (e s (2)

nm,al

g & AR 2TRE AE 5 g & AYTE

433 77| M5 It

719 Aes B S8 B =welAe
TPR., FPR, Z8]xZ Area Under Curve(AUC)
E AMgshlen, 5] wmal AAZelA] i gES
JE Axsle] 719 Wi Aes A

TPRE ‘recallelztr= E2v, #A
AE FollA Arvhd B2 A5 e
=Alel gt Blgoltt. FPRE A A4
AE FolA] Arht B2 AES oMo A5
stgd=Alel  tigh wlgeltk.  1E]al Receiver
Operating Characteristic(ROC) #5719
7 71l wel deA= (FPR, TPR) 455
gk Aolnd, o] A ofef e Zv|E EHT
AUCe]t}. TPR¥ AUCE &5, FPRS #+
5 3 Aol o

Table 4.°l4= <AAke] ARG o -9} o=
o e o wWE Ao WEE FAEIH
oA FA FAIZE Fate] 3FeIA AAgE 7|2 A
olk. 7% AN El2E A J1E oF 97%9

[> Mo 1 o
W o L
oy
m{m;&}-n

r
=4 o km M

N

i:'l



AH B 533 (2018. 10) 1205

Table 4. Classifier Test on Various Parameters

ARG X O O O O
LEN 64 16 32 64 128
% V| 0.9924 | 0.9963 | 0.9970 | 0.9973 | 0.9955
¢ | T]0.9871 | 0.9919 | 0.9898 | 0.9923 | 0.9816
T V| 0.9821 | 0.9834 | 0.9827 | 0.9866 | 0.9834
g T]0.9726 | 0.9589 | 0.9634 [0.9737 | 0.9691
E1v|0.0200 | 0.0102 | 0.0096 | 0.0099 | 0.0096
g T]0.0213 | 0.0096 | 0.0096 {0.0103 | 0.0099
V : Validation Set / T : Test Set

ARG : Use of Arguments
LEN : Maximum Command Sequence Length
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