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ABSTRACT

The block cipher Zorro is designed to reduce the implementation cost for side-channel countermeasure. It has a structure
similar to AES, but the number of S-Boxes used is small. However, since the master key is used as the round key, it can
be vulnerable to related key attacks. In this paper, we show key recovery attacks on Zorro using related-key differential
characteristics. In addition, the related key differential characteristics are fatal when Zorro is used as the base block cipher
of the hash function. In this paper, we describe how these characteristics can be linked to collision attacks in the PGV
models.
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Table 1. The related-key differential
key-recovering attack complexities
Data Time
. . Reference
complexity | complexity
Chapter 3,
) Related-key
24 24
32 bits 2" cp 2 differential
partial attack
key
recovery ) (2]
2742 op 2042 Differential
attack
Chapter 3,
X Related-key
24 96
2 P 2 differential
attack
128 bits
key (2]
recovery 267 cp 2968 Differential
attack
. (2] Linear
45.4 455
2 KP 2 attack

* CP: Chosen Plaintext, KP: Known Plaintext

Table 2 . The collision attack complexities on
Zorro based PGV model
PGV corrrlrpl)iiity Pav COI‘;IT;III;iity
No.1 253.2 No.7 22(].7
No.2 253.2 No.8 220.7
No.3 9532 No.9 9532
No.4 253,2 No.10 2532
No.5 253.2 No.11 22(].7
No.6 253.2 No.12 2207

* The actual collision pair for PGV Nos. 7, 8,
11, 12 is attached int the appendix.
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Fig. 1. Zorro's encryption Process
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Fig. 2. Zorro’s differential path
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Table 3. The difference value satisfying the
differential path of Fig. 2.

No.l] A|B|C|D|E|F|G|H]|I
1 |136]1568| 22 | 22 |149]175]178 164 | 88
2 | 158|136 22 | 22 |175|149 164|178 | 0
3 | 92 | 55 | 107|107 |143| 50 | 225|138 |183
4 | 55|92 |107]107] 50 |143]138]225| 0
5 | 22 | 78 | 88 | 88 | 98 | 138|254 166|123
6 | 78 | 22| 88 | 88 |138]| 98 |166|254| 0O

No.| J | K| LIM|N|JO|P|Q]|R
1 | 0 |205[178] 20 | 178|254 254|185 51
2 | 88 |178]205|178| 20 | 254|254 | 51 | 185
3 | 0 | 56 |225|255[225|169|169| 89 | 145
4 |183]225| 56 | 225|255]169 169|145 89
5 | 0 | 25 |254| 80 |254|213|213|210]204
6 | 123|254 ] 25 |254| 80 | 213]213|204]210

No.| S| T | U|V|W|X]|Y]| Z
1 | 0 |123)85|136] 0 | 35 | 42 |131
2 [123| 0 |136| 85 | 35| 0 |131| 42
3 | 0 |234]168| 92 | 0 | 93 | 113228
4 12341 0 |92 168| 93 | 0 |228]113
5 | 0 247179 | 22 | 0 |140]168| 58
6 |247| 0 | 22|79 [140| 0 | 58 | 168
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Table 7. PGV-Model No.7

1V
{102, 186, 99, 106, 185, 126, 62, 233, 157, 29,

56, 129, 30, 132, 35, 126}

M1 M2
0x2995CD00, 0x290BDBAF,
0x00939093, 0x001B8606,
0xD2E02917, 0xD27E3FBS,
0xEB00B000 0xEB88A695
0x1EE45ED9, 0x1ETA4876,
0x8402B67B, 0x848AAOEE,
0xES8EBA99, 0xE510AC36,
0x4C9119E8 0x4C190F7D

Table 8. PGV-Model No.8

1V
{145, 27, 92, 156, 188, 217, 193, 179, 235, 90,

157, 100, 233, 58, 174, 252 }

M1 M2
0x8C4A87D9, 0x8CD49176,
0xCB0035CF, 0xCB88235A,
0x435A9980, 0x43C48F2F,
0xBD6F6380 0xBDET77515
0x37E0ACTL, 0x37TEBADE,
0x4C02612F, 0x4C8ATTBA,
0xF845B22B, 0xF8DBA484,
0x856DF560 0x85E5E3F5

Table 9. PGV-Model No.11

1V
{234, 116, 234, 213, 159, 135, 211, 35, 229,
42, 55, 239, 204, 240, 198,222 }
M1 M2
0x4EE2F02F, 0x4E7CE680,
0x963AC11B, 0x96B2D78E,
0xEB66BA52, 0xEBF8ACFD,
0xBCBA9CO00 0xBC328A95
0x8C889AFT, 0x8C168C58,
0xC82886CF, 0xC8A0905A,
0x29B5D057, 0x292BC6F8,
0x76A8AAD4 0x7620BC41




1068 Zorro®] 37| AEEALE o] 43 7] H 34

]

=i
=

PGV-Zorro9| &==4%

-
34

Table 10. PGV-Model No.12

IV
{215, 145, 92, 60, 8, 127, 67, 29, 220, 49, 48,
146, 143, 53, 139, 234 }

M1 M2
0x98C37474, 0x985D62DB,
0xA1FE1675, 0xA17600E0,
0x98B4CBBS, 0x982ADD17,
0x3E97BFT71 0x3E1FA9E4
0x0DE97680, 0x0D77602F,
0x3647801E, 0x36CF968B,
0x0D1CCIEA, 0x0D82DI45,
0x042EE31A 0x04A6F58F
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