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ABSTRACT

Recently, a family of lightweight block ciphers CHAM that has effective performance on resource-constrained devices is
proposed. The CHAM uses a stateless-on-the-fly key schedule method which can reduce the key storage areas. Furthermore,
the core design of CHAM is based on ARX(Addition, Rotation and XOR) operations which can enhance the computational
performance. Nevertheless, we point out that the CHAM algorithm may be vulnerable to the fault injection attack which can
reveal 4 round keys and derive the secret key from them. As a simulation result, the proposed fault injection attack can
extract the secret key of CHAM-128/128 block cipher using about 24 correct-faulty cipher text pairs.
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Table 1. Number of round key candidates
according to correct-faulty cipher text pairs
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