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ABSTRACT

This study analyzes cyber security strategies, laws, organizations, and the roles of the ministries in the US, Germany, UK,
Japan, China, and Korea and draws implications for establishing a practical and efficient next generation national cyber
security governance. Under this goal, this study analyzes cyber security strategies, laws, organizations, and the roles of the
ministries in the US, Germany, UK, Japan, China, and Korea and draws implications for establishing a practical and
efficient next generation national cyber security governance. Based on the results of this analysis, this study suggests
suggestions and directions for improvement of domestic cyber security governance.
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Table 1. Key Functions of National Cyber
Security Governance

Key

i Detailed Functions
Functions

+ Establish and coordinate national
cyber security policies and strategies

* Establish and coordinate national
cyber security basic plan

¢ Operate National Cyber Security

1. Establish and Center

coordinate ¢ National Cyber Security Committee
national cyber
security policy N

Composition

Planning and coordination of national
cyber security task

* Establishment and coordination of
private information protection policy

* Establishment and verification of
cyber security budget

. ¢ Kstablishment and operation of cyber
2. National

Cyber Crisis
Response

crisis management system

¢ Operate Cyber Threat Joint Response
Team

* Protection of national information
network

3. Public ¢ National Infrastructure Cyber Security

domain cyber
security ¢ Development and distribution of
security system for public institutions

¢ Public sector cyber security control

¢ Cyber security diagnosis of major
infrastructures in private sector

4. Private + Cyber infringement incident

domain Cyber management

Security * Private cyber threat information
sharing

¢ Private sector cyber security control

¢ Coordination of national privacy policy

5. Personal + Deliberation and decision of personal

Information information protection policy

Protecti
rotection ¢ Deliberation and decision of personal

information protection basic/execution
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system (Cybersecurity Dashbaord, CSD), =A%7]%
Operation of Joint Inspection Team 1 . .
for Personal Information Protection }‘\lo‘iz{’ (Internatlonal Telecommunlcatlon
6. Cyber Establish and coordinate cyber Union, ITU)SL] Aﬂ 7;]]A]_O]H-]_H;_QJ—Z]Z\F(G10ba1
S. it security industry regulation policy . < == 2 akx]
Io;urlpy Promotion and support policy for Cyber Securlty Index, GCI) , ETX‘i S o‘i%
B eyber security industry Z(Australian  Strategic Policy Institute,
7. Enhancing Cyber Security R&D ASPD®] ol-ejx]9] lo]r A% (Cybersecurity

Cyber Security

Enhance cyber security awareness

Capability Training cyber security personnel
8. Cyber International cooperation on cyber
Security investigation

International Global cyber threat information
Cooperation sharing

9. Electronic

Establishment of electronic financial
security policy

User protection of electronic financial

Maturity in the APAC region, CSM)2| 37}
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Table 2. The Relationships between the key
functions of national cybersecurity governance
and cybersecurity international index

Financial
. system
Security -
Securing the safety of electronic CetirEmay Cybersecurity
financial system International Index
10. Medical .
inf © tlca Establishment and promotion of Key Functions CsD GCI CSM
information -
it medical security policy 1. Establish and
securlty coordinate national cyber @) O O
11. Industrial Establish and promote industrial security policy
Security security policy 2. National Cyber Crisis 0 0 0
Establish cyber security audit plan Response
3. Public domain cyber 0 0 X
Federal agency audit and budget cuts security
12. Cyber 4. Private domain Cyber 0 0 0
Security Audit Audit of major national infrastructure Security
5. Personal Information
. - X . (@] O X
Private infrastructure audit Protection
Financial institution audit 5. Cyforer Staawiiiy X X O
Industry
Development and certification of 7. Enhancing Cyber
public sector information security Security Capability ) O @)
13. Information standards 8. Cyber Security X 0 0
Assurance Development and certification of International Cooperation
private sector information security 9. Electronic Financial X X 0
standards Security
14. Cybercrime 10. Medical information 0 X X
Investigation Cybercrime investigation ey
Response to cyber terrorism... 11. Industrial Security X X 0]
Establish tactics and strategies for 12. Cyber Security Audit @) O X
15. Cyber cyber warfare 13. Information 0 o <
Defense Construction of cyber defense system Assurance
Cyber Weapons Development and 14. Cybercrime X 1)
Research Investigation
Collect domestic cyber threat 15. Cyber Defense X X @)
16. Cyber information 16. Cyber Threat 0 0
Threat Collect cyber threat information Information Collection
Informz.itlon overseas * 0/X: Presence or absence of item
Collection

Cyber threat information
management, analysis, and provision
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Office of Management
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6. Cyber Security Industry
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8. Cyber Security
International Cooperation
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10. Medical information
security

Department of State (DOS) |

11. Industrial Security

12. Cyber Security Audit
13, Information Assurance - /
14. Cybercrime

Investigation

15. Cyber Defense F
16. Cyber Threat
Information Collection

Fig. 2. Implementing agency by cyber
security function in US (11)(12)(13)(14)(15)
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Fig. 6. Implementing agency by cyber security
function in UK (20)(21)(22)(23)
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Fig. 8. Implementing agency by cyber security
function in Japan (24)(25)(26)(27)
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