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ABSTRACT

The field of post-quantum cryptography (PQC) is an active area of research as cryptographers look for public-key
cryptosystems that can resist quantum adversaries. Among those categories in PQC, code-based cryptosystem provides high
security along with efficiency. Recent works on code-based cryptosystems focus on the side-channel resistant implementation
since previous works have indicated the possible side-channel vulnerabilities on existing algorithms. In this paper, we
recovered the secret key in HyMES(Hybrid McEliece Scheme) using a single power consumption trace. HyMES is a variant
of McEliece cryptosystem that provides smaller keys and faster encryption and decryption speed. During the decryption, the
algorithm computes the parity-check matrix which is required when computing the syndrome. We analyzed HyMES using the
fact that the joint distributions of nonlinear functions used in this process depend on the secret key. To the best of our
knowledge, we were the first to propose the side-channel analysis based on joint distributions of leakages on public-key
cryptosystem.
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A4 HelE  logll, expll . Goppa
o}l g(z)=z’+g,,1zt_l+..+go

9 L. = {agma, 1}

1. for z—O n— 1

2. for j=0:n—

3. pmy<—hw(j ) PME Mat, .,
4. meth(log[j])

5. m4<—hw (loglj]+1og [k, [t—1]])

6. m < hw(mod(log [j] +1log[h, [t —1]]))
7. pmy

%hw(exp[mod(log[ﬂ+log[hi [t—11D)
8. for k=t—2:0

9. pms(t_2_k)+6%hw(hi [k’])
10, pmgy_ypyor<—hw(loglh;[k]])
11, pmygy_o s« hw(loglj] +log(h, [k]])
12. PMs(i—2—-1)+9

«—hw(mod( log[j]-i-log[hi &)
13. PMs—2-k)+10

—hw( exp[mod(log [7] +log [hi DD
14. end

15. for k=0:t—1
16, pmyis; <hw(logh, (k]| —loglal)

17. PMegg 5t 42
«—hw (mod(log[h, [k]] —1oglal))
18. PMgt5:+3

th(exp[mod(log[hi[k“—log[a])])
19. end
20. ctjep(PMﬂ
21. end
22. ozj%argmazj(CTﬁ
23. end

24. return Ly, = {ag, -, }
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a:g0+(a0 X hO[O])
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