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A Disassembly Technique of ARM Position-Independent Code
with Value-Set Analysis Having Symbol-Form Domain*
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ABSTRACT

With the proliferation of smart mobiles, disassembly techniques for position-independent code (PIC) composed of ARM
architecture instructions in computer security are becoming more important. However, existing techniques have been studied
on x86 architecture and are focused on solving problems of non-PIC and generality. Therefore, the accuracy of the collected
address information is low to apply to advanced security technologies such as binary measurement. In this paper, we
propose a disassembly technique that reflects the characteristics of PIC composed of ARM instructions. For accuratly
collecting traceable addresses, we designed value-set analysis having symbol-form domain. To solve the main problem of
disassembly, we devised a heuristic using the characteristics of the code generated by the compiler. To verify the accuracy
and effectiveness of our technique, we tested 669 shared libraries and executables in the Android 8.1 build, resulting in a
total disassembly rate of 91.47%.
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x86 architecture

_1686.get_pc_thunk.bx: MOV  EBX, [ESP]
RET

[Pattern 1] CALL _ i686.get_pc_thunk.bx
ADD EBX, 0x1281180

ARM architecture

[Pattern 1] LDR R2, [PC,#0x100]
ADD R2, PC, R2
(0x01281180) ...

[Pattern 2] MOW R2, #0x1180
MOVT  R2, #0x0128
ADD  R2, PC, R2

[Pattern 3] ADR  R2, #0x1280000
ADD  R2, #0x1180

Fig. 1. Example of address calculation patterns
with relative address 0x1281180 in PIC on x86
and ARM architectures
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0x2A9C PUSH {R4-R6, LR}
Ox2A9E Mov R6, RO

0x2AA0 Mov R4, R2

Fig. 2. Example of the literal pool
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CASE 1

0x0800 DCD  0x01234567
0x0804 DCD  ©x89ABCDEF

0x1000 SUB R2, PC, #0x408 // R2 — {0xC00}
0x1004 SUB R3, R2, #0x400 // R3 — {0x800}
0x1008 LDR R4, [R3] /1 R3 — {0x800,0x804, ...}

0x1100 ADD R3, #4
0x1104 (MP  arbitrary
0x1108 BNE 0X1008

// R3 — {0x804,0x808, ...}

CASE 2

0x1100 P R3, #OxOF

0x1102 BHI.W Jabel

0x1106 TBH [PC,R3,LSL#1]
0x1108 DCW  relative address

0x1128 DCW  relative address

CASE 3

0x1100 CnpP R3, #0x02
0x1104 ADDLS PC, PC, R3, LSL#2
0x1108 B label
. B label
0x1118 B label

Fig. 3. Example of position-independent code
that makes it difficult to accurately collect
addresses
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Fig. 4. Overview of disassembly process
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global function_map, block_map, no_return_func_list

procedure Disasm_Function(addr)
if addr & function_map then
function_map[addr] < Disasm_at(addr)
if function_map[addr].is_no_return() then
no_return_func_list.add(adbr)
end if
end if

. end procedure

. procedure Disasm_at(addr)

queue. put(adar)
iCFT « {}
while not queue.empty() do
tgt_addr < queue.pop()
if tgt_addr € block_map then
continue
end if
disasm_result « Disasm_Block(tgt_addr)
block_map[tgt_addr] < disasm_result.get_bk()
iCFT.update(disasm result.get_iCTF())
for b € disasm_result.get_branch_addr() do
queue.put(b)
end for
end while
for i € iCFT do
for a € analysis_iCFT(i) do
disasm_result' « Disasm_at(a)
disasm_result.merge(disasm_result"')
end for
end for
return disasm_result
end procedure

procedure Disasm_Block(addr)
disasm_result <« init()
while true do
result — Decode_at(addr)
if result.id = BL then
tgt < result.branch_target_addr
if tgt € no_return_func_list then
return disasm_result
else if tgt & function_map then
Disasm_Function(tgt)
end if
. // something
else if result.is_branch_instrunction() then
return disasm_result
else if result.is_instrunction() then
. // something
else
raise error
end if
end while
end procedure

Fig. 5. Disassembly algorithm
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Inst. set Success Failure Succ.%
ARM mode 0xDCDC6637 0x232399C9 86.27%
Thumb mode 0xF33012C1 OxCCFED3F 94.99%
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State = Registers + Stack — gValue
Registers = {RO,---,R12,SP,LR,PC}
Stack = {SP} x of f
Immediate = {—232,--- ,—1,0,1,--,2%% — 1}
Offset =
addr € {0,1,2,-.. ,2%2 —1}
mode € {ARM, THUMB}
val € Value

val = IMM(imm X addr)

| PC(mode x addr)

| MOV (val X addr)

| MOVT(val X val X addr)
| ADD(val X val X addr)

| SUB(val x val x addr)

| LDR(val X val x addr)

| ADR(mode X val x addr)

Fig. 7. Domain of value-set analysis
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Table 1. Transfer function of value-set analysis

Instruction Format Propagation

mov d,m stt(d) « stt(m)

mov  d,i stt(d) + {MOV(IMM(i, a), a) }

movt d,i stt(d) «+ {MOVT(v,IMM(4,a), a) | stt(d) # ¢ Av € stt(d)}

add d,m,n stt(d) «+ {ADD(v1, v2,a) | v1 € stt(m) A vy € stt(n) A ~checklIter(vy, a) A -checklter(vs, a)A

(isPcBased(v1) A isCodeAddr(vy1) V isPcBased(vz) A isCodeAddr(vy)) }

add d,m,i stt(d) « {ADD(v,IMM(i,a),a) | v € stt(m) A isPcBased(v) A —checklter(v)}

sub d,m,n stt(d) « {SUB(v1,v2,a) | v1 € stt(m) Avs € stt(n) A isPcBased(v1) A isCodeAddr(vi) A —checkIter(vy,a)}
sub  d,m,i stt(d) « {SUB(v,IMM(i, a), a) | v € stt(m) A isPcBased(v) A isCodeAddr(v) A checklIter(v)}

1dr d, [m,n] stt(d) « {LDR(v1,v2,a) | v1 € stt(m) A vg € stt(n) A isPcBased(v1) A —checkIter(vi, a) A ~checkIter(vz,a)}
1dr d, [m,1i] stt(d) + {LDR(v,IMM(4,a), a) | v € stt(m) A isPcBased(v) A ~checkIter(v)}

1dr d, [SP, ] stt(d) « stt(SP,1)

str d, [SP, ] stt(SP, i) « stt(d)

adr i stt(d) + {ADR(getMode(),IMM(i, a),a)}

others stt(d) < ¢ foreachd € getDestinationRegs()
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Table 2. Rate of full coverage of disassembly

path | /system/lib/* | /system/bin/* | total | prop.

succ 590 22 612 |91.47%
fail 56 1 57 8.53%

total 646 23 669 100%

Table 3. Accuracy comparison between IDA Pro
and our disassembler

path Our disassembler IDA Pro

succ 612 615

fail 57 54

proD. 91.47% 91.92%
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