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ABSTRACT

As the development of quantum computers becomes visible, the researches on post-quantum cryptography to alternate the
present cryptography system have actively pursued. To substitute RSA and Elliptic Curve Cryptosystem, post-quantum
cryptography must also consider side channel resistance in implementation. In this paper, we propose a side channel analysis
on NTRU, based on the implementation made public in the NIST standardization. Unlike the previous analysis which
exploits a thousands of traces, the proposed attack can recover the private key using a single power consumption trace. Our
attack not only reduces the complexity of the attack but also gives more possibility to analyze a practical public key
cryptosystem. Furthermore, we suggested the countermeasure against our attacks. Our countermeasure is much more efficient
than existing implementation.
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Algorithm 1. Decryption in NTRUEncrypt

Input: Trinary polynomial FELZL,,

ciphertext eER

Output: m=f - e(modq)
1. for 0=i< N do
fi—F,Xp

end for

Jo—fot+1

for 0<j< N do
ti—e, ><fj

end for

for 1 <i< N do

9. gy 0

10. for 0< i< N do

11. Lipj <t Te, X[,

12. end for

13. end for

14. typy_1<0

15. for 0 i< N

16.  m,<(t;+t,, ) modq

17. end for

18. return m
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Fig. 1. Decryption of NTRUEncrypt

Fig. 2. Enlarged Low Peaks
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Fig. 3. Result of SPA against f=pF+1

Fig. 4. The Average of 10 Power Consumption Traces of Polynomial Multiplication using Grade

School Multiplication Method
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Algorithm 2. Countermeasure of NTRUEncrypt
Input: ciphertext polynomial eER, and
F', an encoding of FEL;

Output: m=f - e(modq)

1. for 0<i< N do

2. PE<-pXe,

3. T[]<r D> r is a random
4.  T,[2]<r

5. ]}[4]%7‘

6. end for

7. for 0<i< N do

8. for 0= j< N do

9. ]—;-ijodf\/[F ](;T;-%—]nmd v[ /H’PE
10.  end for

11. end for

12. for 0 <i< N
13 my—(((73l4]—
14. end for

15. return m
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