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ABSTRACT

The purpose of this study is to support flexible authentication functions in various services using various types of user
information. Rather than requiring the same level of authentication for all services, the goal is to identify the level of
authentication at the time of user authentication and to increase convenience and efficiency by dynamically granting
authority. In this paper, we propose POSCAL (Protocol of Service Control by Authentication Level) protocol which can
control service access based on various local authentication information. To verify the function of the authentication
framework, we developed the electronic wallet service based on the POSCAL authentication framework and evaluated the
implementation function based on the use case scenario. The proposed protocol satisfies user and message authentication,
confidentiality of authentication information, integrity of authentication history, non - repudiation of authorization, and access
control by service according to security level.
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3.3.1 AUTH_REQ

AUTH_REQ XAl AHAP} Qlge] 283

Table 1. Data structure of AUTH_REQ

AuthREQ ::= SEQUENCE {
versionEXPLICIT Version DEFAULT v1,
userlD PrintableString,
applD TA5String,
challengeValue BIT STRING,
authReqltems AuthReqltems,
suggestPolicies SuggestPolicies

}

Version ::= INTEGER { v1(0), v2(1), v3(2) }

AuthReqltems ::=

SEQUENCE SIZE (1..MAX) OF AuthRegltem

AuthReqltem ::= SEQUENCE {
authReqltemType AuthReqltemType,
authReqgltemBody ANY OPTIONAL,
reqAuthLevel INTEGER

}

AuthReqltemType ::= INTEGER
{ UserAuth(0), UserReg(1), MsgAuth(2) }

SuggestPolicies ::=
SEQUENCE SIZE (1. MAX) OF SuggestPolicy

SuggestPolicy ::= SEQUENCE {

authnrList AuthnrList,
admissionLevel INTEGER,
comments PrintableString
}
AuthnrList 1=

SEQUENCE SIZE (1..MAX) OF Authnr

Authnr ::= SEQUENCE {
majorType INTEGER,
minorType INTEGER,
authnrOID OBJECT IDENTIFIER OPTIONAL

MUl ~E 23S vl POSCAL A#7} ARl 7l
dFs &bl fE Bl xRl
AUTH_REQ "IAA & ASN.1(Abstract
Syntax Notation number One)22 3%7|3ld
Table 1.3} #& F+x2& 2=,

e versione POSCAL ZREZ9] vA-& vepd
c}.
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3.3.2 AUTH_RESP

AUTH_RESP ®lA#]%= AR} POSCAL A# 2
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]S el

Table 2. Data structure of AUTH_RESP

AuthRESP ::= SEQUENCE {
userCERT BIT STRING,
orignAuthResp OriginAuthResp,
signatureAlgorithm AlgorithmIdentifier,
signatureValue BIT STRING

}

OriginAuthRespBody ::= SEQUENCE {

version EXPLICIT Version DEFAULT v1,
userlD PrintableString,
applD TA5String,

challengeValue BIT STRING,
authRespltems AuthRespltems
}

Version ::= INTEGER { v1(0), v2(1), v3(2) }

AuthRespltems ::=
SEQUENCE SIZE (1..MAX) OF AuthRespltem

AuthRespltem ::= SEQUENCE {
authRespltemType AuthRespltemType,
authRespltemBody ANY OPTIONAL,
respAuthnrs RespAuthnrs

}

AuthRespltemType ::=
INTEGER { UserAuth(0), UserReg(1), MsgAuth(2) }

RespAuthnrs 1=
SEQUENCE SIZE (1..MAX) OF RespAuthnr

RespAuthnr = SEQUENCE ({

majorType INTEGER,
minorType INTEGER,
authnrOID OBJECT IDENTIFIER OPTIONAL
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Table 3. Example of local authentication type

classification

Table 5. Example of local authentication policy

Lv. | Local auth. module Remark
majorType minorType OID PIN Knowledge base
ID/PW (1) 1 Includes 2nd level | Includes all higher
Knowledge | PIN (2) auth. modules level auth. modules
base(0) Pattern (3) Fingerprint Inherence base
others (0) 2 Includes 3rd level | Includes all higher
Security card (1) auth. modules level auth. modules
i OTP token (2) i o1 Knowledge
Possession OPTIONAL PIN+Fingerprint | "y 1 o ence base
base(1) HSM (3) 3
Includes 4th level | Includes all higher
others (0) auth. modules level auth. modules
Fingerprint (1) 4 Iris Inherence base
Inherence | Iris (2)
base(2) | Vein (3) o2 #7314 Table 6.3 & 725 Zerh
others (0) gk Aus Aol Auls MR 2T QA
o FFE AT 5 glon, o] F o4 OL% i
Fofeil, A <lS Egel wid so|EsiEy 2 A AaAel7h Rsseh21)( )2
Y AEE vhEo] AlFAH <A AAS A8 Aol ZelEls Alaxle] olZ= o) w}g} A
]
- sk AplsE AEa 4 ol WA 2% Al AUTHREQ

Table 4. Data structure of local authentication
type classification

AuthnrList ::=
SEQUENCE SIZE (1..MAX) OF Authnr

Authnr ::= SEQUENCE {
majorType INTEGER,
minorType INTEGER,
authnrOID OBJECT IDENTIFIER OPTIONAL

HA212]  authReqltem.reqAuthLevel Zxdf
s WAA] e QS 87 SHE AdAste] ARSRlelA
Q1=S a3 4= 9lr} Table 7.& AH]2 AlH|ollA]
Aelshe Aula AZA o] AR o] E2] oot}

e Mulx AHZAl AA go]E& ASN.1oE
#7181 Table 8.3 & 725 Z&t},

fet Ze 24 Q% BE BF AR AR AHE
Aol A AuE &43le], AUTH_REQE FAlsh=

Table 6. Data structure of local authentication
policy

ServicePolicies 1=
352 MH|A FIZMO MM MY SEQUENCE SIZE (1..MAX) OF SecervicePolicy
ServicePolicy = SEQUENCE {
27} 3 3 2] AN
Zze] Aules Aw) 2 AR Z‘jlxﬂ(ﬂ = authnrList AuthnrList,
A4 5 & E 37] Sl A Hol & HH]Z\— admissionLevel INTEGER,
A U)ol $1x)8)4 FelEe, AUTH REQ =IX1#19) comments PrintableString
suggestPolicies ol F3lE|o] Au]~ Feloldl }
E2 At AuthnrList 1=

Table 5.3 Aulz Aulel] gejshs Q1% el
WE AF 5 4P AA Holwe] delr}.
st 24 A% BE wE olg A% BES 2%
sfel S3e AT & sleh21),

A

o
o] v 27 3% =E M Ho|&& ASN1

SEQUENCE SIZE (1..MAX) OF Authnr

Authnr ::= SEQUENCE {
majorType INTEGER,
minorType INTEGER,
authnrOID OBJECT IDENTIFIER OPTIONAL
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Table 7. Example of service access control
policy

Service Er Service Type
Join 1 Registration(1)
Secession 4 User auth.(0)
Log-in 1 User auth.(0)
Account inquiry 2 User auth.(0)
Transfer(less than 300,000 won) 3 Message auth. (2)
Transfer(over 300,000 won) 4 Message auth. (2)
Transfer history inquiry 2 User auth. (0)
Paynent(less than 300,000 won) 3 Message auth. (2)
Payment (over 300,000 won) 4 Message auth. (2)

Table 8. Data structure of service access control
policy

AuthReqltems ::=
SEQUENCE SIZE (1..MAX) OF AuthReqltem

AuthReqltem ::= SEQUENCE {
authReqltemType AuthReqltemType,
authReqltemBody ANY OPTIONAL,
reqAuthLevel INTEGER

}

AuthReqltemType ::=
INTEGER { UserAuth(0), UserReg(1), MsgAuth(2) }
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Table 9. Summary of POSCAL authentication
framework

Auth. architecture Separate local. an.d
remote authentication
Number of private keys 1
Number of public keys N
(certificates)
User and .mesjsage Available
authentication
Authentication data .
confidentiality Available
Autheptlcat}on data Available
integrity
Non—repudﬁlat{on of Available
authentication
Service-specific Available
access control
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