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ABSTRACT

The Al speaker is a simple operation that provides users with useful functions such as music playback, online search,
and so the Al speaker market is growing at a very fast pace. However, Al speakers always wait for the user’s voice,
which can cause serious problems such as eavesdropping and personal information exposure if exposed to security threats.
Therefore, in order to provide overall improved security of all Al speakers, it is necessary to identify potential security
threats and analyze them systematically.

In this paper, security threat modeling is performed by selecting four products with high market share. Data Flow
Diagram, STRIDE and LINDDUN Threat modeling was used to derive a systematic and objective checklist for vulnerability
checks. Finally, we proposed a method to improve the security of AI speaker by comparing the vulnerability analysis results
and the vulnerability of each product.
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2.1.1 STRIDE

STRIDE+ 1% (Spoofing), & (Tampering),
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2.1.3 LINDDUN

LINDDUN- <1Z(Linkability), A1 (Ide-
ntifiability), %<1 "WA(Non-repudiation), 7
Z(Detectability), AHXx
Disclosure), W4 E<l4(content Unaware-
ness), AA 4 59 zolﬁﬂ(policy and consent
Non-compliance) 5 77} 7oA ® 4 2)dS
o=k (10) o] H?ﬂ‘j‘“—"— DFD(Data Flow
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Table 1. Comparison of threat modeling
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STRIDE Trike LINDDUN PASTA
Analysis focus Design Requirements Design Requirements
Software Risk Risk
Analysis viewpoint Vulnerability management for Privacy management for
Asset Business
Identification of Data Flow Data Flow Data Flow Data Flow
. Diagrams & S .
system element Diagrams Use Flows Diagrams Diagrams
Threat B
determination STRIDE fctor. Asset, LINDDUN Threat-attack
methodology
Complexity Medium High High High
Documentation and
s Very good Bad Good Good
Last update 2018 2012 2014 N/A
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Fig. 1. Al Speaker Data Flow Diagram
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Table. 2. Al Speaker Attack Library

Type Year Title Author Ref
2013 Embedded Devicﬂes Secqrity _and Firmware 7addach (14)
Reverse Engineering
Conference 2017 Exploiting BlueBorne in Linux-based IoT devices Ben Seri (15)
2018 | Breaking Smart Speaker, We are Listening to you Tenc’%ggrglade (5]
Vulnerability 2018 CVE-2018-9070 MITRE (16)
2016 Hidden Voice Commands Nicholas Carlini | (3]
Paper 2017 DolphinAttack: Inaudible Voice Commands Xiaoyu Ji (17)
2017 Security Analysis of the Amazon Echo William Haach (18)
Security Vulnerabilities in Speech Recognition Oxford
2016 S (19)
Systems University
Technical A Survey of Various Methods for Analyzing the
Report 2016 Amazon Echo Vanderpot (13)
Exploiting the Amazon Echo Dot, Part 1: )
2017 Intercepting firmware updates Vanderpot (20)
Table 3. STRIDE for Al Speaker DFD
.. Attack Threat
Type [No| Name Threat Description Library No
S The attacker masquerades as a User 1285 22% T1
Entity |E1 User 18 2'4 %5
R The attacker denies the control of the speaker ’ 27‘ ’ T2
Entity |E2 | Provider S The attacker masquerades as a Provider 36, 45 T3
Y R The attacker denies the provided of the speaker 36, 45 T4
T Threats to manipulate authentication values in 4, 10, 13, T5
transit 16, 31, 57
Register |1 Threats that expose User's ID, Password 4.13. 16, T6
Process |P1 S ) p ’ 22, 31, 43
peaker
D Threats that prevent you from performing User 4,10, 31, 7
authentication by passing invalid argument values 43, 57
T Threats to manipulate authentication values in 4, 13, 20, T8
transit 31, 43, 57
X : X 4, 13, 20,
1 Threats that expose Users ID, Password 99 31 43 T9
Process |P2 Authentlc —
ation Threats that disable data transmission of 4, 20, 31,
D et T10
authentication values 43
B Threats to gain the priyileges of a router through a 920, 29 30 T11
specific attack
After an attacker obtains an administrator account
S using a random assignment attack, Attacker 29, 30 T12
masquerades as a administrator
. Threats to tamper with existing file system files |29, 30, 45 T13
Process|P3 Routing - - ; p
Threats denying actions such as accessing, running,|29, 30, 43, T14
or tampering with the file system 45
I Threats that expose users’ data flowing through 4,13, 20, T15
the router 22, 31, 43
omit
Al The threat that an attacker sends a malformed
Data D6 Speaker voice file to the server 18, 24, 25 790
Store Voice R A threat that denies attackers from sending 18 24 95 T91
Server malformed voice files to the server. C e
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) Send . Send Send Send command
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sound ] :
l /\ /\ distance wall media
21 )74
Updates 19 @
- 1-day Zero day Replay
malicious Attack Attack Use API ttack
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Fig. 2. Al Speaker Attack Tree
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T 2E Bl AAse] H
2l5 2t olF ¢ls) STRIDEE *

A1E7H4 STRIDE 918 rd=s 3l FHkdd 3
AellA Al 2~9A] B E& Ahaoic), 22y
STRIDEEL 7jel A vl thEk ¢3S

22 3.394+ LINDDUNS o]&3te 7feiAn
Ei Fgoz Al ~3A9 HekeEHS

3.3 LINDDUN I8 =ag

3.3.1 LINDDUN

Table 4. Mapping LINDDUN to DFD element

L|I|N|D|D|U|N

Entity X | X X
Process X | X | X | X | X X
Data Store X | X | X | X |X X

of 3le] STRIDES} f-Akslc}.

LINDDUN-> DFD®| 7 8.4 we} 48==
Mol w913 e] W97t tfE2x, Table. 4= DFD
o 7+ g4 A4 715g LINDDUNS HeE B
Ft (10) § %E ZAZ Al 29A dig

Table 5. LINDDUN for Al Speaker DFD

DFD | 1p |L |1 |N|D|D|U|N
element
. El X X

Entity w2 X X
P1 X X X
P2 X X
P3 X | X X X
P4 | X | X X | X X
P5 X | X X | X X
P6 X | X X | X X
P7 X X

Process P8 X X
P9 X
P10 X
P11 X X
P12 X
P13 X X
P14 | X | X X X
P15 X | X X
D1 X | X X | X X
D2 | X | X X | X X

Data D3 X X

Store D4 | X | X X | X X
D5 | X X | X X
D6 | X | X X X
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Table 6. A part of Data Store of LINDDUN

Attack

ID Description )
library

The user can  be
inferred through voice 6. 10, 16,
L | command information | 23, 25, 35,
of the user in the Al 40, 42. 53
speaker.
Identify wusers through 6. 10, 16,
1| voice files in Al | 23, 25, 35,
speakers. 40, 42, 53
The living pattern and
D1 environment of the user 6. 10. 186,
can be grasped through

D . 23, 25, 35,
the voice command
information of the user 40, 42, 53
in the Al speaker.
6, 16, 18,
19, 23, 24,

D User’s voice command 25. 33. 34,

information exposure
35, 37, 39,

LINDDUN #13& Apdsigler, o Ase
Table. 5ell A sbalet. 22l AP 9o g A
"< Table. 6¢ &% 2Ad3stsict. LINDDUN =
g STRIDES} L& o2, 3.2.19] o9 2jo]r
2zjele] FAE Table. 6 &)

332 fHED

o

DFDS] 74 S0l g $130] AP 7} 9]
of AR B2 918 =S AT oot 9l
SjgEel:  3.3.104 =%%  Table. 69
LINDDUN $1%el shal <stel, 2 9192) 77}
Aol 289 5 oleh Table, 7& #4 el
e AL 2979 9EY %, ARE nelFe,
o]  *2 EAH et ofv] A4E fY=ele] A}
$2 g,

o

Table 7. A part of Data Store Threat Tree

Disclosure of information

3[ID_d

3.1 \ID7d1 ° Bypass protection measures
ID_d5 : Protection measures not
supported

3.1.1

3.1.2 |ID_d6 : Easy acquired access
3.1.3 |ID_d7 : Insufficient verification process
ID_d17 : Supports passwordless

3.1.3.1
accounts

3.1.3.2 |ID_d18 : Predictable credentials
ID_d19 : Tampering threats to the

authentication process

3.1.3.3

39 ID_d2 : Acquisition of data through memory|
" |access
391 ID_d8 : Acquisition of data through
""" |malicious applications
ID_d9 : Acquisition of data through
3.2.2 .
physical access

333 284l

.

o el Hxskslr] 913 A} Aeke AP,

o ATe ¥4 vael ek Anl ¥4

3 oledoz Alee Rt ae AN Rolr)
olof] & del4+= STRIDE, LINDDUN #8

vz Aud S9e Fusel Al 297% E4%

Table 8. A part of Misuse Case

N
1suse Details
Case

Tree @ ID_d

Summary : The user’s information
can be acquired by accessing the
user’s storage, transmission data,
and data not authorized to the
user.

Main Attacker
MUC inner / outer person

A competent

11 Scenario :

bfl. Obtain an accessible path to
the repository.

bf2. Obtain  access to the
repository.

bf3. It retrieves and seizes user’s
data through repository access.
bf4. The user’s information can be
obtained from the data with
insufficient confidentiality.
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wall

Send
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short

distance
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Table 9. DREAD MUC 04 9 2 1 9 2 9
MUC 05 2 2 1 2 2 9
SERDE MUC 06 3 2 1 2 2 10
Threat D R E | A | D | Score MUC 07 2 1 1 3 1 8
Message MUCOS | 2 | 2 | 1|3 1] 9
sniffing | ° | S |3 | 2|1 ] 12 MUCO09 | 2 | 2 |1 ]3] 1] 9
MITM 2 2 3 2 2 11 MUC 10 1 2 1 3 1 8
- SQL s | 3 131311 13 MUCIT | 3 |2 [1[3 1] 10
injection

Brute force
attack 2 3 2 3 1 11
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Table 10. A part of Al Speaker Checklist

. Threat
Type Surface No Detail Nza
T11, T60,
Al | Check number of login attempts limit 61
Confirm password rule settings, including
L A2 | password length and special symbols, alphanumeric |T11
Authentication
. characters
Policy
A3 | Confir f pri g 16, T9,
Application onfirm of privacy exposure T58
Ad Confirm of authentication related information T5, T8,
(cookies, session values, tokens, etc.) T10, T59
APP Permission A5 Conﬁr.m unnecessary permission requests for APP 70, T71
behavior
Apply A6 | Check APK source code obfuscation T70, T74
Encryption A7 | Communication data encryption check T58, ThH9
Port Seannin N1 | Open port check T68, T71
& N2 | Identify unnecessary management ports T68, T71
) o o T27, T32,
N3 Confirm whether sensitive information is T33. T70.
encrypted
Packet Sniffing %8%26
Network N4 | Acquiring sensitive information through MITM T69. T70
N5 | Confirm firmware acquisition T33
N6 Verifies speakericont'rol through arbitrary T93 To4
Packet commands or voice file transfer
Transmission N7 Confirm replay attack possible ' T93 T62
(user account access, speaker function, etc.)
Check H1 | Check UART port T68
Debugging port H2 | Check JTAG port T68
- . o . T38, T39,
Firmware H3 | Firmware acquisition via UART / JTAG port
Hardware Acquisiti T71
caatsition H4 | Firmware acquisition through flash memory dump |T36, T39
i
1r.n?wa?e H5 | Modify the firmware through the boot loader T38
Modification
Confirm ID, password exposures for
S1 T68, T70
System shell administrators in the system shell '
Check 39 Conf.irTnation of general user’s access to T68. T70
System administrator shell
v Confirm of non-identification of personal
. S3 . . L_d3
Privacy information
Processing s Whether or not the user’s personal information is |L_d2, L_d3,
destroyed after the retention period (2 years) 1.d4, L.d5
o A 4FL 8 4 AFEdld AEE Y A AR 24 L OTER BE AL 2079wk 909
525 7t Az ~ES 853 A Alo] 20 &+ AZE|2Eo 33t} o|2dt AFw BT
¥, 2 A9 Table. 105} 2t Aol Al 25179] nebdAS wAgle] Sad 4
AA72] DFD, STRIDE, LINDDUN % A7 JEE AT WS AlFslE Aolvt
Al 3R] Al we} Al ~9AH9 B 99
& Apsigon) myk AT F9 BE Al 2997 3
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fEelAleld ¥5rel HMekd H7b A= Table.
113} Ak o] T Al A2 352 ofZeiAleld W 7]
T ARt AAskl e, A3, A4, ATE dHlolH
243, MITM(Man In The Middle)(22)< 4,
A5, A6 hEelAlol4l SE0] 44 $48 Sl 4
apsdet.

Table 11. Evaluation results of Application type

Type No A B C D

Al 0 O ) O

A2 0 O ) O

.. A3 X O X 0

Application A 0 0 0 0
A5 ) O ) O

A6 ) O ) O

AT O O O O

Table W] O= A4 A3, B A7t 9l
bl i, X 2ok A7 g
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text/html [no content] 776ms

Request
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ap

ap
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hNMUI2VVRSQLFUMD1JaXdpZG1WeWMybHZ 1aUk2TVgWPQ==

ape:ZGV2aWN1X2F1dGhfYWNIZXNz
ape : aHROCDOVL3NWZWNZLMOWZh 'YXVOaC8yL jAvaWR1bnRpZmllc

jM4MzIZODY2MZU2MZMA4I

IZNTYYNJI2NTM3MzgzODY2l zkyMzQxMzI1NDQ2MzZEZ!
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wwen . con

Fig. 3. Exposure of ID, Password
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Table 12. Evaluation results of Network type

Type No| A B C D

N1 o) ) O )

N2 ) ) O )

N3 0] ) 0] )

Network N4 0 0 0 X

Nb ) ) O X

N6 0] ) 0] )

N7 o) ) O )
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Fig. 6. Obtain firmware being wireless update
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Table 14. Compare Al speaker vulnerabilities

Check list A B (0] D
Account
Application and Account
Contact | X |informat X
A3 informati ion
on
Voice
Network file
N4 X X X exposu
re
o
Network 1r£wa
X X X ..
N5 acquisi
tion
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