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ABSTRACT

As smart bands make life more convenient and provide a positive lifestyle, many people are now using them. Since
smart bands deal with private information, security design and implementation for smart band system become necessary. To
make a trustworthy smart band, we must derive the security requirements of the system first, and then design the system
satisfying the security requirements. In this paper, we apply threat modeling techniques such as Data Flow Diagram,
STRIDE, and Attack Tree to the smart band system to identify threats and derive security requirements accordingly. Through
threat modeling, we found the vulnerabilities of the smart band system and successfully exploited smart bands with them. To
defend against these threats, we propose security measures and verify that they are secure by using Scyther which is a tool
for automatic verification of security protocol.

Keywords: Security requirement, Smart band, Threat Modeling
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Table 3. STRIDE threat analysis of smart band system

Element | Type | Threat Description
Bl S T1. Attacker spoofs smartphone to get user information.
R T2. Attacker sends data and denies this later.
o S T3. Attacker spoofs an authorized user to manipulate application data.
R T4. Attacker sets application data and denies this later.
3 T5. Attacker spoofs the smartphone or web server to obtain ID/ PW of user or
access permission for information exchange.
Pl T T6. Attacker modifies ID/ PW of user to disturb authentication.
I T7. Attacker obtains 1D/ PW.
D T8. Attacker makes it impossible to perform the normal authentication through
excessive authentication requests.
E T9. Attacker gives the higher privilege to someone who does not have it.
3 T10. Attacker spoofs the authorized user's smartphone to transmit wrong data or
gain access to the transmitted data.
T T11. Attacker modifies application data or user information and transmits it.
P2 1 T12. Attacker obtains user information or application data.
D T13. Attacker makes it impossible to exchange data through excessive data
transmission.
B T14. Attacker gives the privilege to someone who could not access to application
information and user information.
T15. Attacker pretends to be an authorized user to control smart band.
T T16. Attacker modifies the smartphone/ smart band information and transmits
them.
I T17. Attacker obtains smartphone/ smart band information and connection
P4 information.
D T18. Attacker makes it impossible to connect through an excessive connection
request.
B T19. Attacker gives the privilege to someone who could not access to connection
information.
T20. Attacker spoofs the authorized user's smartphone to transmit wrong
notification information.
T T21. Attacker modifies notification information and transmits it.
P6 I T22. Attacker obtains notification information.
D T23. Attacker makes it impossible to transmit the normal notification request
through excessive notification requests.
T24. Attacker gives the privilege to someone who could not access notification
request.
T25. Attacker modifies the data in the storage and inserts wrong data.
DI 1 T26. Attacker accesses the datastore and obtains application information and user
information in the storage.
D T27. Attacker inserts data too much so that the storage does not work properly.
T T28. Attacker modifies the data in the web server database and inserts wrong data.
T29. Attacker accesses the database and obtains application information and user
D2 I . L
information in the web server database.
D T30. Attacker transmits data excessively to disturb normal data exchange.
T31. Attacker modifies authentication result so that the authorized user could not
T access web server database, or an unauthorized user could access web server
Pl - D2 database. . —
1 T32. Attacker obtains authentication result.
D T33. Attacker transmits authentication data excessively to disturb the normal

authentication.
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) E : Encryption
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T : Time stamp
ID : Identification of user

h(PW)  : Hashed password
K : Symmetric key

Fig. 5. Smartphone & web server protocol
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4-1) Read the number and

press the button (U1)

1234

2) Display a number (B1)

|
4-2) Generate 1234
a symmetric key (B2) ‘

Secure
Random
Number

Generator(F)

—k1 =F(1234)—

<+———1) Connection Request (P1)

2) Response (Bl) ————

B

5-1) Input the number

on the screen (U2)

\

1234

—~
Nt

1234

'

Symmetric
Key
K=kl=

k2 =F(1234)—

Secure
Random
Number

Generator(F)

3) Wait for the input(P2)

5-2) Generate
a symmetric key (P3)

Fig. 6. Symmetric key generation process for secure connection
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3. Bk (T, Res) 2. Decrypt & Check Message
E : Encryption

4. Ex(T, Data) T : Time stamp
Req : Connection Request
Res : Connection Response
K : Symmetric key

Fig. 7. Smartphone & smart band protocol
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1 /* Communication protocol between smartphone and web server*/
2

3 hashfunction hash;

2

5 usertype Key;

6 usertype Timestamp;

7 usertype SmartPhoneData;

8 usertype WebServerData;

9 usertype Passwol
10 usertype Identification;

1

12 protocol pw(PW)

13{

14 roleP

15 {

16 const PW: Password;

17 const ID: Identification;

18 const kir: Key;

19 Fresh T1: Timestamp;

20 fresh T2: Timestamp;

21 fresh PhoneData: smartPhoneData;
22 var T3: Timestamp;

23 var ServerData: WebServerData;

24

25 send_1 (P, W, { T1, 1D, hash(PW)}pk(w) );
26 send_2 (P, W, { T2, P, PhoneData}kir );
27 recv_3 (W, P, {T3, W, ServerData}kir);
28

29 claim_p1 (P, Secret, PW);

30 claim_p2 (P, Secret, ID);

3 claim_p3 (P, Secret, PhoneData);

32 claim_p4 (P, Secret, ServerData);

33 claim_p5 (P, Secret, kir);

34 claim_pé6 (P, Secret, T1);

35 claim_p7 (P, Secret, T2);

36 }

37

38 rolew

39 {

40 const PW: Password;

“@ const ID: Identification;

42 const kir: Key;

a3 var T1: Timestamp;

44 var T2: Timestamp;

45 var PhoneData: SmartPhoneData;
46 Fresh T3: Timestamp;

47 fresh ServerData: WebServerData;
48

49 recv_1(P, W, {T1, D, hash(PW)}pk(W) );
50 recv_2 (P, W, { T2, P, PhoneData}kir );
51 send_3 (W, P, {T3, W, ServerData}kir);
52

53 claim_w1 (w, Secret, PW);

54 w2 (W, Secret, ID);

55 w3 (W, Secret, PhoneData);
56 ,w4 (W, Secret, ServerData);
57 w5 (W, secret, kir);

58 W6 (W, Secret, T1);

59 claim_w7 (W, Secret, T2);

60 }

61}

Fig. 8. Scyther verification code of smartphone
& web server protocol

@ scyther results : verify

Claim Status Comments
pw P  pw,pl SecretPW Ok Verified No attacks.
pw,p2  SecretID Ok Verified No attacks.

pw,p3 SecretPhoneData Ok Verified No attacks.

pw,p4  SecretServerData Ok Verified Noattacks.

pw,p5  Secretkir Ok Verified No attacks.
pw,p6  SecretT1 Ok verified No attacks.
pw,p7  SecretT2 Ok verified No attacks.
W pw,w1 Secret PW Ok verified No attacks.
pw,w2  SecretID Ok verified No attacks.

pw,w3 SecretPhoneData Ok Verified No attacks.

pw,w4  Secret ServerData Ok Verified No attacks.

pw,w5  Secret kir Ok Verified No attacks.
pw,w6 SecretTi Ok Verified No attacks.
pw,w7 SecretT2 Ok Verified No attacks.

Done.

Fig. 9. Scyther verification result of smartphone
& web server protocol

1 /* Connection and Communication protocol between smartphone and smart band*/
2

3 hashfunction hash;

2

5 usertype Key;
6 usertype Timestamp;
7 usertype ConnectionRequest;
8 usertype ConnectionResponse;
9 usertype SmartPhoneData;

10 usertype SmartBandData;

1"
12 protocol pb(P,B)
13{

14 roleP

15 {

16 const kir: Key;

17 fresh T1: Timestamp;

18 fresh T3: Timestamp;

19 fresh connectionReq: ConnectionRequest;
20 fresh PhoneData: SmartPhoneData;
21 var T2: Timestamp;

22 var T4: Timestamp;

23 var connectionRes: ConnectionResponse;
24 var BandData: SmartBandData;

25

26 send_1 (P, B, { T1, connectionReq}kir );
27 recv_2 (B, P,{ T2, connectionRes}kir );
28 send_3 (P, B, { T3, P, PhoneData}kir);
29 recv_4 (B, P,{T4, B, BandData}kir );

30

3 claim_p1 (P, Secret, connectionReq);
32 claim_p2 (P, Secret, connectionRes);
33 claim_p3 (P, Secret, PhoneData);

34 claim_p4 (P, Secret, BandData);

35 claim_ps (P, Secret, kir);

36 claim_pé6 (P, Secret, T1);

37 claim_p7 (P, Secret, T2);

38 claim_p8 (P, Secret, T3);

39 claim_p9 (P, Secret, T4);

a0 )}

M

42 roleB

B

a4 (unstklr Key;

a5 varT estamp;

a6 var T3: Timestamp;

47 var connectionReq;: ConnectionRequest;
48 var PhoneData: SmartPhoneData;

49 fresh T2: Timestamp;

50 fresh T4: Timestamp;

51 fresh connectionRes: ConnectionResponse;
52 fresh BandData: SmartBandData;

53

54 recv_1(P, B,{T1, connectionReq}kir );
55 {T2, connectionRes}kir );

56 3 (P, B,{T3, P, PhoneData}kir);
57 send _4(B, P, {T4, B, BandData}kir );
58

59 claim_b1 (B, Secret, connectionReq);
60 im_b2 (B, Secret, connectionRes);
61 _b3 (B, Secret, PhoneData);

62 _ba (B, Secret, BandData);

63 claim_bs (B, Secret, kir);

64 claim_b6 (B, Secret, T1);

65 claim_b7 (B, Secret, T2);

66 claim_bs (B, Secret, T3);

67 claim_b9 (B, Secret, T4);

68

69}

Fig. 10. Scyther verification code of smartphone
& smart band protocol
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Claim Status Comments
pb P pbp1 SecretconnectionReq Ok Verified No attacks.
pbp2  SecretconnectionRes Ok  Verified Noattacks.
pb,p3  Secret PhoneData Ok Verified Noattacks.
pbpa  SecretBandData Ok Verified Noattacks.
pb,p5  Secret kir Ok Verified No attacks.
pb,p6  SecretT! Ok  Verified Noattacks.
pbp7  SecretT2 Ok Verified Noattacks.
pb,p8  SecretT3 Ok Verified Noattacks.
pb,p9  Secret T4 Ok Verified No attacks.
B pbb1 SecretconnectionReq OK Verified Noattacks.
pbb2 SecretconnectionRes Ok Verified Noattacks.
pbb3  Secret PhoneData Ok Verified Noattacks.
pb,b4  Secret BandData Ok Verified No attacks.
pb,b5  Secretkir Ok Verified Noattacks.
pbb6  SecretT1 Ok Verified Noattacks.
pbb7  SecretT2 Ok Verified Noattacks.
pb,b8  SecretT3 Ok Verified No attacks.

pbb9  SecretT4 Ok Verified No attacks.

Done.

Fig. 11. Scyther verification result of smartphone
& smart band protocol
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