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ABSTRACT

With the deregulation of electronic finance, FinTech has been revitalized. The discussion on artificial intelligence is active
in the financial industry. However, there is a problem of increasing security threats behind new technologies. Security
vulnerabilities have increased because we are more connected than before, and the channels and entities of the financial
industry have diversified. Although there are technical and policy discussions on security, the essence of all discussions is
human. Fundamentals of finance are trust and security, and attention to human factors is important. This study presents the
role of human and artificial intelligence for financial security, respectively. Furthermore, this derives a collaborative model in
which human and artificial intelligence complement each other’s limitations. To support this, it first discusses the
development of finance and IT, Al, human factors, and financial security threats. This study suggests that the security threats
will intensify in the era of new technology, but it can overcome them by using machinery and technology.
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Human Intelligence  Rationality
Thought Thinking Thinking
Processes Humanly Rationally
Behavior Acting Agtmg
Humanly Rationally

Fig. 1. Four categories of Al definitions
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Table 2. History of Artificial Intelligence

AT Ae 3ol B AT ATEE B Year Content
A QzklAl 7EE e ATala Sk o= 1940s | Study of function and action of
ol el ol o YAk 9k e ~Artifcial Ttelligence T defmed
FAgEtT AEE 4 JA dlFe Aol vhHe 1950s through D.arpmoluth meetings
a2t 73 QEAe] AL AFTEHE ] =10} - Game artificial intelligence and
ORI L ]S I LT s e e
Searle?] Qg% FHoz ®H Fig. 1el4 1980s | 2nd AT is spotlighted
=2 743l Q3R T g, =9 Aes A7t 1990s | IBM's Deep B}ue won the World
*hATE sk AndE o el T . ]g}el:ps)slecaliili?lzol?a;nerlngei;ed and
o & 5 glek Table 12 7 7K f-3°] <l¥ begin to show performance in image
252 Aol olvH(17)(18)(19]). 9000s and speech recognition
_ - IBM Watson wins quiz champion at
Table 1. The difference between Weak Al and Jeoparfiy Quiz Show in 2011
Strong Al - Google's AlphaGo Beat Go player
Lee Sedol in 2016
Weak Al Strong Al
Actually thinking 3.3 3UHel oITAIs BH S8
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with autonomous
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- Imitate and mimic
intelligence using
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specific areas intelligence

- Solve various
problems
3.2 QZXS AHAt

AWBA%T ol F M) F57sh T wel A

,_A
=
(o3

v

o

e

an(j

o,

Z,

>,

o

=

td

rr

-

=
020dell= 11& 1,000 9ol =gtk



AR H 58S

Table 3 Q345 <% Hug 93 F7bd <
A B A FPIh(15). B2 T2, o]
%, o, bl 5 7l9de] B FRelE 2
dof @eh21)(22). VTS AFETH, A9
st At 5 ofe] st wele] Sleh(3). AT
& Sl A7As 2 Aedel ARATE P w2
oF 7 A% APeA L £ 4 ek St kA
Hesh B AL A% AR APsbl sk A
o A4 A 4e] Basiel

Table 3. Policies related to Al by country

Country Content

Support  Brain Initiative’ for
studying mechanism of dynamic
understanding of brain function

USA

The ‘China Brain’ project,
proposed by Baidu President Li
Yanhong, 1is included in the
government's research plan

China

The ‘Exobrain’ task for 10 years
has three steps and a
step-by-step goal (13 ~ 23)

Republic
of Korea

Joint research on the human
brain with the ‘Human Brain
Project’

EU

Selected as the core strategy of
economic growth in the field of
robotics, announced TRobot New
Strategy’

Japan
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Table 4. Classification of machine learning by
learning method

Division Content
There is a leader who gives
Supervised the correct answer
Learning label(output  value) when
learning.
. Use learning data that does
Unsupervised .
Learnin not specify the correct
& answer label (output value).
. If the learner decides to act
Reinforcement . )
. on the input, the leader
Learning R
compensates accordingly.
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Fig. 3. Reason's Swiss Cheese Model
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1980s 1990s 2000s 2010s Evolution of The era of
PC Internet Mobile Device  Smartphone Technology  hyper-connectivity
O O 1\ O Al, loT —< >—>
- Formation - Electronic - Electronic - FinTech i Dt . ;
. ) ; . . . Cloud Financial
of financial financial finance Innovation .
; . Block Chain company
information emergence development - Smartphone ) .
. ) ) Biometrics
infrastructure - Internet - Mobile banking , . ;
‘ : Wireless Non-financial
banking banking o
Communication company

Fig. 4. Changes in technology and financial services
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Fig. 5. Financial channels, entities and security
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Table 7. Five criteria for the introduction of

Artificial Intelligence

Division Content

Human and machine
complement each other's
weaknesses and increase
efficiency

Cooperation

Self-diagnostics detect
vulnerabilities or defects and
take self-measures

Autonomy

Associated with the issue of
explainability and
transparency

Reliability

Ability to recover from security

Resilience threats

Safety of artificial intelligence
requires high standard design
and verification

Safety
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