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ABSTRACT

The complexity of the differential-linear cryptanalysis is strongly influenced by the probability of the differential-linear
characteristic computed under the assumption of round independence, linear approximation independence, and uniformity for
the trail that does not satisfy differential trail. Therefore, computing the exact probability of the differential-linear
characteristic is a very important issue related to the validity of the attack. In this paper, we propose a new concept called
DLCT(Differential-Linear Connectivity Table) for the differential-linear cryptanalysis. Additionally, we propose an improved
probability computation technique of differential-linear characteristic by applying DLCT. By doing so, we were able to
weaken linear approximation independence assumption. We reanalyzed the previous results by applying DLCT to DES and

SERPENT. The probability of 7-round differential-linear characteristic of DES is 1/2427°%! the probability of 9-round
differential-linear characteristic of SERPENT is computed again to 1/2+2 579 and data complexity required for the attack

is reduced by 292 and 2%? times, respectively.
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Fig. 1. The 4-Round Differential Characteristic
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Fig. 3. The input difference and output mask for the 5-Round S-box 5 where the DLCT is applied after

the 4-Round Differential Characteristic (the value

'707777" before S-box indicates the difference. 0

means zero difference, '? means random value in {0,1} and the value '1111" after the S-box means

the bits to be masked).

A3 22 o ghel T4 osl, AA AREA
§ 549 Bge /)E Avud 748 SR
g 4 Sleh 2ol o DLOTS) 949 A
¥ A AL Yool mz PR Y AR 2
£ 24am o A%Y $5L AL S A ¥
Aol 7l Thedt BE 4H ARe A, 2 7)
ALSE m, 4749 5L w,(0<i<m—1)ztx
@, A 7 vololai thest o] At

1 m—1 1_p’

§+p?v’p,>< EleDLCPS(Az’a))+2

i=0
m—1 1
=—+| Y w, x DLOCP( A ) —=|p'
2 = ' 2
(w, =Pr(z®dz’ = AJIPBP,=12p)) (6)

dbdew 7b 2o gHE w, o] fel 1/mE &
[e]

AR 5 9lem, Fo

1
g5e o Astall A 4 9le

2 Aolde A 208 A (6)3F (e AHgs
414 DES® SERPENTe] ojg 4243 =

o H8e T AR o HHL BHEL 2
32 AT ARE 209 dole S A
P23 719 wes 2 999 e gos
A ete] s gict.

c

4.1 DESO| et HE

DES(Data Encryption Standard): 64-8]E
22 774} 56-HE 7] 2/ /HAE 162
£2 ozo|rf(5). 19941 Langforde DESY 8-
g Wy dis] AEAY AL Atsldz,
Biham %2 Langford®] W< #4A#A4 DES
9] g-ghr= Wy s NAR LAY 4 A




1386 DLCTE &84 3

Weight
o
°
&
T

20 25 30 35

Input Difference

Fig. 4. Differential Distribution Graph of 32 input difference values in DES.

= Akt A ARE Z2AAY Biham 2

AA AR BA FE5S 1/2+2 70w AKXk

DLOTS 483t} 4243 549 558
AR A 24 AR E4e) 2 Are] J
s 4 Akl Q1Y ez glel S-boxE A

Fo) vhaz ge) Jes olof gk 7
¢ EXNO 4-gl¢T BA AR EAx
AE TR PAEe] glid] 1Y A
Ak 48 Ak vl gle] Wk
Fig.4sk 2t webr 7bsd 2]
0x0~0xF 167F4¢F 0x20~0x2F 167H], % 3
7HA7E sdem E9 vhaze] el 0xFoltt 7hs

o,
i

e

r
N
Jﬁi‘}“fw o
Eﬁﬂ
ko o

fr o2 4B | L

rlo
-

(

[\
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Fig. 6. The input difference and output mask (the state before S-box 5 is the difference and the
state after the S-box 5 is the mask bits) for 4-Round S-box 5 to which DLCT is applied after
3-Round Differential Characteristic. '?" means random value in {0,1} and a shaded portion denotes

a mask bit).



1388

0.05 : : T

0.045 -

0.04

0.035

0.03

0.025

Welght

0.02

0.015

0.01

0.005

0 10 20 30

40 50 60 70

Input Difference

Fig. 7. Differential Distribution Graph of 64 input difference values in SERPENT.

= -gl¢s Efoz 3E 5 =270
ehe A AE B4 ulelofs g=277T3l
i

A A3lel sl ches

ARt A mpelolz p 27Telal, AA ARAY
Ao B8 1/2+4pg =1/2+27 0 22 Ak u}

o1
Skollx] A gk DESS} vh7iA & SERPENT:
DLCTE A-&3te] 2iAdd 549 FE55 oA A
Atk 4 glth. DLCTE #$3h7] slaiAd wA
SERPENTﬁl 71& ARAY EAA] BA AR B
Aol 3 223 A3 Ak A 2= S-box ©]
£9 UPiﬂ e odolel gl

SERPENT®] 7% 4-2htel H45= 2709
S-box 59 DLCTE A&slleF 3}, 7+ S-box®] ¢
o 2t 9 vheze] 2ok Fig 63 3 7
S-box¥ 87FA18] §E A& 7MA7] @]
S-boxE & 6471719] 18 AL A= st 8-
H|E S-box# 75 4= 3tk Z, F 712] S-boxdl
49 DLCTE 18 A A, =77077707 2 8l
%3 kA= o =0100100022 3} 8-H|E S-box
of gt shte] DLCTE A eJd 4= i), dwdet 8-
HE S-box2] DLCTE Table 3¢l #A|A=o] gl
o, 27t dagk ARt mAEe] 9l

DES®} u]-i}7]—7<]i 715k 6471A)9) olE xpRe
7h 35 w,E 1/642 TSttt sPEE AR o
A wlolel e e} 2

1 1 1

0.501953125 = 1/2+2 %]z, 24& EA2| 35
2270 A g Ad A 2Ak nlolo]at
2 Bolmg, A (7)& o]&ste] A 21T A
o] FE& AXksld o7 R

1 1 —6 —23)2

5 +4>(0501953125 - |2 = (27%)

~l 2 —-15 —46:l —59

~ S +2x2TPx2 5 +2

DES$} nh71A 2 SERPENTE 64714] 2429

35S AFAon 2Asle] AA AFEAH EAQ]

}ES
5 AR 5 siek 64714 o ARl dE w,
H



A B A 5 8}3] =

A (

1 1
oy~ =
P=5

1
5 +10.504150293 — 5P

-

0.504150293 = 1/2+2 ™o|ng A AAkgF =
A vloloxe] ZhE o] g3le] A ARAY &
o] #FES AAsh v 2

1
—+4x
2+

1
~ =+22x
2+

AA 3 SARE wE ARl Al d 549
55 A Axtksid 7)E
oM = 2140 713 BHES A

% 976w (2—23)2

1 5
— 49" 57.9
2

0.504150293 —%

9139 o 9= 46 —

A
w

OH
N
Jo
it}
H

HI
1z

/K

2
M
2
ol
Jlm
m1o

>
o2
8 &
RO )
E Y
s
S
<
| oz
o
v»_&
do >
>
;r-lL‘_4
O\:Ij_,
é
ot

= oop o K o o
)
k|
o
2
yus
o
M or
=
>
o
>
L
r>~

o

=

o
ol
s

32
A

Table 3. The Part of DLCT of two S-boxes in
SERPENT (entire size of DLCT is 256 by 256).
Input difference(A;) have 64 values, output

mask is 0x48 and ¢; means DLCT(( A, ,a).

A G A G A G A G
0x0 | 256 | 0z40 | 64 | 0280 | 64 | 0z CO | 192
0zl | 128 | Ox41 | 128 | 0281 | 128 | 02 C1 | 128
O0r4 | 128 | Ox44 | 128 | 0284 | 128 | 0cC4 | 128
0x5 | 64 | 0x45 | 160 | 0285 | 160 | 0z C5 | 96
0x8 | 64 | 0x48 | 160 | 0288 | 160 | 0z C8 | 96
0z9 | 128 | 0249 | 128 | 0289 | 128 | 02 C9 | 128
0xC'| 128 |0x4C| 128 [028C| 128 | 0z CC' | 128
0xD | 192 |0x4D| 96 [0x8D| 96 | 0z CD | 160
0x10 | 128 | 0250 | 128 | 0290 | 128 | 0z DO | 128
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0x1D| 128 |0x5D| 128 |0x9D| 128 | 0z DD | 128
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