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ABSTRACT

In recent years The importance of information security management for securing information collection and analysis,
production and distribution is increasing. Companies are assured of confidence in information security through authentication
of information Security Management System. However, level assessment and use of domains that make up the management
system is limited. On the other hand, the security maturity model is able to diagnose the level of information protection of
the enterprise step by step. It is also possible to judge the area to be improved urgently. It is a tool to support goal setting
according to the characteristics and level of company. In this paper, C2M2, which is an example of security maturity model,
is compared and analyzed with Korea Information Security Management System certification. Benchmark the model to check
the level of information security management and derive the priority among the items that constitute the detailed area of
information security measures of ISMS certification. It also look at ways to check the level of information security
management step by step.
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Fig. 1. ISMS Certification effectiveness(6])

T AR s wqE gun
5 2l W} QAR e Hunsel A
F2719 58 98 712 BagAe SRSt
o) "o s 7|FelA vlo]xiele] Hof wat
FES BET 5 e AR PRAAk B A
3

FAcH10].
22 8= ZE Y ¥ &8

H%E Bdoldt 54 Foje] 5
el 54, £4, A%
S RIEIE EERU E RIS
o] o] A 7

i
e
o, r_>f'_,
oL
1

|
Lo

N,
o
o
f1

3 E

P
4
n
o
>
3
&

[
o Lo i
~

i
)
2l
ofo
2
)
=l
AN
S
%2,
o

2 ofnt i
o

5
3]
e
-
T
i)
4
S
R0
i
)
2 e d

ok,

ko

=

R

o

@,

tlo

ofa

N
T ®
2

Q,
oo it
o o

=
<t
o,
< i
6]
4,
o,
E
oo 34 mlo B e Oh On pi O S Dw x0 HOpN (oo

o
e
=2
O

v o tm
N
o
ey

ki
fo
o
2o
o
Ao
we o
L
o,
[
i
o

PS 1
i,
e
oL
)
24
E oo

N
o
2 rle

i b
»
o o

f
Wr&
e o3

O

e oL
oo

R
)
<t
o
B9
o
o Fll"
r)«
My
Ho,
i
2oy}

do oy
>,
o
)
A
=
m
s
3{3:
N
ol
td
e
>
b
tlo

ol o o gl

ol l'D:
lx
foh

&
i)
o

N7
=
S
:

i¥
ol
=
lex

o }o{A
N
i

tio
i
o
& o
> ox

oo o fN M

ok,

=11

ot

N

N

. :
: -

P !

ik

ofo

olr

9 4

g

FH

<t

o
R
o,
Ao
l_._E_‘
o
Ll:ul
=
[
it
)
>
rn‘,

jined
u flo
2
T
o2
2
=2
=
<t
o
2

< el
=5

o o o N E BT
i
&
o
A
L4

oE ol i
bk

o
=
K
Ao

1=13=)

=
O
oL
Lz

AlA (Staged) =¥ 944 (Continuous
T 3 A W o4
o] EAS nlwg ageo|r}. v Wiy

N

1B

Mo
H
o

Y
Y Eny
@ E

PN

N
-

Perform
Evaluation

Analyze
Implement Identified

Plans Gaps

Prioritize
and Plan

Fig. 2. Approach for Using the Maturity
Model(11)



1588 odsr 2udld 443 Huns

He)5E el B AT

Continuous
o
>
3o
o
R
3}
=
o M‘
S PA PA PA
Organization Process

Fig. 3. Staged vs. Continuous Representations
(12)

o HEES Brhshed APse 4 44E B
2 SAalol & maAs ool MEz Aelgr)
A ool iR FPA 4R R FHo
2R et FPsekeh Q14 P ooy A4
EE 1 4 Qo] BE x2as gopdz 47
of el EART. 4 G AuAoE 24, )
A% 5 9l el 9 A9 FEs) AR A
£ 243 F 02 Aoz nak Uz 4 Ao

2.3 C2M2(Cybersecurity Capability Maturity
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Domain Model contains 10 domains
Y h Objecti fone or more per domain)

RISecbicEuvey Unique to each domain
Practices at MIL1
Approach objectives are
supported by a progression of
practices that are unique to
the domain

Practices at MIL2

Practices at MIL3

(one per domain)

Management Objective Siilar in each domain

Each management objective is
supported by a progression of
practices that are similar in
eeach domain and describe
institutionalization activities

Practices at MIL2

Practices at MIL3

Fig. 4. C2M2 Model and Domain Elements(9)
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Fig. 6. Comparison of C2M2 & ISMS
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Practices at MIL2 ‘

Practices are documented

-‘ Practices at MIL3 ‘

Initial practices are performed but may be ad hoc.

Stakeholders are identified and involved
Adequate resources are provided to support the process
Standards or guidelines are used to guide practice implementation

Activities are guided by policy (or other directives) and governance

Policies include compliance requirements for specified standards or guidelines
Activities are periodically reviewed for conformance to policy

Responsibility and authority for practices are assigned to personnel

Personnel performing the practice have adequate skills and knowledge

Fig. 7. Characteristics of Maturity Level
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career more than 10 5 26%
years
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(Operation/ Experienced 14 %
Evaluation)
CerItiSfi\c/[aStion Qualified 4 29%
Academic | Bachelor’s degree 6 43%
background | Master’s degree 8 57%
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Table 2.

Intrusion incident handling Domain

Step

Practices

Response
value

Step

In case of an incident, report it
promptly according to the
reporting procedure.

1.50

Incident reports should include
all necessary information.

If the impact is serious, report
to top management quickly.

Analyze the cause of the
incident and report the result.

Procedures for response to
infringement incidents are
established and include
necessary items.

In the event of an infringement
incident, follow the procedures
for notification and notification
in accordance with relevant
laws and regulations.

Records an infestation incident.

Identify the types of
infringement and define the
reporting system accordingly.

Step

In case of establishing and
operating an infringement
incident response system
through an external agency, the
infringement incident procedure
shall be reflected in the
contract.

2.07

Share infringement information
and discovered vulnerabilities
with related organizations and
personnel.

2.07

Step

Establish a centralized response
system.

2.14

Training plans and train them
periodically.

2.29

Change the response procedure
using the information of the
infringement analysis.

2.29

Establish a cooperation system
with external experts,
professional companies,
professional organizations.

2.50
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