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ABSTRACT

Recently, there has been an increase in the number of social engineering techniques that indirectly attack the target
system administrators or organizational weaknesses rather than the traditional technical cyber attacks that directly attacked the
target systems. Accordingly, the type analysis and case study of social engineering techniques are being actively conducted.
There has been, however, little effort to derive an analysis model that systematically analyzes social engineering based
cyberspace operations. Therefore, this paper aims at building a Social Engineering Based Cyberspace Operations Analysis
Model, which can be used as a reference framework for a case study or attack scenario generation of social engineering
based cyberspace operations.
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(for techincal attacks) attack possible?

« installing a rootkit
* getting root privilege
« installing malwares
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+ illegal manipulation
+ system destruction

* log manipulation
* installing a backdoor
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5 Executing SE Stragegy
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3 No Success? =

Target Enermy Information System

» Infrastructure : computers, cables, switches and routers
* Electromagnetic Spectrum(EMS)
* Contents(data and applications)

Fig. 1. The Concept and Procedure of Social Engineering based Cyberspace Operations(2, 15].
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Fig. 2. Psychological Mechanisms for Social Engineering Based Cyberspace Operations
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Fig. 3. The Proposed Analysis Model for Social Engineering based Cyberspace Operations
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