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ABSTRACT

MMORPG genre is based on the belief that all users in virtual world are equal. All users are able to obtain the
corresponding wealth or status as they strive under the same resource, time. However, game bot is the main factor for
harming this fair competition, causing benign gamers to feel a relative deprivation and deviate from the game. Game bots
mainly form GFG(Gold Farming Group), which collects the goods in the game indiscriminately and adversely affects the
economic system of the game. A general game bot detection algorithm is useful for detecting each bot, but it only covers
few portions of GFG, not the whole, so it needs a wider range of detecting method. In this paper, we propose a method of
detecting GFG based on items used in MMORPG genre. Several items that are mainly traded in the game were selected
and the flows of those items were represented by a network. We Identified the characteristics of exchanging items of GFG
bots and can identify the GFG’s item trade network with real datasets from one of the popular online games.
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Table 1. Methods for game bot detection
Category Sub category Methods

Client Side Detection

Challenge-response

- CAPTCHA (1](2)

Process Monitoring

- GameGuard, Warden, TenGuard, X-Trap

Server Side Detection

User behavior analysis

- Self-similarity based analysis (3]

- Route based analysis (4)(5)(6)(7)

- Action sequence based analysis (8](9)]

- Action frequency based analysis (10)(11)

Social network analysis

- Party based analysis (12]

- Chatting pattern based analysis (13]

- Trade network based analysis
(14)(15)(16)(17)
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Fig. 1. Item flow based GFG detection model
with data preliminary analysis
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Fig. 2. GFG item distribution(left) and GFG item
trade network(right)

o) WEg =7t 4R

Iv. &

ook

2t

0E

4.1 GFG HEX39 &4

=)

CFG v EY =z EAS deotslr] s, 20104
49 99 ~ 20104 5¥ 20¢7HA¢ AION 2
deolHE weeR 7} ofelq] W A s FE319
om g% S 15708 ofolHle] I W42
Table 2.9} At} g ofe]d]l T LRA ool
169000008, 162000011, 141000001
169000004, 162000006, 162000016 = 6%+
F g ofeldES #4 HAdelA] XMK}%M.

kA At A E ofeldlEel tgk HA A= v
EaE seofsty 2 F GFG YEY=2] ¥&-S
Falslr] §l8 Aol F A9 97 eololdldl of
sto] Z4zke] A A UEHZE Ao, A
AEl vEH=Z F A 18], 2990 ok AA A
g WEY=E Fig. 3.3 ok 4 kx9 =Z7|e
3 eyl AUk ofolele] Fako| w]H|Ele, 7H
A F7l= AUl ofe| o] Fafo nlHgict

AA A WEHZAA GFG VEZE E3}
7] 918, Fig. 2.9F 22 Fx252 UEH]=7F A4
= EAL BA3lg o:q BAg &S vlglog A
98 GFG VIEY] =z 7]&2 vh53 2}

) vEHZ e 9 T7]' 47} o] rtolct.

) #Ha 37 olAke] xEZHE ofolel S Auut

N

Table 2. Most traded item list between April 9
and May 20

Item id Register Buy
152010317 10,699.116 8,748,317
152010313 8,118,630 7,527,522
152000207 7.851,941 6.091,660
152000204 7,227,594 4,217,245
169000008 6,325,140 5,306,810
162000011 5,048,796 4,079,494
141000001 5,019,911 4,301,435
169000004 4,883,174 4,361,426
162000006 4,845,321 3,965,693
152000904 4,335,204 3,080,658
152000465 4,190,694 3,005,853
152000907 4,081,366 3,385,206
152000413 4,064,425 2,893,324
162000016 3,904,878 3,215,454
152010316 3,414,273 2,789,858
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Table 3. GFG network detection results from April 4 to May 20

Avg e e Clustering | Compo-
Item id Node | Edge weighted path Density .. Accuracy
degree coefficient nents
degree length
152010317 164 225 1.372 5,316 1.53 0.008 0.139 26 77.44%
152010313 120 138 1.15 3,076 1.343 0.01 0.123 20 75.83%
152000207 218 534 2.45 10,602 1.548 0.011 0.387 20 94.95%
152000204 145 213 1.469 7,539 1.751 0.01 0.152 17 82.76%
152000904 141 186 1.319 9,859 1.482 0.009 0.228 23 51.06%
152000465 121 296 2.446 25,158 1.425 0.02 0.349 15 90.08%
152000907 98 201 2.051 38,767 1.931 0.021 0.371 14 78.57%
152000413 81 151 1.864 20,312 1.656 0.023 0.274 10 88.89%
152010316 535 151 1.798 2,671 1.626 0.003 0.303 51 94.77%
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Fig. 5. Sub-networks selected by rules and GFG detection result from April 4 to May 20

Table 4. Confusion matrix of bot detection

result from April 4 to May 20

Table 5. Most traded ingredient item list
between May 21 and June 13

Prediction Prediction [tem id Register Buy
positive negative 152010313 5.521.691 5,205,581
Condition True positive False negative 152010317 4.891.193 4.265.879
it | 047 848 152000207 3.118.279 2,484,793
e : 152000907 2.437.884 1,936,812
Condition False positive True negative 152000465 2.939.401 1.818.353
negative 184 3,087 152000204 2.056.921 1,388,977
152000413 2.000.776 1,534,141
152000463 1.735.076 1,239,491
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Fig. 6. Sub-networks selected by rules and GFG detection result from May 21 to June 13

Table 6. GFG network detection results from May 21 to June 13

. Avg Avg e . Clustering | Compo
Item id Node | Edge weighted path Density . Accuracy
degree coefficient | -nents
degree length
152010313 | 126 148 1.175 1349 1.483 0.009 0.124 19 92.06%
152010317 141 173 1.227 5019 1.249 0.009 0.158 23 84.40%
152000207 13 14 1.077 7238 1.278 0.09 0.205 3 84.62%
152000907 93 217 2.333 28576 1.487 0.025 0.453 14 77.42%
152000465 30 37 1.233 21785 1.302 0.043 0.247 7 53.33%
152000204 36 51 1.417 4358 1.19 0.04 0.342 6 77.78%
152000413 5 6 1.2 53819 1.333 0.3 0.2 1 80.00%
152000463 22 22 1 26897 1.353 0.048 0 5 63.64%
152000415 14 13 0.929 24501 1.188 0.071 0.071 3 71.43%
152010316 | 197 309 1.569 2290 1.539 0.008 0.302 30 92.39%
152000904 81 137 1.691 9762 1.646 0.021 0.23 12 95.06%
152010312 | 214 335 1.565 1864 1.676 0.007 0.312 29 94.86%
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Table 7. Confusion matrix of bot detection U &
result from May21 to June 13 Vo A’y ) /
Prediction Prediction . A
positive negative 1 ’
Condition True positive False negative
posi‘.uiye 490 __ 408 : Fig. 7. Sub-networks selected by rules and
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