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ABSTRACT

As the number of software vulnerabilities grows year by year, attacks on software are also taking place a lot. As a
result, the security administrator must identify and patch vulnerabilities in the software. However, it is important to prioritize
the patches because patches for all vulnerabilities are realistically hard. In this paper, we propose a scoring system that
expands the scale of risk assessment metric by taking into consideration attack patterns or weaknesses cause vulnerabilities
with the vulnerability information provided by the NIST(National Institute of Standards and Technology). The proposed
scoring system is expanded based on the CWSS and uses only public vulnerability information to utilize easily for any
company. In this paper, we applied the automated scoring system to software vulnerabilities, and showed the expanded
metrics with consideration for influence of attack pattern and weakness are meaningful.
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1) CVE: https://cve.mitre.org/
CWE: https://cwe.mitre.org/
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Table 1. CVSSv2 Metrics

Table 2. CVSSv3 Metrics

Metric Group Metric Metric Group Metric
Access Vector Attack Vector
Access Complexity Access Complexity
Base Authentication Privileges Required
Confidentiality Impact Base User Interaction
Integrity Impact Confidentiality Impact
Availability Impact Integrity Impact
Exploitability Availability Impact
Temporal Remediation Level Scope
Report Confidence Exploit Code Maturity
Collateral Damage Temporal Remediation Level
Target Distribution Report Confidence
Environmental | Confidentiality Requirement Modified Base Metrics
Integrity Requirement Environmental Confidentiality Requirement
Availability Requirement Integrity Requirement
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Table 3. CWSS Metrics

Metric Group Metric

Technical Impact (TI)

Acquired Privilege (AP)

Acquired Privilege

Basic Finding Layer (AL)

Internal Control
Effectiveness (IC)

Finding Confidence (FC)

Required Privilege (RP)

Required Privilege
Layer (RL)

Access Vector (AV)

Attack Surface Authentication

Strength (AS)

Level of Interaction (IN)

Deployment Scope (SC)

Business Impact (BI)

Likelihood of Discovery (DI)

Likelihood of Exploit (EX)

Envir 1

nvironmenta External Control
Effectiveness (EC)
Prevalence (P)
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Table 4. Metrics in our scoring system

Metric Group Metric
Technical Impact (TI)
Impact Severity (S)

Acquired Privilege (AP)

Finding Confidence (FC)

A
bpearance Deployment Scope (OC/LC)
Required Privilege (RP)
Level of Access Vector (AV)
evel o —
Difficulty Authentication (A)

Interaction (I)

Likelihood of Exploit (EX)
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Table 5. Metric value of Severity

Metric Value Score Pre-Score
High (H) 1 4.0~5.0

Medium (M) 0.7 2.0~3.9
Low (L) 0.4 0~1.9
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Metric Value Score Pre-Score
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ImpactScore = (2)
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X SeverityScore
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Apperance Score = (3)
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Table 7. Results of applying the proposed system to Microsoft Office 2016

Vector Score

No. CVE ID TI| S| AP| FC| OC| LC| RP| AV| A I | EX| (UK) CVSS

1 CVE-2015-2468 C| H| N| PT| C C|UK| I N | R| H | 7.86(1) | 9.3(v2)

2 | CVE-2016-3357 C H| N | PT| C C N L| N| R| H| 7.78(0) 7.8

3 | CVE-2017-11882 C| H| N|WV| C C N L| N| R| H| 7.36(0) 7.8

4 | CVE-2017-8550 C H| N|WV| C A | RU| 1 S R | H | 7.35(0) 8.0

5 | CVE-2016-7277 C|H| N| N| R C N I N | R| H | 7.15(0) 9.6

6 | CVE-2018-0792 C| H| N| N| R C N I N | R| H | 7.15(0) 8.8

21| CVE-2015-2477 C|H| N| N| R C|UK| I N | R| H| 6.93(1) | 9.3(v2)

22 | CVE-2015-6093 C H| N| N| R C | UK| 1 N | R | HJ| 6.93(1) | 9.3(v2)

23| CVE-2017-0261 C|H|N|N|R| A|N L| N| R| H]| 6.91(0) 7.8

24 | CVE-2016-0010 C H| N| N| R C N L| N| R| H]| 6.85(0) 7.8

46 | CVE-2016-0025 C|H| N|N|R| A|RU| L| N| R| H| 6.76(0) 7.3

47 | CVE-2018-1028 M| H| N| N| R R| N I N | R| H | 581(0) 8.8

48 | CVE-2016-0012 M| M| N| N| R| A| N I N | R | H | 559(0) 4.3

49 | CVE-2016-0141 M| M| N| N| R| A| N I N | R | H | 559(0) 6.5

50 | CVE-2018-0950 M| M| N| N| R| A| N I N | R | H | 559(0) 6.5

51| CVE-2018-1007 M| M| N| N| R| A| N I N | R | H | 559(0) 5.3

52| CVE-2017-11939 | M| M| N | N| R | A |RU| I S N | H | 5.51(0) 6.5

53 | CVE-2017-8676 M| M| N| N| R| A|RU| L | N| N | H/| 544(0) 3.3

54| CVE-2017-11934 | M| M| N| N| R| A | N L| N| R| HJ| 5290 5.5

55| CVE-2018-0853 M| M| N| N| R| A| N L| N| R| H| 5290 3.3

56 | CVE-2018-0919 M| M| N| N| R| A| N L| N| R| H| 5290 3.3

57| CVE-2018-8163 M| M| N| N| R| A| N L| N| R | H/| 5290 5.5

58 | CVE-2017-0199 L H| N | PT| C R| N L| N| R| M| 5090 7.8

59 | CVE-2017-0260 L| H| N| N C R| N L| N| R| M| 4.16(0) 7.8

60 | CVE-2018-0819 N| H| N| N C R| N I N | R| M| 3.75(0) 6.5
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Table 8. Results of applying the proposed system to Windows 10

Vector Score

No CVE 1D TI S | AP| FC| OC| LC| RP| AV| A I | EX| (UK) CVSS
1 CVE-2018-8174 C H| N |WV| C C N I N R H | 7.66(0) 7.5
2 | CVE-2018-8251 C H N N R C N I N R H | 7.15(0) 7.5
3 CVE-2018-8136 C H| N| N R C N L N R H | 6.85(0) 7.8
4 | CVE-2018-0959 C H N N R A A A S N H | 6.61(0) 7.6
5 CVE-2018-0961 C H N N R A A A S N H | 6.61(0) 7.6
6 | CVE-2018-8127 M| M| N N R A | RU| L N N H | 5.44(0) 5.5
7 CVE-2018-8207 M| M| N N R A | RU| L N N H | 5.44(0) 4.7
8 | CVE-2018-8205 L H| N N R C|RU| L N N H | 5.12(0) 5.5
9 | CVE-2018-8225 L H N N R R N I N N | M | 4.58(0) 8.1
10 | CVE-2018-0824 L L N | WV| C C N I N R L | 3.79(0) 7.5
11| CVE-2018-0765 L L N N R R N I N N L | 3.31(0) 7.5
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