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ABSTRACT

Fuzzing is one of the software testing techniques that find security flaws by inputting invalid values or arbitrary values
into the program and various methods have been suggested to increase the efficiency of such fuzzing. In this paper,
focusing on the existence of field with high relevance to coverage and software crash, we propose a new method for
intensively fuzzing corresponding field part while performing field based fuzzing. In this case, we use a deep learning model
called Variational Autoencoder(VAE) to learn the statistical characteristic of input values measured in high coverage and it
showed that the coverage of the regenerated files are uniformly higher than that of simple variation. It also showed that
new crash could be found by learning the statistical characteristic of the files in which the crash occurred and applying the
dropout during the regeneration. Experimental results showed that the coverage is about 10% higher than the files in the
queue of the AFL fuzzing tool and in the Hwpviewer binary, we found two new crashes using two crashes that found at
the initial fuzzing phase.
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using Dynamic Binary Instrumentation

do field parsing of seed file

1

2

3 while not stopping criterion do
4 // Field based mutation

5 field, offset=random_select()
6
7
8
9

m; ., =mutation(m,, field, offset)

// Coverage analysis using DBI tool
if coverage(m,,,) ) coverage(m,) then

10 count cov_field(field)

11 // Crash analysis using gdb

12 if m,,, occurs segmentation fault then
13 crash_info=crash_analysis(core)

14 append m;,, to crash(crash_info)
15

16 // Select files for each vae fuzzing types

17 tocov_files=select top 10% coverage files
18 same_crash_files=crash(crash_info)

19

20 // Select field for each vae fuzzing types

21 cov_field=max field of cov_field

22 crash_field=field info of crash_info

23

24 // Extracting fields from selected files

25 vael_data=extract(cov_files,cov_field)

26 vae2_data=extract(crash_files,crash_field)
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Table 4. Experiment Environment

Fuzzing System

(6N Ubuntu 16.04

VAE Training System

oS Ubuntu 16.04

CPU AMD Ryzen 7 1800X

RAM 64GB

GPU NVIDIA GeForce GTX 1080 Ti

Target Software for test

hwpviewer 2014 (recent version for linux)
catdoc 0.94.4
abiword 3.0.0

4.2 F{H2[X] J[Hte] VAE HZ

Table 5, 6 Table 29 oAlZ= 2 Z7]
HAE iteration 1500977 a3t m; ¢ #A
Welx] gle] ol wtalal m, 9 FEr} & AS
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= gkl (doc)ollA A A ko] )

Table 5. Hwp File Field Count

Field Size | Value
\005prSu1;101i11aryInformat 517 | 0.105
BinData/BIN0001.png 295 0.091
BinData/BIN0002.OLE 3318 | 0.190
BodyText/Section0 3131 0.068
DoclInfo 1084 0.064
DocOptions/ LinkDoc 524 0.103
Prvimage 3599 0.099
PrvText 1146 0.098
Scripts/DefaultJScript 136 0.096
Scripts/JScriptVersion 13 0.086

Table 6. Doc File Field Count

. . value
il e catdoc | abiword
CompObj 110 0.083 0.082
DocumentSumm | 450 | 079 | 090
aryInformation
Summarylnform | 400 | o 147 | 0.170
ation
1Table 11181 0.078 0.090
Data 379188 | 0.084 0.088
ObjectPool/15959
41772/CompObj 101 0.077 0.076
ObjectPool/15959
41772/Ole 20 0.076 0.088
ObjectPool/15959
41772/EPRINT 7644 0.084 0.084
ObjectPool/1595
941772/Objlnfo | © | 011 | 007
ObjectPool/15959
41772/Workbook 2943 0.073 0.075
WordDocument 13649 0.108 0.082
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Table 7. Coverage Based VAE Fuzzing Result HALE AHEIE A4S 4 0.1 A= AWIA] Fhel
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fuzzing '
AFL - 0.468 0.447 431 7|Z 3zi4el = MA
VAE fuzzing 0.549 0.549 0.552
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Table 8. Crash Analysis Using GDB
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Segmentation fault.
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