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ABSTRACT

To verify remitter’s identity when the remitter transfers money to a recipient using an electronic financial service
provided by the financial institution, the remitter inputs the information; such as the withdrawal account number, the
withdrawal amount, the password pre-registered with the financial company, or the information from authenticating medium
that is previously distributed by the financial institution. However, the 1-Way transaction between the financial institution and
the remitter is exposed to a great risk of accidents such as an anomaly remittance or a voice phishing fraud. Therefore, in
this study, we propose a 2-WAY trade verification model for electronic financial transaction that can be mutually agreed by
allowing the recipient to share the transaction information with the remitter and the financial company. We have improved
the traditional electronic financial transaction’s method by replacing it to 2-WAY trade method, and it is used for various
purposes; such as preventing an error within the remittance or voice phishing fraud, enhancing loan transaction and contract
transaction, etc. Through these variety of applications, we are expecting to reduce the inconveniences while improving the
convenience of financial transaction and vitalizing the P2P transaction of financial institution.
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l
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the recipient
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(@ Process transfers

End and keep records i) Request the outcome
message to send SMS
@ Request the guidance
Outcome on processing outcome @ Text sending
Guide

Fig. 5. Process for 2-WAY Trade Verification Procedure
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the main contents before

Fig.10. Recipient transfer.
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Phone)

The recipient's phone number

69,890,000 %
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withdrawal account password
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Fig. 6. 2-WAY Trade Verification for Preventing
Voice Phishing
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Thankyou.
1981 E
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Figure 9. 2-WAY Trade \Verification for
Consensus (Remitter & Recipicnt)
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ur verfication code vithin 10 minutes, yo
ur transaction will be canceled,

Verification code: 1561

After confimnation, transfer will proceed,
Thank you,

1561 Fig.11.  Remitter

Terminal (Cellular
Fig.10. Recipient Terminal Phone)

(Cellular Phone)
Table 4. Remittance by Mobile Banking (**
Savings Bank)

(unit : transaction)

Division 2018.6 | 2018.7 | 2018.8 | Sum
Basic 3.333 | 4,220 | 2,840 | 10.393
Remittance
Preventing
Voice Gom | dom | dow | 1219
Phishing
Consensus
(Remitter 49 60 80 ™
& (1.12%) | (1.26%) | (2.43%)
Recipicnt)

Total 3,750 4,760 3,280 11,790
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Table 5. Comparisons of Authentication System
and 2-WAY Trade Verification System

Division Authentic 2-WAY Remark
ation Varification
Electronic
Recipient None document SMS
linkage agreement text
transaction
Big Separate Pr(?fe
Data None transaction aiseih}/]s
support purpose is
- Remitter :
Authenticated
using the
authentication
method of
existing
financial
company.
- Forwarder :
Sends the
Certificat | 1PPUt from
o-based the remitter
Electro Transactio directly to
nic the secure Non-
n between . .
Data Remitter mobile repudi
Intercha and network. ation
nge f . ]
clonringy - Recipient:
After
confirming
the contents
of received
electronic
document,
reply
directly
to the
received
phone
number.
Preven The remitter
ting The and t.he
the sender recmlent
error only confirm .the
remitta chegks transaction
nees the input gs well as the
input
Preven Possible to R?Spond
ting trace the with
the None origin of SMS,
voice fraudulent (Vi.rlﬁc
Phishing (recipient) ?oiloer;
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