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A Study of User Perception on Features Used in Behavior-Based
Authentication*
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ABSTRACT

The growth in smartphone service has given rise to an increase in frequency and importance of authentication. Existing
smartphone authentication mechanisms such as passwords, pattern lock and fingerprint recognition require a high level of
awareness and authenticate users temporarily with a point-of-entry techniques. To overcome these disadvantages, there have
been active researches in behavior-based authentication. However, previous studies focused on enhancing the accuracy of the
authentication. Since authentication is directly used by people, it is necessary to reflect actual users’ perception. This paper
proposes user perception on behavior-based authentication with feature analysis. We conduct user survey to empirically
understand user perception regarding behavioral authentication with selected authentication features. Then, we analyze
acceptance of the behavioral authentication to provide continuous authentication with minimal awareness while using the
device.

Keywords: Smartphone Authentication, Behavior-based Authentication, Authentication Features, User Perception
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Table 1. Authentication Modalities for our study

Modality | Feature Examples Bewiinem | Fsk
ance |Level
Type, Position, EER
Touch Direction, Pressure 0.5% 1
App App name, Usage EER 9
Usage |time, Location 1%
Web IP address, URL, EER 9
Usage |Time, Location 1%
Locati Location, Moving| FAR(0.1, 3
OCaMOn | pattern FRR(0.05
Call Phone number, Call EER 3
time, Location 2.2%
Phone number, EER
SMS Time, Location 5.4% 3
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Table 2. Characteristics of the sample

Category Respondent
Men 127 (55.5%)
Gender
Women 102 (44.5%)
20's 7 (16.2%)
30's 0 (34.9%)
Age ;

40's 9 (34.5%)
50's 3 (14.4%)
High school 5 (19.7%)
Undergraduate 95 (10.5%)

student
Education | Bachelor's degree 139 (60.7%)
Master / Adoctoral 11 (4.8%)

degree
Other 0 (4.4%)
Total 229 (100%)
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Table 3. Perception and acceptance of existing
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Table 4. Perception and acceptance of existing

. authentication 2
Patterns using
Category .- . .
existing biometric Preference for
- Category . . . .
Reject | Accept | Total existing biometric
. Low 86 33 119 Reject | Accept | Total
Usability -
High 56 35 110 . Low 89 30 119
Usability -
Total 142 87 229 High 37 73 110
X -test p<.001 Total 126 103 229
Privacy | Low 34 17 51 X -test p<.001
perception | High 108 70 178 Privacy Low 29 22 51
Total 142 87 229 perception | High 97 81 178
X -test Not significant Total 126 103 229
Low 22 19 41 X -test Not significant
Security -
High 120 68 188 ) Low 21 20 41
Security -
Total 142 87 229 High 105 83 188
X -test Not significant Total 126 103 229
Xz—test Not significant
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Security
(+)
Touch
SMS

App, Web,
Location, Call

Privacy
)
Touch
App, Web
SMS

Location, Call,

Identifiability
Touch, App,
Location
Web, Call
SMS

Understand
authentication
system (+)
Touch, Location
SMS

App, Web, Call,

Usability
(+)
SMS

Touch, Location
App, Web, Call

1
2

Priority
High
Low

Table 6. Priority classification by perception level of behavior based authentication
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Usability, Understand
authentication system,
Identifiability
Touch, Location
App usage, Web usage, Call
SMS

2

Priority

Table 7. Unified classification result
Low

High

Respondant
130 (56.8%)
81 (35.4%)
59 (25.8%)
42 (18.3%)
41 (17.9%)

Reason
Short authentication time
Little activity for
authentication
Familiar authentication
method
Not have to rely on
memory for authentication
Easy authentication

Table 5. Reason for usability
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Table 8. Priority of behavior-based authentica-
tion modality

Priority of modality

Touch

Location

App usage

Web usage

Call
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