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A Study on the Interrelationship between DISC Personality Types and
Cyber Security Threats : Focusing on the Spear Phishing Attacks
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ABSTRACT

The recent trend of cyber attack threat is mainly APT (Advanced Persistent Threat) attack. This attack is a combination
of hacking techniques to try to steal important information assets of a corporation or individual, and social engineering
hacking techniques aimed at human psychological factors. Spear phishing attacks, one of the most commonly used APT
hacking techniques, are known to be easy to use and powerful hacking techniques, with more than 90% of the attacks being
a key component of APT hacking attacks. The existing research for cyber security threat defense is mainly focused on the
technical and policy aspects. However, in order to preemptively respond to intelligent hacking attacks, it is necessary to
study different aspects from the viewpoint of social engineering. In this study, we analyze the correlation between human
personality type (DISC) and cyber security threats, focusing on spear phishing attacks, and present countermeasures against
security threats from a new perspective breaking existing frameworks.

Keywords: Social engineering, APT, DISC, Security awareness cognitive, Spear phishing hacking cognitive

Nz ol olmel A1 sl Sujelglel A A
AR SFSE Ao AR e S &
201640 149 Wl W S A Wl W eelel g Beld o 25000 wA12] Al A

Received(11. 12. 2018), Modified(12. 28. 2018),
Accepted(01. 07. 2019)

F#12F, mookdoris @korea.ac.kr
2AAAE sangjin@korea.ac.kr(Corresponding author)

~H b



L aslofay 34 AE 2

>,
i

7] i<l el Hhalele] FAd
[}

%%

s
L
oft
==
=
N
o
[e3
al

AR 0 FAE Bgete] sulols)y 4L 7]
Aoz $ASI gal 9 Sk ek % o
FA $AE ARE BES] vha G4 AR
AAY AT F sk sslelnlis] B4 2
TEREEE

)

[e3 mﬂ
4
rr
=2

o NS _ﬂ, 1>

2.1 Am0{n|A(spear phishing) 2%

54 e eAgsel BAsE N F M
Be nFE ek 24 Fut olde F49
2dojgA o7 2017d 71& oF T1.4%F AA3tL
itk 2sels] A e 34 RS Sl opy By
D A AL C2/HEA F oY YAz A4
AT faEshedl, 24 W) webe] A o Ak

ko z FAsHE Aolr] wiel wholrl thuts]
e e K e F e L o B

s3lojs o] BAe 34 dabow Add

=
0,
)
£
[
o, o
tlo
o2
o
o
fru
=
<
rr
2
)
i
N
O of m
o o

Ve A o] AsHl A ok e
T3],

29094 FAE At AL B 29
ol Bule AR 2 nlge] wol EAw A
7Vl o ZAAQl 93 FERE v Zch(4).

2o}z o] 23 wdy} FHEE HL 1) £5
A o7t obd B4 73 = 719E Rtk A
(EAA), 2) 718 AR §F A" g3 5 A
Al FXE $3 dI=E olfdite H(AA
A), 3) AAAQ TR HolAY AlEhr] ofelE
Ars AA vdx7] welA dvhe (AR F
< E 5 otk dAw ageialy e e
FAs  $lElM dHe]xB(facebook),  ESE

2.2 DISC &4 78 ZAM

oo Auloldistn Alefshy} w4l William
Mouston Marston BlAl= 19281, #}Ale] #4
917kl 7H(The Emotion of Normal People)’
oA g7l digh alzte] 1Ag nlete g QI7t %
< o] &3} stk <Az AFE sile] A3 24
o Wt f3Aow AZsl=A|9] of e} AJAle]
A3 FAA drh B FL A deAe 4

Al qRg JEeR QZk dE fI3¥SE HE
283t ivt. F=3(Dominance), Alad
(Influence), ¥ (Steadiness), A%
(Conscientiousness)e] vFZ 17ke] 35 KIS
+33lst mdlo|t}, Marstoni 42| o] &< ujeto
219729 wl=re] vl il FEiE Ay} g

3l John Geiere= A4 gt A+ 235 EdZ
Marston®2] 2edl-& W73t ct, Geier WAL 4
TR v g Ak Ale] R g AR A AHE
713l Carlson Learning Company+ 5%
ZHA Adukal o] 27t 2ekEFel PPS (Personal
Profile System)& ZFslsict. o] 2t = <t

Ad

m
P



AW 153 =A] (2019, 2) 217

Table 1. DISC Personality features

Division Personality features
D direct, results-oriented,
(Dominance) firm strong-willed, forceful
I outgoing, enthusiasitc,
(Infl ) optimistic, high-spirited,
nfluence .
lively
S even-tempered, patient,
(Steadi ) humble, actful,
eadiness .
accommodating
C analytical, reserved,
. recise,
(Conscientiousness) P . .
private, systematic
ol 2z AEe] Aw 15714 AaAdel 9
fel e A9e 2T ek AT HE Falol
nekel AF A AFAFEES Mre] AFAa
d% T3 AdAd +E=HI dAl= Carlson

LearningA}l& Inscape PublishingAlellA <14
sle] PPSell it #5497 4 wAde nts)
3 gi) sherellA e g 2S 714 dFaot &
A Agsle] gkl PPSE Rt glow(6)
DISC 3 A4 542 Table 1.3 Zo}(7).
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Table 2. Variable setting

Division Variables
Personality type
132??:32? * D(Dominance), I(Influence).
S(Steadiness), C(Conscientiousness)
Security Awareness(S.A) cognitive
Dependent * Classiﬁ.cat.ion : Tec.hnical/Policy/S.o.cial
. Spear phishing Hacking(S.H) cognitive
variables | , Classification : Internet/Fee/HR/Tax/
Personal/Culture/Finance
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Table 3. General characteristics of research e S a]le FEs] S8 e
subjects ARSstel e, 29l Al wHEtE 25t 23]
Division NL(HNIﬂh)er R(%/ti)o Table 5. Security Awareness cognitive accuracy
g - factor analysis / reliability analysis
Gend male 67 67
ender T
female 33 33 Factor analysis Reliability
20s 31 31 statistics
Q| & a
Age 30s 43 43 Division @ 3 g % g > §
40s~ 26 26 2 g E |5 E a2 o
- o a EX w g|a B 2
high shool = < 2 B2 | &
. . — QL [e] ©
. junior college 7 7 B e
Education universit a1 31 S.A#14 | 951 971 | 981
Y S.A#13 | 943 953 | 983
graduate school | 8 8 S.A#15 | 936 952 | 983 |0.987
staff 26 26 S.A#12 | .933 956 | .983
" assistant manager 28 28 S.A#19 | 924 923 | 987
Position
manager 24 24 S.A#22 1931 894 | .828
Senior manager~ 29 929 S.A#30 930 911 | 831
lvear 6 6 S.A#28 923 884 | .836 |0.889
Y S.A#24 647 489 | 911
Employment | lyear ~ 3years | 14 14 S.A#2T 599 517 | 904
period | 3years ~ byears | 16 16 S.A#5 1906 | 849 | 707
Syears~ 64 64 S.A#4 897 | 852 | .704 0.811
1T 58 58 S.A#6 841 | 727 | 749 |
manufacturing 14 14 E?"A#F/ D17 | 494 | 906
Occupation finance 6 6 lglen 4698 | 3721 | 2952
education 8 8 VO/a u;e
o O
ote 14 14 Variance 33.555(26.577|21.089
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Table 6. Spear phishing Hacking cognitive
accuracy - factor analysis / reliability analysis

. Reliability
Factor analysis statistics
Division % @ EL § & o %3 g
Z% = Qe 5 = E
E B = E |g B °® g
(g 25 | = =
S.H#4 71 594 768
S H#7 739 547 781
S.H#6 725 526 784
S.H#3 711 505 785 0.813
S.H#5 700 489 790
S.H#2 676 457 794
Eigen-value 3.118
% of variance | 51.975

ot9lgk(Cronbach @) 0.813
o e o R EA

*é%’:—ﬁ— %:E—f’: AR EE 7R ER & AellA

A +H(ANOVA)& &3 44 #+3(DISC)H
Hek QA A7k A} Aujofu)a) F)7 A7 A xe]
e 7Hd ASS AAlsksde

a.l A7 frddel v Bt A4 A4 A= 7)e
al %‘ﬁ%‘(mean)e B FEFH(D)/ARH (D)
= 2, A (S)/AFH (C)2 =4 et

b.1 A4 %%ﬂ uhE Eob olA A7t A= A4
29l Fdg(mean)S ¥H, F=3(D)/Ad (D)
< 2, HAHF(S)/AFH( C) A vheRseh

c.1 A4 frdel w2 Hat 1A A4 AE AH3
29l H#gt(mean)& 1‘34 ﬁZ—E‘é(D)//‘}E}i(I)
< 2, AHF(S)/AFH(C)2 =7 vehsdct,

d.1 A4 3l o= *J%"M” a7 A7 A

i (mean)S ¥4, FE3(D)/A=d (DS ¥
A, S (S)/AFH(C) =A el
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4 Qlth. & Fig 1.4 Beubel 2ol F=3(D)/
AR (D& A (S)/A15H (C)ell B3t} Hel
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a.2/b.2/c.2/d.2 A7 f3dl M B3l Q1A A
7y A= 71% 894l (technical)/A# £<l(policy)/
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a1 4 A3l foEE(p-value)> X
0.000°]t}. webs 714 1-1/1-2/1-3/2% 2F A
gz it
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security
Awareness| (s.A)
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(Technical)
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Fig. 1. Security Awareness based on the
personality type
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Table 7. Anova Result

Dependent variables DISC N Mean Std.Error F-value P-value
. D 15 3.7000 53619
g(TeChnical) & S 33 *4.3333 53278 ' “o
C 28 4.3929 .86984
b. Security Awareness(S.A) D 1 3.2400 LIGLTT
cognitive average I 24 b.1 8.7000 86678 7.209 b.2 00
& (Poticy) g S 33 [ 4.1758 198458 ' 40
C 28 4.4857 13722
. D 15 3.5333 1.39318
g (Sosial) g S 33 [ 4.5333 64356 ' 4o
C 28 4.5714 38380
D 15 2.1333 .30342
d. Spear phishing Hacking I 24 2.28417 45968 .00
(S.H) cognitive average S 33 d.1 3.2576 53860 56.023 d.2 0
C 28 3.4702 29764
F oo AvA A3 el S o owam e grhe e e,
(multiple comparison)& AAsldct. A4 #3 d3. 25igA 7] At Amel sleld AHA
2 ush Q) A7 s Aoleloly A4 A% WHE eln AEe) Aot ALA Asiel. 1A
AEZrel| o= HEE] Apol7} gl=Adl et £4 A A7 FEH(D)-HAEH(S), T2 (D)-AF3H(0),
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(D)-AIFH(C), Ahadg(D-H3(S), Ak (D-
AZH(C) 7ol HFAH(mean difference)’} &
Aoeg veydtt &, 7]sd Hol QA A7 A:
ol dolA F=(D)/ARE (1) S (S)
A3 (C) el w3 k= A& ovigh)
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Ack. ¥4 23 Al (D4 (S),
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Table 8. Multiple comparison result
(O | ) Mean
11?;?25{2? DIS | DIS | Differenc viue
© © e(I-J)
I 16875 977
D S | -.63333 | .004
C | -.69286 | .015
a3. D | -.16875 | .977
Aive:gﬁteyss T [ S [-.80208 | .004
(SA) Dunnett C | -.86161 | .008
cognitive T3 D .63333 | .004
average S I .80208 | .004
(Technical) C -.05952 | 1.000
D .69286 | .015
C I .86161 | .008
S .05952 | 1.000
b3. 1 -.46000 | .517
Security D S | -.93576 | .018
Awareness | Scheffe C |-1.24571| .001
(S.A) I D 46000 517
cognitive S | -.47576 | .303
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D | @) Mean
2‘;‘;‘;:&96? DIS | DIS | Differenc V;ue

c | c| et-d
C | -.78571 | .030
D | .93576 | .018
verage s [ 1 [ 47576 | .303
(Polies) C | -.30996 | .637
D | 1.24571 | .001
c [ 1 | .78571 | .030
S | .30996 | 637
T | -30833 | 957
D [ S [-1.00000 | .091
C [-1.03810 ] .068
e3. D | .30833 | .957
Afve;uelrllgs I | S [-69167 | .001
(S A) Dunnett C | -.72976 | .000
commitive | T3 D | 1.00000 | .091
rerage s [ 1 | 69167 | .001
(Social C | -.03810 | 1.000
D | 1.03810 | .068
c [ 1 | .72976 | .000
S | .03810 |1.000
[ | -15139 | 765
D [ 8 [-1.12424] .000
C |-1.33690] .000
d3. Spear D | 15139 | .765
phishing 1 | S [-.97285 | .000
Hacking |[Dunnett C |-1.18552| .000
(S.H) T3 D | 1.12424 | .000
cognitive S I .97285 | .000
average C | -.21266 | .291
D | 1.33690 | .000
c | 1 [1.18552 ] .000
S | 21266 | 291
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o Sl1 35| 7] 16
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