225
ISSN 1598-3986(Print)
ISSN 2288-2715(Online)
https://doi.org/10.13089/JKIISC.2019.29.1.225

Journal of The Korea Institute of Information Security & Cryptology
VOL.29, NO.1, Feb. 2019

7IAIRKE 7]t vERS] AF dolE di dF
ol = <" A e
oM HEtn PR S AT

Machine Learning Based Prediction of Bitcoin Mining Difficulty*

Joon-won Lee,T Taekyoung Kwon®
Information Security Lab, Graduation School of Information, Yonsei University

2 o

HlEFQlE BEdstel HAIAS SACR sk e Hselgle AEAaHE B8 Aok
ANz Alzdelrs E5 AAEE DA fAlsh] Sle Ae doled A Hedl, 7] AT wdolw
W7 Al v SN e S gloke EAE ek weba] ARAZEE oA A7 Abelel] e 24
2 A8 ESAAI AAA A7 BAAE AT Ha, A A 7S 23R Xy 29l 39 3A
A 237 Eeh &5 AR AP fAA717] 13 71 ATs oA s e EAlE ek &
ArellA = ol2d eAkE Fol7] S13 7T 71 A wdol® oS wWekE AAE o)A AT]E st
of vlge] A5 oSt oS53 gh& ol 8ste] AT dolmE AT felo) AY Ak oo A2 AF-
71E AT o= 2N 28-S o 36% H £ & e BolErh

ABSTRACT

Bitcoin is a cryptocurrency with characteristics such as de-centralization and distributed ledger, and these features are
maintained through a mining system called “proof of work”. In the mining system, mining difficulty is adjusted to keep the
block generation time constant. However, Bitcoin’s current method to update mining difficulty does not reflect the future
hash power, so the block generation time can not be kept constant and the error occurs between designed time and real
time. This increases the inconsistency between block generation and real world and causes problems such as not meeting
deadlines of transaction and exposing the vulnerability to coin-hopping attack. Previous studies to keep the block generation
time constant still have the error. In this paper, we propose a machine-learning based method to reduce the error. By
training with the previous hash power, we predict the future hash power and adjust the mining difficulty. Our experimental
result shows that the error rate can be reduced by about 36% compared with the current method.
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