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ABSTRACT

Recent technological advances and industry changes, the game industry is maximizing fun by supporting cross-play that
can be enjoyed by different platform users in PC, Mobile and Console games. If the boundaries are lost through the cross
play, unexpected security threats can occur due to new services, even if existing security is maintained above a certain
level. The existing online game security researches are mostly fraud detection that can occur in PC and mobile environment,
but it is also necessary to study the security of the console game as cross play becomes possible. Therefore, this paper
systematically identifies the security threats that can occur when enjoying cross play against console game users using
STRIDE and LINDDUN threat modeling, derives security requirements using the international common evaluation standard.
Keywords: Threat Modeling, STRIDE, LINDDUN, Security requirements, Cross-play, Console game
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Table 1. STRIDE Security Property Description

Threat Description
Spoofing Unauthorized entity is
disguised as authorized entity
. Threats to tamper with
Tampering . .
information
L. Threats to tamper with
Repudiation
components
Information . .
. Critical data is exposed
Disclosure
. Behavior such as resource
Denial .
. consumption prevents normal
of Service .
operation
. Execute with high privileges
Elevation of . .
.. for subjects without access
Privilege . .
and execution rights
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tegrity), 7H&Ad(availability)el <12 (non-
repudiation), &1%(authentication), H3ZHHo]
(authorization) & 3t & 67[x9] Hl&A 4
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2.1.2 LINDDUN #§ =&

LINDDUN= 7] Fule] 7}&E2] thdlelA
e W2 JRAA R FAE AAHeR
=g dAehs P RdE 71<elth. LINDDUN
9 7t %el= AF 7FsA (linkability), 2184
(identifiability), %41 ¥ (non-repudiation),
Z%E54 (detectability),
mformatlon £ v]el4] (unawareness), 33
59 Eo]d(non-compliance) & A& 99| ¥
tl. Table 2= 2 84xel g A o& vehd Fo]
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AR xZ(disclosure of

Table 2. LINDDUN Security Property Description

Threat Description
Not being able to hide the
Linkability link between two or more

identities of information

Being able to sufficiently
Identifiability | identify the subject within a
set of subjects

Non- Not being able to deny a
repudiation claim

Being able to sufficiently
distinguish whether an item
of interest exists or not

Detectability

Discl e of .. .
tsclosure o Critical data is exposed

information
unaware of the consequences
Unawareness . . .
of sharing information.
Not being compliant with
Non- . . .
. legislation, regulations, and
compliance

corporate policies.

Table 3. Components of Data Flow Diagram

Element Symbol Description
External .
Eii?; ] Code outside Control
Process O Any running Code
Data Store _ Things that store dat
a
Communication betwe
Data Flow — en process
Trust A Anyplace where vario
I____i us principles come to
Boundary L gether
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Table 4. Error Handling Process
Category Error Explanation
Invalid_User Request for an invalid member.
Authenticati User_Canceled Login has been canceled.
u en&lca ton Not_exist_User Member who does not exist or has left.

SP_Authentication

Access Token Failed

Token login failed.

Not_Invalid_Token

Token information is not valid.

Invalid_IdP_Info

IdP information is not valid.

Access code expire

The access code has expired.

Guest access_Failed

Information of the terminal accessing should be
deleted.

Socket_error

Function of the network socket is not normal.

Response_timeout

Response time has been exceeded.

G ; - -
ame GameClient_State Game client’s status information does not match the
Management
Code Error normal code.

Ban_Member Account has been suspended due to fraud.
Not_Playable Can not be played due to a check or patch.
Unknown_error Unknown error occurs.
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o} &2 A% olE sMAs}r] S13 Serverless

Computing AH] 264 A 2sle SDKE AF&-a}o] Attack Librarys #4124 izt 9J8E52S
Dedicated Servers 7Wsta Fef$-soa] £ kgt 2125 F3 A3 555 wdelel. STRIDE
3= wkalo 2 Al AMu|AE AlFEtt Z£A49] A} ¢} LINDDUN= o] 3.2% 4 z}est DFDE
SAR= ALY F g FUE ARALE sk AL 2 BAsle FAbHel s Aldsly] wt
Aell HojH FA& Al BEAQ vixE A¥s) =, BE 71ER A, CVEY 31" Hd o
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folo] 2 Az} o] WA s5d 1858 A ste] 245 AAEEL ok Table 55 19 #&
2(P9) MEE AY AL AAstE 345 Cloud 55 Faste] AR Attack Libraryeltt.
Game Service(P10)el £43 F A= A

Table 5. Attack Library for Cross-play

Type Category Topic No Source Title Ref
Physical 1 [EER Social Engineering Attack Framewor (16)
Access k
9 [EEE Unde'zrhs‘.uandmg cloud computing vuln (17)
Access o erabilities
Authentication . . .
. A survey of intrusion detection techn
3 Elsevier | . . (18]
iques in cloud
Paper Omitted
7 [EEE Network securlty for virtual machine (19)
in cloud computing
A Survey of Security Issues and Att
Network Cloud 8 | IJETER | acks in Cloud and their Possible Def | (20)
Service enses
Computer | Building safe PaaS clouds: A survey
9 o . (21)
s & on security in multi tenant software
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Type Category Topic No Source Title Ref
Security | platforms
Omitted
12 [EEE An Investigation of Cheating in Onli (22)
Game ne Games
Cheating 13 LJCSIT IT se.curlty issues within the video g (23)
ame industry
14 [EER Splitting the HTTPS .stream to attac (24)
Protocol k secure web connections
15 | www o8 Force HTTPS: protecting high-securi (25)
ty web sites from network attacks
Omitted
18 [EER Security vulnera}blhtles in modern w (26)
eb browser architecture
Internet | Web Service | 19 | AcM | XML signature element wrapping att | rory
Service acks and countermeasures.
Automatic creation of SQL injection
20 IEEE . L. (28]
and cross-site scripting attacks
Cloud security defence to protect clo
21 Elsevier ud computing against HTTP-DoS an | (29)
Availability d XML-DoS attacks
DoS Attacks Over Cloud Environmen
22 1GI t: A Literature Survey (30]
Omitted
95 [REE Secul‘lty and privacy in cloud compu (31)
Data Loss ting - — -
Storage % CCPE An overview Qf insider attacks in (32)
cloud computing.
Omitted
Stealing web pages rendered on your
29 IEEE browser by exploiting GPU vulnerabi | (33]
lities
GPu Vulnerable GPU memory management:
30 ETS towards recovering raw data from G | (34)
PU
Omitted
33 LJICT iyperwsor Security - A Major Conce (35)
virtualization — -
Hardware 34 OSUR A survey o.f se.curlty issues in hardw (36)
are virtualization
Embedded systems security: Threat
35 IEEE s. vulnerabilities, and attack taxono | (37]
my
system When Firmware Modifications Attac
Y 36 NDSS k: A Case Study of Embedded exploi | (38]
tation
A Methodology for Forensic Analysis
37 IEEE of Embedded Systems (39)
38 2016ACM | A Comprehensive Formal Security A (40)
SIGSAC nalysis of OAuth 2.0
39 SAFECO | Security Flows in OAuth 2.0 Framew (41)
Ceorrll(fsl Access Authentication MP 2017 | ork® A Case Study
RSA Leaking Ads—Is User Data Truly Se
40 (42)
Conference | cure?
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Type Category Topic No Source Title Ref
2009 New tricks for defeating SSL in prac
Internet Se Protocol 41 BlackHat | tice. (43)
rvice Availability 12 | coswio A new form' of DoS attack in a cloud (44)
and its avoidance mechanism
IEEE . . .
Network security for virtual machine
43 | Conferenc | . ; (45)
o in cloud computing.
Hardware | virtualization 44 Black A Dive in to Hyper-V Architecture & (46)
Hat 2018 | Vulnerabilities
45 Black Hardening Hyper-V through Offensiv (47)
Hat 2018 | e Security Research
Stand Network [RTRF 16 | RFC6819 OAuth'2.0 Threat Model and Securit (48)
ard y Considerations
CVE-2018 | Remote attackers to execute arbitrar
47 (49)
-8491 y code
X X CVE-2018 | IE Security Feature Bypass Vulnera
Browser 48 8470 bility (50]
49 CVE-2018 | Microsoft Browser Elevation of Privil (51)
Network -8357 ege Vulnerability
Omitted
53 CVE-2018 | Bbuffer overflow was found during U (52)
Service -5178 TF8 to Unicode
v 54 CVE-2018 | Windows TCP/IP Information Disclos (53)
-8493 ure Vulnerability
CVE-2018 Validate the state parameter of the
Access Authentication | 55 OAuth 2.0 and OpenID Connect prot | (54)
CVE -15121
ocols
56 0\11352218 Information Disclosure Vulnerability (55]
.. CVE-2018 | Hyper-V Remote Code Execution Vul
Hardware virtualization b1 -8489 nerability (56]
CVE-2018 | Hyper-V Denial of Service Vulnerabil
58 . (57]
-8438 ity
Omitted
62 CVE-2018 | Shell Remote Code Execution Vulner (58)
-8495 ability
(O8] Kernel CVE-2018 Device Guard Code Integrity Policy
63 8492 Security Feature Bypass Vulnerabilit | (59)
y
. X o Microsoft Internet Explorer 11.371.16
Techni Inten}et Se Web Service 64 exploit=D 299.0 (Windows 10) - Denial Of Serv | (60]
cal rvice B .
Report 1ce
Omitted
3.4 STRIDEE 0|83 &4 6 241 AL 7158 STRIDE 8-S Jelugl
o AR RS T aRAFH ] G
STRIDE® Azd 2 54429 948¢ 52
sl wbAsl=Y] Lolgt slgnda]o g x| RAF) Table 6. Available DFD elements per STRIDE
DFD 7 g2-2] zhAAQl 918E A & & glch SIT[R[I[DJ[E
whebd % Aol STRIDES 244 Auls 7 Entity X X X
7He RFEAoz BAMsl. STRIDE: DFDe 7+ Data Store X X | X
s Process X X X X X X
2502 A8 7hest @5l Aelrt slevd Table Data Flow X X | X
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Table 7. STRIDE Threat Analysis on Cross play
Element, STR .. Attack
Type No Name IDE Description Ty Threat
Entity Bl Console 3 A.ttackelfs spoofmg gs other psers u (1.6.12) T
game User sing social engineering techniques
S Spoofing a legitimate web browser (50,51) T2
3 Spoofing a malicious message as a (19) T3
normal message
T Tampering a request message to a (15) T4
game web server
Remote Code Execution Through Mo
User T dulated Web Pages (47.48.52) T5
Process P1 Agent I irCn}:ormatlon disclosure by MITM att (14.16) T6
I Exposing authentication information (18.20) 7
through a tampered web page
D DoS attack on web server [21’2253’24’ T8
o Ge.t hlgh authority by improperly m (19.49 53 62) T9
anipulating messages and browsers
I 8gta1n user information from Host (34.54.60) T10
DoS Attacks Due to Inappropriate P
b rivileges Checks in Host OS (35.58) 11
Process P2 | Hypervisor T Svd;);i;fy device firmware through mal (36.37 44 45) T19
o ggn remote code execution in Host (34.35.57.59) T13
E%evatlon,of authority through trans (33.35) T14
mitted sessions
Change the OS kernel corruption (63] T15
I Acquls}ltlon of data stored in GPU (29 30.32) T16
Exclusive p memo.ry -
P3 artition& I Get ciphertext through Side-Channe (31.32) T17
Process & Shared par 1 Attack
P4 tition D DoS attack using GPU via malicious (32.33) T18
web page
B Elevation of privilege through kerne (61.62) T19
1 memory
Game o o e
Process P5 Client T B@odﬁ&lng Graphics  Drivers  and (12,13) T20
. Firmware
Execution
I Acquisition of data stored in GPU (29 30 39) T91
memory
Application I Get ciphertext through Side-Channe (31.32) T99
1 Attack
Process | P6 | Manageme DoS attack using GPU via malicio
nt D oD artack using & matieious (32.33) T23
web page
B Elevation of privilege through kerne (61.62) T4
1 memory
T Change file information stored on th (69) T95
Data Sto | DS Console Di e console disk via malicious code
re 1 sk I Data Acquisition through BitLocker (69) T96

Bypass
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Element STR .. Attack
Type No Name IDE Description Gy Threat
Omitted
Obtain user account information wit
T h modulated URL Redirect (38) T64
Tampering authentication code sent | (5.15.17.40.5
. T T65
Redirect w to server 5]
Data eb server w Obtain Client Secret Information th
Flow 7 ith Authori ! rough Guessing (46) 66
zation_code I dA:S attacker obtain authorization co (6.16.39 56) T67
D eDoS attacks on the server using cod (46) T68
Tampering authentication code sent | (5,15,17.40.,5
T T69
to server 5]
T Tamperln.g normal sites to steal (46) T70
Dat Send Autho user sessions
ata F8 | rization Co I Attacker obtain authorization “codes | (6.,16,39,56) T71
Flow - - - -
de Obtain  valid code information
I . (46) T72
through Guessing
D eDOS attacks on the server using cod (46) T73
Change Access Token (5,38,55,56) T74
Return Acc Obtain user account information wit (46) T75
F9 ess Token h modulated URL Redirect
Data & &“ I Information lea}{ through Access To (5.39 46.56) T76
Flow Pl Call protec ken eavesdropping
0 ted resourc I Obtain Access Token information th (46) 77
e with Acce rough browser history
ss Token I Obtain a valid Access Token throug (46) T78
h guessing
STRIDE®4& $a@ 2o Table 7ol vheh]  A0& 3743 8 40 A s 4743t
9}, st7] #l8 Attack Tree® =M%t Attack
Tree: 274 #9¢ 77e wew madsw
3.5 Attack Tree EtM STRIDEE &3 A% 55 39 =2 %3
Wtk Table 8& &4 24T STRIDES vhee
STRIDEE &3 &€ $13e] AA 3427 A Z Attack TreeE el ZAzjolo},

Table 8. Attack Tree for cross-play

Attack Tree Threats
1 Obtain the account information
AND 1.1 verification code
OR | 1.1.1 | Man in the middle attack 2%’1‘6"1‘46'T49'T56'T65'T69'T74'
OR | 1.1.2 | SQL Injection T7,T66,T71
OR | 1.1.3 | Session Hijacking T14,T30,T41,T70,T76
OR | 1.1.4 | Insufficient authorization checks T10,T11,T36,T66,T70
OR | 1.1.5 | Redirect Attack T64,T75
AND 1.2 Client_ID / Secret obtain
OR | 1.2.1 | Authentication information Guessing T66,T72,T78
OR | 1.2.2 | Phishing Attack T1,T5,T7,T27,T39,7T46,T70
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OR | 1.2.3 | Insider Attack T38,T47,T52,T54,T56,T59
OR | 1.2.4 | Spoofing Attack T1,T2,T28,T34,T40,T46,T61,T70
OR | 1.2.5 | Cross-site scripting Attack t[‘q?égﬂégi??ig%’T39’T45’T58’T63
OR | 1.2.6 | Unsuitable 3rd party policies T36,T65,T69,T70,T77
OR | 1.2.7 | Injection Attack T3, T77
OR 1.3 Install malicious
OR | 1.3.1 \ Malware injection T38
OR 1.4 Resource Obtain
OR | 1.4.1 | Brute force attack T8
OR | 1.4.2 | Buffer overflow T9,50,T58,T63
2 Network Attack
OR 2.1 Function misuse
OR | 2.1.1 Information exposure
OR | 2.1.11 ‘ Backdoor channel attack T36,T38,T59
Omitted
3 Server Attack
OR 3.1 Denial of Service Attack
OR | 3.1.1 Protocol Attack
OR 3.1.1.1 | SYN Flooding T8,T18,T23,T37,T66
OR 3.1.1.2 | Ping of death T8.T11,T66,T68,T73
OR 3.1.1.3 | HTTP Flooding T8,T18,T23,T32,T44,T68,T73
OR | 3.1.2 Volume Based Attack
OR | 3.1.2.1 | ICMP Flooding & UDP Flooding T%gl1*T32'T44'T53'T57'T62'T68
OR 3.2 Leaking confidential Game / User Data
OR | 3.2.1 Application side
OR 3.2.1.1 | Firmware tampering T20,T51,T55,T60
OR 3.2.1.2 | Execute malicious T31,T38,T43,T51,T52
4 Hardware Attack
OR 4.1 Hardware tampering
OR | 4.1.1 | Firmware or kernel tampering Z?é;?é;}ﬁégw"mg'T2O’T21'T2
Omitted
3.6 LINDDUNZ 0|8&t 24 Hel2 v}, v L2 Threat Treed &4
sle] S1ge] WA 5 ot A9E Jehirh So-
LINDDUN ®h§22 Problem space, So- lution space’= AH® &< 9kala 5 o) W
lution space 27§9] F7te= A= 272 370 W 22ge Ausls oAs AR ok BAE
A= A3} €lch Problem space= LINDDUN 3ol s 4492 A&7 LINDDUN 24
male] A wHAR 24 AlxEe] iR $3E A}—O]Eoﬂk] xﬂ-l—%]—% %i]—i,‘—u‘_}:r,} MAAY s} &2

A= wAloltt, 7dwAl STRIDER 64 A}
= 5ol A AFEE ApEsta o] F
7k Q4w A4 7Fsdt 455 Table 9

o 1 =2
Table 9. Available DFD elements per LINDDUN

L|I | N|D|D|U|N
Entity X | X X
Data Store X | X | X | X | X X
Process X | X | X | X | X X
Data Flow X | X | X | X |X X

Problem spaces

tt2A A3 4 glE Solution spacess A|F
E HrpEs ZEste] 44elA BkstalRle =
=3},

3.6.1 Threat Tree &M

Threat Treet DFD9 7+ Q40 gk ¢34
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Entitye ¢53} wAA, 3xg doleE £3k A
BixZ Foket a9l EEHRE AL o o
ole] fF-Z&o] WA & & oS =l F £ dx
Data store®] 7% A8 2ol A

o] A4 wizkgk Auyb 3o € o ARol fEEE

7% gl sgin

Ho
:Ol—_,Q
ul
ol
=
f
&
oX
=
o

Table 10. Entity Threat Tree

And | 13 I_e.4 : Loglp with vulnerable toke
n information
I el0 : When the maximu
OR | 1.3.1 | m scope of authority is re
quired
or | 132 I_elll : Reque?stgd read an
d write permission
I el2 : Do not store client
OR | 1.3.3 | credentials and tokens on
the back-end server
OR | 1.3.4 I el3 :4 When the refresh
token is not used

Table 11. Data Store Threat Tree

Identifiability
1 I.DS
And | 11 I_dsl. .3 Data access control vuln
erability
1.ds3 : (*) Information D
OR 111 isclosure of data store
And | 12 I_ds2 : Anonymization of vulner
able data
OrR | 121 1 ds4 .i (*) Identifiability
of entity
1_dsH : User identificatio
OR 1.2.2 | n through data inference
and re-authentication
Detectability
1 D_DS
And | 11 Dfds.ll © Data access control vuln
erability
D_ds3 : (*) information
OR L1 Disclosure of data store
And | 1.2 D _ds2 @ Weak information hiding

Disclosure of information

1 ID_DS

ID_dsl : (*) information disclosu

Linkability
1 L e
L_el : Data flow or Data Store no
And | 1.1 t fully protected
L_e3 : (*) information Dis
OR | 1.1.1 closure of data store
OR | 1.1.2 L_e4 : Do not encrypt
And | 1.2 LTeZ © Excessive PII Information
Link
L_eb5 : Information based
OR | 1.2.1 | on IP address and MAC a
ddress
L_e6 : Game play informa
OR | 1.2.2 | tion and service-based inf
ormation
L_e7 : Information based
OR | 1.2.3 | on ID, name, friend list,
message history
L_e8 : Information based
OR | 1.2.4 | on photos, music, and ho
me video content
L_e9 : Information based
OR | 1.2.5 | on Date of birth, national
ity, language used
Identifiability
1 le I_el @ Login using identifiable inf
- ormation
I e2 : Use the identity itself for
1.1 .
membership
OR | 1.1.1 | I_eb : Use I-PIN
or | 112 I_e6 : Use mobile phone n
umber
OR | 1.1.3 | I.e7 : Use email address
And | 1.2 | I.e3 : Knowledge-based login
or | 121 I e8 : Login with weak pa
ssword
orR | 122 1. e9 : Data store is vulne
rable

And | 1.1 re of STRIDE Threat Modeling
And | 1.2 ID_ds2 : Directory Indexing
OR 1921 ID_d.s7 : The directory in
dex is allowed.
OR 199 .IDdeS.i The Web server
is configured incorrectly.
And | 1.3 ID_ds3 @ Information Leakage
ID_ds9 : Exploits a web
site that reveals sensitiv
OR 1.3.1 e data such as error dat
a
ID_ds10 : sensitive infor
OR 139 mation, comments, error
messages, if the source ¢
ode exists
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And | 1.4 ID_dsb @ Path Traversal
ID_ds11 @ Access to files
OR 1.4.1 | outside the root director

y
And | 15 | 1D-ds6 : bypass protection meas
ures
Or | 151 |!P-ds12: No data store
protection measures
OR | 1.5.2 | D-ds13 : Easy to obtain

authorization
OR 1.5.3 | ID_ds14 : Unencrypted

36.2 MUC =ty

MUC(Misuse Case)= Threat Treeg 58
Aol AA A ALEHe AvEleE &
£ =] fl8 #AEReh MUCH= A
k' F9 %73;], _.Jﬂo] 3. _g]_ 73;].; zLH

E]- Table 12+ 3.6.1°14 %=%3% Threat Tree
o gk d¥ MUCE vrepfigich.

Table 12. Misuse Case of Entity and Data store
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MUC Specification

Threat Tree

Linkability_Entity

Users upload their game data to social network services and the attacker

Summary collects their personal profile through related information
mis-actor skilled outsider
bl The game user uploads the ranking results to the social network
MUC service linked with the game ID

01
Basic path bf2

The attacker can check the related conversation in the game message
store with insufficient confidentiality

b3 and social accounts

Continue to view message content and uploads from photos, video files,

Consequence

Identify personal information based on messages that are less confidential
and files uploaded to social accounts

MUC Specification

Threat Tree

Identifiability_Entity

Obtain credentials that are not stored securely and pretend to be legitimate

Summary
users
mis-actor skilled outsider
MUC bfl | Attacker gets information during login process with weak password
02 Performs the synchronization process between the game account and
. bf2
Basic path the console account.
Obtain an access token as a client credential that is not stored
bf3
securely on the back-end server
Consequence Ability to steal unauthorized credentials and impersonate a user

Omitted
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Table 13. Threat in TOE security Environment
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STRIDE®} LINDDUN®] $1glE&]ellx EZ&3t A
A = e A e e VA B b T o B e
=2 NIAP(National Information Assurance
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A=z An], AN AIA 2w kA xE 5 gl
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2 R QA EF sk $8el A
A= Table 13 Azl shsich,
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NO Threat, Description Tree Node
T UNAUTHORIZE Thg threat 'agent bypas.s sgcurlty fu | AT 1.1.1, 4.1, 4.2
T1 nctions during authentication and c¢ 1.ds2, D_dsl1, I_.p, NR_p2,
D_ACCESS L TT
ommunication. ID_p, D_df
9 T PRIVLEGED. ALﬁLtihorlzecni iusirs11 bypasihseci:ur(lity f;; AT 4.2
USER_ERROR Qcargns or instafl unauthorized SOt 4 pp U_e. NR_df
T.SECURITY_ The threat agent can access the dev AT 1.3.1,3.1.1, 3.1.2, 3.2.1
T3 FUNCTION_ ice through unauthorized software TT N/A
COMPROMISE & '
. AT 1.2.4
T4 SPOOFING_ A threat agent may act improperly T ol Tod L dsl NR dsl
ATTACK as a spoofing subject. TT 6L 1e I'\IRiPsl ’ ~asL.
T5 T.PASSWORD_ ;I;};ebthizia‘ﬁlo?t;giint tfenvetflileesrsak:i}}ft deo? - e ——
CRACKING v explotting v TT Lel, Ie3, Led, Idsl
the authentication process.
T.INTERNAL_ Threats by careless insiders and ina AT 1.14,1.2.6
T6 THREAT ropriate policies pr | [-e2 U.el. L ds2.ID ds.
pprop P NC_ds, NC_p
A threat agent may access and tam | AT 2.1.1
T7 Tli%?r\zg}l?{* per with data transmitted over the T I dsl, NR_ds3,ID_ds,
network. NR_p3, ID_df
| RESOURCE | e ttware. and hard S AL
ATTACK S, ‘ : TT N/A
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A lglel digela 9SS dslely] 918
o xedict, ofelells 4,144 E33 walst
7ol sk AS vehglch
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20] Fbk Aol o-$3hr] g8 dlely 7F REE
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T 9= AdE FE A ot
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Table 14+ 3l

Table 14. Security Functional Requirements and Mapping

FAReZIE 7]

oXL
ala
T
Au)
o)
Kl

=Rl 6709 71
W& Tl 2 @] 12749 1
srlalsicl. 7 mersAde
[e]

7}

4 B S S s

F i 1
NO Element NO Object unctiona
Components
FDP _IFC.2 Complete information flo
w control
FDP_IFF.1 Slmple security attribute
FMT MSA.3 Statlc attribute initialisa
tion
Management of security
TRUSTED_CHA FMT_MSA.1 .
02 NNEL attributes
T UNAUTHORIZ FMT SMR.1 Security roles
ED_ACCESS ificati
_ FMT SMF.1 Spec1f1cat1.on of Managem
ent Functions
FIA_UID.1 Timing of identification
FTP ITC.1 {nter—TSF trusted channe
FIA_UAU.1 Timing of authentication
SECURITY_TRA FDP_UCT.1 Basic data exchange confi
o7 dentiality
NS_DATA
FTP_TRP.1 Trusted path
FAU_ARP.1 Security alarms
PRIVLEGED_ AUDIT GENER . . .
T2 USER_ERROR 04 ATION FAU_SAA 1 Potential violation analys

is
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FAU_GEN.1 Audit data generation
FPT_STM.1 Reliable time stamps
FAU SAA.2 Proflle based anomaly de
tection
FIA_UID.1 Timing of identification
FAU SAA.4 Somplex attack heuristic
FAU SAR.1 Audit review
FAU GEN.1 Audit data generation
FPT STM.1 Reliable time stamps
AUDIT PROTEC FAU_SAR.2 Restricted audit review
05 7T Prevention of audit data
FAU_STG.4
loss
FAU_STG.1 Protected audit trail stor
age
Omitted
FDP _IFC.2 Complete information flo
w control
FDP_IFF.1 Slmple security attribute
FMT MSA.3 Statlc attribute initialisa
tion
T Management of security
02 RUSTED_CHA FMT_MSA.1 attributes
NNEL .
FMT_SMR.1 Security roles
FMT SMF.1 Spemflcatl'on of Managem
ent Functions
FIA UID.1 Timing of identification
FTP ITC.1 Intgr—TSF cor}fldentlallty
during transmission
FTP_TRP.1 Trusted path
TSF-initiated session loc
FTA_SSL.1 .
T5 PASSWORD_ S8 king
CRACKING FIA_UAU.1 Timing of authentication
FIA_UID.1 Timing of identification
FTA_SSL.2 User-initiated locking
FTA_SSL.3 TSF-initiated termination
FTA SSL.4 Eser*mltlated terminatio
Limitation on scope of se
08 TOKEN_MANAG FTALSA. lectable attributes
EMENT Authenticati fail h
FIA AFL.1 uthentication failure ha
ndling
FIA SOS.1 Verification of secrets
FIA_SOS.2 ’SI‘SF Generation of secret
FIA UAU.2 User aut}}entlcatlon befor
e any action
FIA UAU.3 Enforgeable authenticatio
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FDP_ETC.2 Expo?t of us'er data with
security attributes

FDP IFC.1 Subset information flow ¢
ontrol

FDP_IFF.1 Slmple security attribute

FMT MSA.3 Statlc attribute initialisa
tion

FMT MSA.1 Ig/iiﬁiiir;ent of security

T6 INTERNAL_ 07 SECURITY_TRA .
THREAT NSfDATA FMT_SMRI Secu'rl.ty 1”.0185

FMT SMF.1 Spemflcatl'on of Managem
ent Functions

FMT MOF.1 Manggement of security f
unctions behaviour

FIA UID.1 Timing of identification

FMT _MSA.2 Secure security attributes

FMT MSA 4 Secu.rlty attribute value i
nheritance

FMT_MTD.1 Management of TSF data

FMT _MTD.3 Secure TSF data

Omitted
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