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ABSTRACT

They are frequently used today in public places such as street, subway, school or library. Since users can sometimes print
documents that contain confidential data using Printer Kiosks, the devices should store and manage the documents securely.
In this paper, we identify potential security threats in Printer Kiosks and suggest practical attack scenarios that can take
place. To show the feasibility of suggested attack, we analyzed network traffic that were generated by the real Printer Kiosk
device. As a result of our analysis, we have found that attackers can access other users’ scanned files and access other
users’ documents from Printer Kiosk’s home page. We confirmed that using our attack, we could retrieve other users’
personal data.

Keywords: Printer kiosk, HTTP, URL meta data, URL guessing attack
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Fig. 1. General printer kiosk service structure
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Accept-Encoding: gzip, deflate

Accept-Language: ko-KR,ko;q=0.9,en-US;q=0.8,en;q=0.7

Fig. 2. Example of scan file request message
for guest user.
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Fig. 3. A list of documents box of malicious users in company A.
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Fig. 4. Example of documents file
message for member user.
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Fig. 7. A scan file download request packet of
the member user.
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Fig. 10. List of scan files of users exposed due
to member attacks and guest attacks.
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Fig. 12. List of the victim’s document box file.
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