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ABSTRACT

The security control is to protect IT system from cyber infringement by deriving valid result values in the process of
gathering and analyzing various information. Currently, security control is very effective by using SIEM equipment which
enables analysis of systematic and comprehensive viewpoint based on a lot of data, away from analyzing cyber threat
information with only fragmentary information. However, It can also be said that cyber attacks are analyzed and coped with
the manual work of security personnel. This means that even if there is excellent security equipment, the results will vary
depending on the user using.

In case of operating a characteristic web service including information provision, This study suggests the basic point of
security control through characteristics information analysis, and proposes a model for intensive security control through the
type discovery and application which enable a step-wise analysis and an effective filtering. Using this model would
effectively detect, analyze and block attacks.
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Table 1.
parameter

Number of Whitelist IPs by detection

Search period : ‘18.07.20 ~ 08.08 (20days)

Whitelist IP
Cumulative count,
(including duplicates)

Parameter info.

*id*e*id*e*a*l. > 41
*en*e*id*e*a*l. " " 41
d* n*t*i*e*ai*_D."*** 22
*C*B*0*0*F 763
*m*a*lc*l*t 0 12
o*d*e*is* .%o 576
u**e™is*. "o 192
*o*t*a*t*n* %o 538
*oft*a*t* e i*i n i w. "o 8
*e*l*i*e*ae. "0 3,873
*e*TFe*us™ae r*c. "o 2,527
AU N Futm't. o 5
Total cumulatlve count 8,598
Whitelist IP number after 4.789

removing duplicated IPs
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Search period
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external attacks

(2days)
. 4,879 Whitelist IP
Search requirement
Usage
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- Whitelist IP count
True-positives count
- Attack count
excluding whitelist 91,465
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parameters
Percentage of true
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[tem
Primary Secondary Tertiary
Type type type
Analysis analysis analysis

Cumulative IP count

5,246 8,954 10,139
IP accumulation period
'18.08.14~ '18.08.14~ '18.08.14~
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Type search period

'18.07.23~ '18.08.09~ '18.08.12~
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System

FW.IPS
¥ Multiple
FW,IPS
FW IPS, feature % Only with

WAF,DDoS identification
was easy to
identify with

FW and IPS
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Table 4. Results of validation of major time
zones by country

Attempt

on Philippines Singapore Hongkong
country

Time
10~15H 10~18H 10~18H

range
Search In Out In Out In Out
period Attempt count
'18.08.14
~ 0898 2,730 0 2,282 6 1,932 82
'18.08.14
~ 0911 4,338 0 2,282 6 1,932 82
'18.08.14
~ 0995 6,078 5% 3.036 6 2,102 82

FHA= AY i 54 wet 9 1670 et
o] Almrl FelElglod, 1 F 37 ek A
& A7kell dfal] EHelgk A3rt Table 4.0] ©f &
oAl B, F= ARgshe ARk Hele] Al A
7b &AL, AZES ool Al® At A8 Ui
< & 5 vk webA F2 Ak ]E‘—:— A 14171
i, T8 ‘]”“H olelel] A:=rkE 4

Table 5. Verification of packet size range
validity by parameter

E * *1* * *
gTi'¢"a%e o | *C*B*0*0"F *f . f *u *S
type a‘e’rc.’o
Time 235 ~ 1,163 | 275 ~ 1,514 | 494 ~ 1,094
range bytes bytes bytes
5 n Range
earc
, In [Out| In [Ou| In | Ou
period
Attempt count
'18.08.14
~ 08.98 20,423 0 13,076 0 27,842 0
'18.08.14
0911 44,949 0 25,186 0 62,710 0
'18.08.14
- 09.95 68,751 0 36,373 0 97,217 0
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3] Fol eld w7l W Az debrgd 5
7 W A F Hd A7 Abe]=(Max) e ®
= e gE oz Fgo] spsdcl. dejvlg
W A5 Ape]=E FE AR FelM 2
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Table 6. The result of the defined attack type
validation in the whitelist

Search period

'18.08.14
~ 09.03

Ttem '18.08.14
~ 08.23

'18.08.14
~ 09.25

Whitelist IP

6,045 8,964 12,241
number

Whitelist

75,738 135,518 253,665
type count

Excluding
normal
whitelist types |y 4 1g 2,731 4,967
in whitelist
type

(Attack type) (A

Falseposititves
idertification (B)
(Threshold 1,271 2,588 4,876
adjustment
Type)

Attack type
(True-positives 172 143 91

count ‘A-B)
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