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ABSTRACT

6LoWPAN based on IEEE 802.15.4 is a realistic standard platform for various Internet of Things (IoT) applications. To
bootstrap the LoWPAN (Low-power Wireless Personal Area Network), each device must perform 6LoWPAN-ND address
registration to assign a unique IPv6 address. Without adequate security mechanisms, 6LoOWPAN-ND is vulnerable to a variety
of security attacks including corrupted node attacks. Several security mechanisms have been proposed as a supplement to the
vulnerability, but the vulnerability exists because it relies solely on IEEE 802.15.4 hop-by-hop security. In this paper, we propose
and analyze a vulnerability of 6LoWPAN-ND address registration and a new security mechanism suitable for preventing the
attack of damaged node. It also shows that the proposed security mechanism is compatible with the Internet Engineering Task
Force (IETF) standard and is more efficient than the mechanism proposed in the IETF 6 lo WG.
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Fig. 4. Secure Address Registration

[Procedure for checking Authn(K3)]
Given the received {Addrs, Ctrs, Authn(K3)}
and stored 6LBR_Info,
* (stored_Ctrs, stored K3)« select Ctr, K
from DAD Table where MAC64 = MACG643;
* compute Authy(stored K3)=
h(Addrs || Ctry || stored 6LBR Info || stored K3)
* If (Ctrs > stored  Ctr3) and
(Authy(K3) = Authn(stored K3)), then goto (3;

else drop the message and stop;

AA 6LBR< DAD ®|o]E-3 A-&3lo] GPI632
AR5 Felgr} (Fig. 4. Q). &% 94 7
e 27) F4 523 Life Timed 744187 913
Fo AeF wE F 7] AR ezl
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Cirys Z7RA70h. = wis A p4AD dlo] 2]
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£ olv] Z2506] ¢l= Atglo|t} wleld GLBRS
Crs ) Cury’ | LT3 ) LTy 91 7%, DAD ®lo] ¥ &%
S (LT3" Cirs)) oA (LTs Ctrs) 2 78418k}

[Procedure for duplicate address detection]
Given the received {Addr;=(MAC64;, GP16s, LT3)}
* result < select MAC64
from DAD Table where GP16 = GP163;
* If (result is null or MAC643), then
insert (MAC64s, GP163, LT3, Ctrs, K3)
into DAD Table where MAC64 = MAC643;
return “success”;

else return “duplicate”;

FTH  o%  AA A wEl  Stause
"success’®+ “duplicate’7} HbEHET} (Fig. 4.
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6LN3ot Ko -3taL 9lon® 37| Kog& ANt
g 4= ot} 6LBRS #3715 +h3lr] 98l =
Ab Authg(Ko3) = h(Authy (K3) || Status || Ko3) 2
Go3tE (A7) Exe(Ken)E AT 2™ ohe
6LBR= 6LR (Fig. 4.9 6LN1)S 53] 6LNel
DAC{Status, Auths(K23), Exa(Kz3)} ™IAAE A&
o} 6LNoE= HZ7] Koss E53FL Authy(Ko3) 7} -
232 o HE AR 3 NA{Status, Auths(Kos)} ™
AAE 6LNsZ A58}t 6LNs2 Auth(Kos) 7}
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Table 3. Comparison of Cryptographic
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+ 1pr
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